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Fortinet NSE 7 - Enterprise Firewall 7.2 NSE7_EFW-7.2 study quiz can dispel your doubts clearly. Get our Fortinet NSE 7 -
Enterprise Firewall 7.2 NSE7_EFW-7.2 Certification actual exam and just make sure that you fully understand it and study every

single question in it by heart.

Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q74-Q79):

NEW QUESTION # 74
Refer to the exhibit, which shows an ADVPN network.

]

Static tunnel

Dynamic tunnel

A. set auto-discovery-forwarder enable
B. set add-route enable

C. set auto-discovery-receiver enable
D. set auto-discovery-sender enable

Answer: A,C

Explanation:
For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:

A: set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for

them to establish direct tunnels.
C: set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.

This information is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to

both forward and receive shortcut information for dynamic tunnel creation between spokes.

NEW QUESTION # 75
You want to improve reliability over a lossy IPSec tunnel.
‘Which combination of IPSec phase 1 parameters should you configure?

A. keepalive and keylive

B. fragmentation and fragmentation-mtu
C. dpd and dpd-retryinterval

D. fec-ingress and fsc-egrsss

Answer: D

Explanation:
It improves reliability that can overcome adverse WAN conditions such as lossy or noisy links.

NEW QUESTION # 76
Winch two statements about ADVPN are true? (Choose two)

¢ A auto-discovery-receiver must be set to enable on the spokes
¢ B. Routing is configured by enabling add-advpn-route
¢ C. Spoke to-spoke traffic never goes through the hub
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e D. It supports NAI for on-demand tunnels
Answer: AD

Explanation:

ADVPN (Auto Discovery VPN) is a feature that allows to dynamically establish direct tunnels (called shortcuts) between the spokes
of a traditional Hub and Spoke architecture. The auto- discovery receiver must be set to enable on the spokes to allow them to
receive NHRP messages from the hub and other spokes. NHRP (Next Hop Resolution Protocol) is used for on-demand tunnels,
which are established when there is traffic between spokes. Routing is configured by enabling add-nhrp-route, not add-advpn-route.

NEW QUESTION # 77
Exhibit.
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Refer to the exhibit, which shows an ADVPN network.
The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
Which first message floes the hub send to Spoke-110 bring up the dynamic tunnel?

A. Shortcut offer

B. Shortcut query
C. Shortcut forward
D. Shortcut reply

Answer: B

Explanation:

In an ADVPN scenario, when traffic is initiated froma client behind one spoke to another spoke, the hub sends a shortcut query to
the initiating spoke. This query is used to determine if there is a more direct path for the traffic, which can then trigger the
establishment of a dynamic tunnel between the spokes.

NEW QUESTION # 78
You want to configure faster failure detection for BGP
Which parameter should you enable on both connected FortiGate devices?

A. Graceful-restart

B. Ebgp-enforce-multihop
C.bfd

D. Distribute-list-in

Answer: C

Explanation:

BFD (Bidirectional Forwarding Detection) is a protocol that provides fast failure detection for BGP by sending periodic messages to
verify the connectivity between two peers1. BFD can be enabled on both connected FortiGate devices by using the command set
bfd enable under the BGP configuration2. References:

= Technical Tip : FortiGate BFD implementation and examples ..., Configure BGP | FortiGate / FortiOS

7.0.2 - Fortinet Documentation
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