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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q61-Q66):

NEW QUESTION # 61
Which FortiSwitch VLLANs are automatically created on FortGate when the first FortiSwitch device is discovered1?

A. default quarantine rspan voice video and nac_segment

B. default quarantine, rspan voice video onboarding and nac _segment
C. fortilink. quarantine erspan voice video and onboarding

D. access, quarantine, rspan. voice, video, and onboarding

Answer: B

Explanation:
Based on LAN Edge 7.0 Study Guide page 217 When FortiGate discovers the first switch, it automatically adds to its configuration
some settings that are default, quarantine, rspan, voice, video, onboarding, and nac_segment

NEW QUESTION # 62
Which CLI command should an administrator use on FortiGate to view the RSSO authentication process in real time?

A. diagnose debug application authd -1

B. diagnose debug application faibamd -1
C. diagnose debug application foauthd -1
D. diagnose debug application radiusd -1

Answer: B

NEW QUESTION # 63

Refer to the exhibits.

# get wireless-controller rf-analysis

WTP: Office 0-192.1€8.5.98:5246
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Exhibit.

# execute ssh 192.168.5.98

admin@192.168.5.98's password:

Office # cw ::a; -¢ all-chutil

rId=0 chan=1l 2412 _.-F;Gﬁq:iﬁﬁ-ﬂf_ﬁ—
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Users have been reporting issues with the speed of their wireless connection in a particular part of the wireless network The interface
that is having issues is the 2 4 GHz interface that is currently configured on channel 6 The administrator of the wireless network has
investigated and surveyed the local RF environment using the tools available at the AP and FortiGate Which configuration would
improve the wireless connection?

A. Change the AP 2 4 GHz channel to 11
B. Change the AP 2 4 GHz channel to 13.
C. Change the AP 2 4 GHz channel to 9.
D. Change the AP 2 4 GHz channel to 1.

Answer: D

Explanation:

Explanation

According to the exhibits, the AP 2.4 GHz interface is currently configured on channel 6, which is overlapping with other nearby
APs on channels 4 and 8. This can cause interference and reduce the wireless performance.

Therefore, changing the AP 2.4 GHz channel to 1 would improve the wireless connection, as it would avoid the overlapping
channels and use a non-overlapping channel instead. Option A is false because changing the AP 2.4 GHz channel to 11 would still
overlap with other nearby APs on channels 9 and 13. Option C is false because changing the AP 2.4 GHz channel to 9 would still
overlap with other nearby APs on channels 6, 8, and 11. Option D is false because changing the AP 2.4 GHz channel to 13 would
still overlap with other nearby APs on channels 9 and 11.

NEW QUESTION # 64
Which two statements about FortiSwitch manager are truel? (Choose two)

e A Per-device management is the default management mode on FortiManager

¢ B. Ifthe administrator makes any changes on FortiSwitch manager they must also install those changes on FortiGate so that
those changes are applied on the managed switches

e C. FortiManager obtains the FortiSwitch status mformation by querying the FortiGate REST API every three mmutes

¢ D. Any switch discovered or authorized on FortiGate must be added manually on FortiSwitch manager

Answer: B,C

Explanation:

According to the FortiManager Administration Guide1, "FortiManager obtains the FortiSwitch status information by querying the
FortiGate REST API every three minutes." Therefore, option B is true because it describes how FortiManager gets the mformation
about the managed switches. According to the same guide2,

"If you make any changes in this module, you must install them on your managed device so that they are applied on your managed
switches." Therefore, option C is true because it describes what the administrator must do after making any changes on FortiSwitch
manager. Option A is false because central management is the default management mode on FortiManager, not per-device
management. Option D is false because any switch discovered or authorized on FortiGate will be automatically added on
FortiSwitch manager, not manually.

1: https://docs. fortinet.com/document/fortimanager/7.0.0/administration- guide/ 73453 7/fortiswitch-manager 2:

https/docs. fortinet.conYdocument/fortimanager/7.0.0/administration- guide/ 73453 7/fortiswitch- manager#fortiswitch-manager

NEW QUESTION # 65
Refer to the exhibit



anaged Switch : S224EPTF19006016

port2 : Mode: port-based (mac-by-pass disable)
Link: Link up
Fort State: unauthorized: ( )
Dynamic Authorized Vlan : 0
Dynamic Allowed Vlan list:
Dynamic Untagged Vlian list:
EAP pass-through : Enable
EAF egress-frame-tagged : Enable
EAF auto-untagged-vlians : Enable
Allow MAC Move : Disable
Dynamic Access Control List : Disable
Quarantine VIAN (4053) detection : Enable
Mative Vlian : 10
Allowed Vlian list: 10,4093
Untagged Vlian list: 4093
Guest VIAN :
Auth-Fail Vlan :
AuthServer-Timesout Vlian :

31320333213202 Type=802.1x, , state= __L-H:Fiﬁgxﬁ: reAuth=3600 |
A device connected to port2 on FortiSwitch cannot access the network The port is assigned a security policy to enforce 802 1X
authentication While troubleshooting the issue, the administrator obtains the debug output shown in the exhibit Which two scenarios
are likely to cause this issue? (Choose two.)

A. The device has been quarantined for 3600 seconds.
B. The device does not support 802 1X authentication
C. The device is not configured for 802 IX authentication.
D. The device has been assigned the guest VLAN

Answer: B,C

Explanation:

According to the exhibit, the debug output shows that the device connected to port2 on FortiSwitch is sending an EAPOL-Start
message, which is the first step of the 802.1X authentication process. However, the output also shows that the device is not sending
any EAP-Response messages, which are required to complete the authentication process. Therefore, option A is true because the
device is not configured for 802.1X authentication, which means that it does not have the correct credentials or settings to
authenticate with the RADIUS server. Option D is also true because the device does not support 802.1X authentication, which
means that it does not have the capability or software to perform 802.1X authentication. Option B is false because the device has
not been quarantined for 3600 seconds, but rather has a session timeout of 3600 seconds, which is the default value for 802.1X
sessions. Option C is false because the device has not been assigned the guest VLAN, but rather has been assigned the default
VLAN, whichis VLAN 1.

NEW QUESTION # 66
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