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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q56-Q61):

NEW QUESTION # 56
Which FortiSwitch VLANs are automatically created on FortiGate when the first FortiSwitch device is discovered?

A. default quarantine, rspan voice video onboarding and nac_segment
B. access, quarantine, rspan. voice, video, and onboarding

C. default quarantine rspan voice video and nac_segment

D. fortilink. quarantine erspan voice video and onboarding

Answer: A

Explanation:
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When FortiGate discovers the first switch, it automatically adds to its configuration some settings that are
needed for switch management. These settings include the following VLANS:

» Default: This is the default native VLAN assigned to all switch ports.

» Quarantine: This is the default VLAN used for quarantined traffic. On FortiGate, you can quarantine a
device connected to a switch, upon which the device is placed in the quarantine VLAN.

» RSPAN: It is used for sending encapsulated mirrored traffic across the network.

+ Voice: When using LLDP-MED, you can assign the switch port to this VLAN if the endpoint is detected as a
voice device.

+ Video: Same as the voice VLAN, but used when the endpoint is detected as a video device.

» Onboarding: When network access control (NAC) policies are enabled, this is the VLAN where devices
that do not match any of the configured NAC policies are placed. You will learn more about NAC policies in
this lesson.

+ NAC segment: Used to prevent hosts from having to renew IP addresses when moving to another VLAN.

In addition, a DHCP scope is configured for all the preconfigured VLANs except the default VLAN. The VLANs
are also assigned with the predefined VLAN IDs shown in the example on this slide, and they can be edited or

deleted if required.
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NEW QUESTION # 57

You are investigating a report of poor wireless performance in a network that you manage. The issue is related to an AP interface in
the 5 GHz range You are monitoring the channel utilization over time.

What is the recommended maximum utilization value that an interface should not exceed?

e A T75%
e B.95%
e C.85%
e D.65%

Answer: A

NEW QUESTION # 58
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Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive portal login
page.This URL string is the HTTPS POST URL guest wireless users see when attempting to access the network using the web
browser

Which two settings are the likely causes of the issue? (Choose two.)

A. The external server FQDN is incorrect

B. The FortiGate authentication interface address is using HTTPS
C. The wireless user's browser is missing a CA certificate

D. The user address is not in DDNS form

Answer: A,C

Explanation:

Explanation

According to the exhibit, the wireless guest users are getting a certificate error while loading the captive portal login page. This means
that the browser cannot verify the identity of the server that is hosting the login page.

Therefore, option A is true because the external server FQDN is incorrect, which means that it does not match the common name or
subject alternative name of the server certificate. Option B is also true because the wireless user's browser is missing a CA
certificate, which means that it does not have the root or intermediate certificate that issued the server certificate. Option C is false
because the FortiGate authentication interface address is using HTTPS, which is a secure protocol that encrypts the communication
between the browser and the server. Option D is false because the user address is not in DDNS form, which is not related to the
certificate error.

NEW QUESTION # 59
Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

A. Froman LDAP server using a simple bind operation
B. Froma TFTP server

C. Froma DNS server using A or AAAA records

D. Froma DHCP server using options 240 and 241



Answer: C

Explanation:

Explanation

According to the FortiGate Administration Guide, "FortiGate can learn the FortiManager IP address or FQDN for zero-touch
provisioning froma DNS server using A or AAAA records. The DNS server must be configured to resolve the hostname
fortimanager. fortinet.com to the IP address or FQDN of the FortiManager device." Therefore, option D is true because it describes
the method for FortiGate to learn the FortiManager IP address or FQDN for zero-touch provisioning, Option A is false because
LDAP is not used for zero-touch provisioning, Option B is false because TFTP is not used for zero-touch provisioning, Option C is
false because DHCP options 240 and 241 are not used for zero-touch provisioning,

NEW QUESTION # 60
What is the purpose of enabling Windows Active Directory Domain Authentication on FortiAuthenticator?

A. Tt enables FortiAuthenticator to register itself as a Windows trusted device to proxy authentication using Kerberos

B. It enables FortiAuthenticator to use Windows administrator credentials to perform an LDAP lookup for a user search
C. It enables FortiAuthenticator to import users from Windows AD

D. It enables FortiAuthenticator to use a Windows CA certificate when authenticating RADIUS users

Answer: A

Explanation:
Windows Active Directory domain authentication enables FortiAuthenticator to join a Windows Active Directory domain as a
machine entity and proxy authentication requests using Kerberos.

NEW QUESTION # 61
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