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NEW QUESTION # 24
Refer to the exhibit
config vpn ;r'.-:L;E:n‘ﬁTLD}-E‘-I:Tr::

edit "FAC"

snfig vpn certificate _sétting

Examine the sections of the configuration shown in the output
‘What action will FortiGate take when verifying the student certificate through OCSP?

A. Use the OCSP URL included in the student certificate to verify the student certificate

B. Reject the student certificate if the OCSP server replies that the student certificate status is unknown
C. Not verify the OCSP server certificate

D. Consider the student certificate status as valid if the OCSP server is unreachable

Answer: A

Explanation:

Explanation

According to the exhibit, the FortiGate configuration has ocsp-status enabled and ocsp-option set to certificate.

This means that FortiGate will use OCSP to verify the revocation status of certificates presented by clients. According to the
FortiGate Administration Guide2, "If you select certificate, FortiGate uses an OCSP URL included in a certificate to verify that
certificate." Therefore, option C is true because it describes what action FortiGate will take when verifying the student certificate
through OCSP. Option A is false because FortiGate will not reject the student certificate if the OCSP server replies that the student
certificate status is unknown, but rather accept it as valid. Option B is false because FortiGate will verify the OCSPserver certificate
by default, unless strict-ocsp-check is disabled. Option D is false because FortiGate will not consider the student certificate status as
valid if the OCSP server is unreachable, but rather reject it as invalid.

NEW QUESTION # 25
Which two pieces of information can the diagnose test authserver ldap command provide? (Choose two.)

A. Tt displays whether the admin bind user credentials are correct
B. It displays the LDAP groups found for the user

C. It displays whether the user credentials are correct

D. It displays the LDAP codes returned by the LDAP server

Answer: B,C

NEW QUESTION # 26
Which two statements about the MAC-based 802 1X security mode available on FortiSwitch are true?
(Choose two.)

A. FortiSwitch authenticates a single device and opens the port to other devices connected to the port
B. It cannot be used in conjunction with MAC authentication bypass

C. FortiSwitch can grant different access levels to each device connected to the port

D. FortiSwitch authenticates each device connected to the port

Answer: C,D

Explanation:



According to the FortiSwitch Administration Guide, "MAC-based 802.1X security mode allows you to authenticate each device
connected to a port using its MAC address as the username and password." Therefore, option B is true because it describes the
MAC-based 802.1X security mode available on FortiSwitch. Option D is also true because FortiSwitch can grant different access
levels to each device connected to the port based on the user group and security policy assigned to them. Option A is false because
FortiSwitch does not authenticate a single device and open the port to other devices connected to the port, but rather authenticates
each device individually. Option C is false because MAC-based 802.1X security mode can be used in conjunction with MAC
authentication bypass (MAB) or EAP pass-through modes, which are fallback options for non-802.1X devices.

NEW QUESTION # 27
Refer to the exhibit.

Network

Remote Gateway : Dialup User , Interface : port2
IPv4 client address range : 10.0.1.15-10.0.1.50/255.255.255.255

IPvé client address range : =-2/128

Authentication

Method L Pre-shared Key

Pre-shared Key sasesEne
IKE

Version n 2
Mode Main (1D protection)

Peer Options
Accept Types Any peer 1D
Phase 1 Proposal # Edit

Algorithms : AES128-5HA256, AES256-SHA256, AES128-5HATL, AES256-SHA],
JDES-SHA256

Diffie-Hellman Groups : 14,5

XAUTH

Type : Disabled

Examine the IPsec VPN phase 1 configuration shown in the exhibit
An administrator wants to use certificate-based authentication for an IPsec VPN user Which three configuration changes must you
make on FortiGate to perform certificate-based authentication for the IPsec VPN user? (Choose three)

e A Inthe IKE section of the IPsec VPN tunnel, in the Mode field, select Main (ID protection).



¢ B. In the Authentication section of the [Psec VPN tunnel, in the Method drop-down list, select Signature, and then select the
certificate that FortiGate will use for IPsec VPN.

e C. Import the CA that signed the user certificate.

¢ D. Create a PKI user for the IPsec VPN user, and then configure the [Psec VPN tunnel to accept the PKT user as peer
certificate.

e E. Enable XAUTH on the IPsec VPN tunnel.

Answer: B,C.E

NEW QUESTION # 28

An administrator is deploying AP's that are connecting over an [Psec network. All APs have been configured to connect to
FortiGate manually. FortiGate can discover the APs and authorize them. However, FortiGate is unable to establish CAPWAP
tunnels to manage the APs.

‘Which configuration setting can the admmistrator perform to resolve the problem?

A. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
B. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

C. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

D. Enable CAPWAP admmistrative access on the [Psec interface.

Answer: B

NEW QUESTION # 29

The experts and professors of our company have designed the three different versions of the NSE7 LED-7.0 prep guide, including
the PDF version, the online version and the software version. Now we are going to introduce the online version for you. There are a
lot of advantages about the online version of the NSE7 1ED-7.0 exam questions from our company. For instance, the online
version can support any electronic equipment and it is not limited to all electronic equipment. More importantly, the online version of
NSE7 LED-7.0 study practice dump from our company can run in an off-line state, it means that if you choose the online version,
you can use the NSE7 LED-7.0 exam questions when you are in an off-line state. In a word, there are many advantages about the
online version of the NSE7_LLED-7.0 prep guide from our company.
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