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Fortinet NSE7 _SDW-7.2 Exam Syllabus Topics:

Topic Details
¢ SD-WAN Troubleshooting: Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is
vital for mantaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the

Topic 1 ability to diagnose and resolve SD-WAN problens using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.
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¢ SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN

Topic 2 Menbers, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to

design efficient and resilient SD-WAN configurations.

¢ SD-WAN Overlay Design and Best Practices: It focuses on the deployment of hub-and-spoke IPsec
topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security

Topic 3
ope professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.
¢ Rules and Routing: Understanding SD-WAN Rules and Routing is crucial for directing traffic efectively.
Topic 4 This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security

professionals to configure SD-WAN rules and routing.

¢ Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,

including using IPsec tenplates and SD-WAN Overlay Templates. Mastery here demonstrates the abilities
Topic 5 of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.
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The NSE7_SDW-7.2 exam question offer a variety of learning modes for users to choose from, which can be used for multiple
clients of computers and mobile phones to study online, as well as to print and print data for offline consolidation. For any candidate,
choosing the NSE7 _SDW-7.2 question torrent material is the key to passing the exam. Our study materials can fully meet all your
needs: Avoid wasting your time and improve your learning efficiency. Spending little hours per day within one week, you can pass
the exam easily. You will don't take any risks and losses if you purchase and learn our NSE7_SDW-7.2 Latest Exam Dumps, do
you?

Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q78-Q83):

NEW QUESTION # 78
Refer to the exhibit.
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Install Preview of fgtl

Assigned Devices fgtl (root) v

config vpn ipser phasel-interface
edit “VPN1"
set type dynamic
set interface “portl”
set ike-version 2
set dpd on-idle
set comments "VPN: VPN1 [Created by IPSEC Template]”
set proposal aesl2S6-shalSe
set peertype any
set mode-cfg enable
set dpd-retryinterval 60
set net-device disable
set_add-routgrdisable
set @ulto-discbverySsénder enable
set lpvlsstart-ip 10.10.128.1
set ipvd-end-ip 10.10.159.252 F 1 | HTInET
set ipvd-netmask 255.255.224.9 -m
set psksecret ENC Z8Zpc/bwl2)1HxCFwz0/ XkiW211P /WK4qAGVHE0az ICB+1FFI2rIYIANSRTAZVOS WM/ ThbwbM
set network-overlay enable
set network-1d 5
next T:g
end

» conflg system Interface v
< >

|

An admmnistrator used the SD-WAN overlay template to prepare an [Psec configuration for a hub-and-spoke
SD-WAN topology. The exhibit shows the installation preview for one FortiGate device. In the exhibit, which
statement best describes the configuration applied to the FortiGate device?

e A ltis a spoke device that establishes dynamic [Psec tunnels to the hub. The subnet range is
10.10.128.0/23.

e B. Itis a hub device and will automatically discover the spoke devices that are in the SD-WAN topology.

e C.Itis a hub device. It can send ADVPN shortcut offers.

e D. Itis a spoke device that establishes dynamic [Psec tunnels to the hub. It can send ADVPN shortcut
requests.

Answer: D

Explanation:

Explanation

According to the SD-WAN 7.2 Study Guide, the SD-WAN overlay template simplifies the configuration of
[Psec tunnels in a hub-and-spoke topology. The template defines the following parameters:
type: dynamic for spokes, static for hubs

nterface: the WAN interface to use for the [Psec tunnel

network-overlay: enable for spokes, disable for hubs

network-id: a unique identifier for each spoke

auto-discovery-sender: enable for hubs, disable for spokes

auto-discovery-receiver: enable for spokes, disable for hubs

Based on the exhibit, the FortiGate device has the following configuration:

type: dynamic

mnterface: portl

network-overlay: enable

network-id: 5

auto-discovery-sender: disable

auto-discovery-receiver: enable



Therefore, the FortiGate device is a spoke that establishes dynamic IPsec tunnels to the hub. It also has the
network-overlay and auto-discovery-receiver options enabled, which means it can send ADVPN shortcut
requests to other spokes when it receives a shortcut offer from the hub

NEW QUESTION # 79
What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)

A. FEC transmits parity packets that can be used to reconstruct packet loss.
B. FEC supports hardware offloading.

C. FEC improves reliability of noisy links.

D. FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer: A,C

NEW QUESTION # 80
In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-
WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. The FIB lookup resolved interface was the SD-WAN interface.
C. Anabsolute SD-WAN rule was defined and matched traffic.
D. Matched traffic failed RPF and was caught by the rule.

Answer: A,B

NEW QUESTION # 81
Refer to the exhibit.

branchl_ fgt # diagnose sys sdwan service 1

Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(6), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)
Members (2) :

1: Seg_num(3 T_INET_O_O), alive, selected

2: Seq_num(4 T_INET_ 1 _0), alive, selected

Src address(l):

10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

branchl_fgt # diagnose sys sdwan _mémbe® | grep T_INET_

Member (3) : interface: T_INET_Q (uaf¥dgs=0x4 , gateway: 100.64.1.1, priority: 10 1024,
weight: 0

Member (4) : interface: T INER 0, flags=0x4 , gateway: 100.64.1.9, priority: 0 1024,
weight: 0

branchl_fgt # get router info routing-table all | grep T_I 'ET_F H I II |ET.
S 10.0.0.0/8 [1/0] wvia T_INET 1 0 tunnel 100.64.1.9 :

....... .

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl _fgt generates traffic to the 10.0.0.0/8
network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over T INET 0 0. However, the traffic
is routed over T INET 1 0.

Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

A. The traffic matches a regular policy route configured with T INET 1 0 as the outgoing device.
B. T_INET 1 _0 has a lower route priority value (higher priority) than T INET 0 0.

C. T_INET _1_0 has a higher member configuration priority than T INET 0 0.

D. T INET 0 0 does not have a valid route to the destination.



Answer: A,D

NEW QUESTION # 82
Refer to the exhibits.

branchl_fgt # diagnose sys sdwan service 1

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(8), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)
Service disabled caused by no destination.

Members (2) :
1: Seq_num(4 T_INET 1 0), alive, selected
2: Seq_num(S T_MPLS_0), alive, selected
Src address(l):
10.0.1.0-10.0.1.255

branchl_fgt # get router info bgp efmmunity 65000:10

VRF 0 BGP table version is 3, lecal router ID is 10.0.1.1

Status codes: s suppressed, d,damped, h history, * valid, > best, i - internal,
S Stale

Origin codes: i - ¥GR, & & EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight RouteTag Path
*>310.1.0.0/24 10.202.1.254 0 100 0 1i<=/1>
* 5 10.203.1.254 0 100 0 14<-/->

Total number of prefixes 1

Exhibit B

branchl_tgt (1) # show
config service
edit 1
sat name "Corp"™
sat route-tag 10
gsat src "LAN-net"
sat pricrity-zons "overlay”
next
end

config router bgp

config neighbor
edit "10.202.1.254"
set soft-reconfiguration emable
set interface "T_INET_1.0%
set remote-as 65000/ .
sat route-map-in{*"dcl-lan-rm"
set update-soyfesa T INET 1 0"
next
edit *10.203.1-254"
set sofe-reconfiguration enable
setl inteTface "T MPLS Q"
#8t camote-as 65000
gat’ route-map-in "dcl-lan-rm”
set update-source "T_MPL5 0"
next
end

config router route-map
edit "dcl-lan-rm"
config rule =
ig rul F::RTINE
set match-community "decl-lan-cl™
sat set-route-tag 1

naxc
end
next
and

Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.
Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.



The admmistrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.
However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.
Based on the exhibits, which configuration change is required to fix issue?

A. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.
B. In the dcl-lab-rm route map configuration, unset match-community.

C. In SD-WAN rule ID 1, change the destination to use ISDB entries.

D. In the dcl-lab-rm route map configuration, set set-route-tag to 10.

Answer: A

NEW QUESTION # 83
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