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Fortinet NSE7 _SDW-7.2 Exam Syllabus Topics:

Topic Details

e SD-WAN Troubleshooting: Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is

. vital for maintaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the
Topic 1 ability to diagnose and resolve SD-WAN problens using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.

¢ Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,

including using IPsec tenplates and SD-WAN Overlay Templates. Mastery here demonstrates the abilities
Topic 2 of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.
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¢ SD-WAN Orverlay Design and Best Practices: It focuses on the deployment of hub-and-spoke IPsec
topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security

Topic 3
o professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.

¢ SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN

Topic 4 Members, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to

design efficient and resilient SD-WAN configurations.

¢ Rules and Routing: Understanding SD-WAN Rules and Routing is crucial for directing traffic efectively.
This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security

Topic 5
ope professionals to configure SD-WAN rules and routing,

Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q35-Q40):

NEW QUESTION # 35
Refer to the exhibit.

branchl_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1 dscp_tag=0xff Oxff flags=0x0 tos=0x00 tos_mask=0x00 protocol=l7 sport=0-65535 iif=]
dport=53 path(l) oif=3(portl)

source wildcard(1l): 0.0.0.0/0.0.0.0

destination wildcard(1l): 4.2.2.1/255.255.255.255

hit_count=0 last_used=2022-03-25 10:53:26

1d=21311635165(0x7£070001) vwl_service=]l (Critical-DIA) vwl _mbr seg=1 2 dscp_tag=0xff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2)
oif=3(portl) oif=4(port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

internet service(3): GoToMeeting(4294836966,0,0,0, 16354)

Microsoft.Office.365.Portal (4294837474,0,0,0,91468) Salesforce(4294837976,0,0,0, 16%20)
hit_count=0 last_used=2022-03-24 12:18:16

1d=2131165166 (0x7£070002) vwl_service=2 (Non-Critical-DIA) vy ﬁ = =
Oxff flags=0x0 tos=0x00 tos_mask=Q0xQ0" protocol=0 sport=0-65 m ll% I
path(l) oif=4 (port2) ——— '

source(l): 10.0.1.0-10.0.1.256

destination wildcard(l): 030%0.0/0.0.0.0

internet service(2);: Facebook(4294836806,0,0,0, 156832) Twitter(42946382768,0,0,0, 16001)
hit_count=0 last_used=2022-03-24 12:18:16

id=2131165187 (0x7£070003) wwl_service=3(all_rules) vwl mbr seq=l dscp_tag=0xff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(l)
oif=3(portl)

source(l): 0.0.0.0-255.255.255.255

destination(l): 0.0.0.0-255.255.255.255

hit count=0 last used=2022-03-25 10:58:12

Based on the output, which two conclusions are true? (Choose two.)

e A. There is more than one SD-WAN rule configured.
e B. The SD-WAN rules take precedence over regular policy routes.
e C. Theall rulesrule represents the implicit SD-WAN rule.

e D. Entryl(id=1)is a regular policy route.
Answer: A,D

NEW QUESTION # 36
Refer to the exhibit.
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fgt_1 # diagnose sF-ﬂn ﬂn I II iE I
.

Service(l): Address Mode (IFPV4) flags=0x200 use-shortcut-sla
Tie break: cig

Gen(7), T Ox0/0x0), Protocol(0: 1-»>65535), Mode(priority), link-cost-factor(latency), link-cost-

Members(2):
1: Seq m

1l portl), alive, latency: 2.672, selected
2: Seq num{2 port2), alive, latency: &
Internet Service(2): Facebook(4294836714,0,0,0,0 15832) Twitter (4294535 0,0,0,0 16001)
Src add s(l):

).1.0-10.0.1.255

wvice(2) : Address Mode (IFV4) flags=0x200 use-shortcugfsls
break: cfg
TOS (0x0/0x0), Prot

ocol (0: 1->65535), Wodetanbal)

m(2 port2), alive, selecied
t Service(2): Business (Deif, & 770) Industrial(D,26,0,0,0)

Service(3): Address MoRFIFV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(7), TOS(0x0/0x0), Protocol(0: 1->65535)
Members(3):
1z 51-.-;,'__:'.-.1:&[5 T HQLl), alive, alive, sla(0x3), gid{(0},
2: Seq num(d T | ), alive, alive, sla(0x2), gid{(D),
3: Seq numi(S T HQ3), aliwve, alive, ala(0xl), gid{d),
Src address(l):

10.0.1.0-20.0.1.255
The exhibit shows output of the command diagnose 3vg sdwan service collected on a FortiGate device.
The admmnistrator wants to know through which interface FortiGate will steer the traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the business application Salesforce located on HO servers 10.0.0.1.
Based on the exhibits, which two statements are correct? (Choose two.)

Mode (sla), sla-compare-order

selected
selected

1}, Selected

¢ A FortiGate steers traffic to HO servers according to service rule 1 and it uses portl or port2 because both interfaces are

selected.
¢ B. When FortiGate cannot recognize the application of the flow it steers the traffic destined to server 10.0.0.1 according to
service rule 3.

¢ C. FortiGate steers traffic for business application according to service rule 2 and steers traffic through port2.
e D. There is no service defined for the Salesforce application, so FortiGate will use the service rule 3 and steer the traffic
through interface T HQ1.

Answer: A,B

NEW QUESTION # 37
Refer to the exhibits.
Exhibit A -



IP Version
Name
Status
Comments

If Traffic Matches:
Source Internet Service
Source Address

Source User

Source User Group
Destination Internet Service
Destination Address
Schedule

Service

Application

Application Category
Application Group

URL Category

Type Of Service

Type Of Service Mask

Then:

Action

Outgoing Interface

Shared Shaper

Reverse Shaper

Per-IP Shaper

Differentiated Services
Differentiated Services Reverse

Edit Teatfc Shaping Policy =S 2 T 1T TS T

3

Limit_YouTube
3l Disable
& LAN-net
+
+
San
+
WL | R
& YouTube
4
+
+
0x00
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[ i soer SR
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Eiow-priority

#

0/255

Exhibit B -




Name

ZTNA

Incoming Interface
Qutgoing Interface
Source Internet Service
|Pv4 Source Address
IPv6 Source Address
Source User

Source User Group

FSSO Groups
Destination Internet Service
IPv4 Destination Address
IPv6 Destination Address
Service

Schedule

Action

Inspection Mode

Firewall/Network Options

NAT

IP Pool Configuration

Preserve Source Port

Protocol Options

1
DIA

=3 FulZTNA  IP/MAC filtering

& LAN

& underlay

& LAN-net

DAL

By

ey’ [lead 'PSEC
Proxy-based

G
[Nl NAT46  NAT64

(PR TCL ATl TR L Use Dynamic IP Pool

@ default

Disclaimer Options
Display Disclaimer
Security Profiles
SSL/SSH Inspection
Decrypted Traffic Mirror
Traffic Shaping Options
Shared Shaper

Reverse Shaper

Per-IP Shaper

Logging Options

Log Allowed Traffig

Qdeep-mspeclmn

+
+
+

Nolap Lo SearyEvers

Capture Packets

) Generate Logs when Session Starts

Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The admmnistrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that
FortiGate does not apply traffic shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate perforns traffic shaping on

YouTube traffic?

¢ A. Application control must be enabled on the firewall policy.
¢ B. Web filtering must be enabled on the firewall policy.
¢ C. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

¢ D. Destination internet service must be enabled on the traffic shaping policy.

Answer: B

NEW QUESTION # 38

Refer to the exhibits.

F:=RTINE




=xhibit A

branchl_fgt # diagnose sys sdwan service 1

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(8), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)

E%ﬁFTETby no destination.

1: Seq num(4 T_INET 1 0), alive, selected
2: Seq_num(S T_MPLS 0), alive, selected
Src address(l):
10.0.1.0-10.0.1.255

branchl_fgt # get router info bgp'comminity €5000:10
VRF 0 BGP table version is 3,3l8cal router ID is 10.0.1.1

Status codes: s suppressed,dudamped, h history, * valid, > best,

S Stale
Origin codes: i - JIGPY &™ EGP, ? - incomplete

i - internal,

Network Next Hop Metric LocPrf Weight RouteTag Path
*>310.1.0.0/24 10.202.1.254 0 100 0 11i<-/1>
* 3 10.203.1.254 0 100 0 1 1i<=/=>

Tatal nmhar Af Arafivaes 1
it B

branchl_tgt (1) # show
config service
adit 1
et name “Corp”™
sat route-tag 10
set src “LAN-net"®
sat priority-zone “owerlay®™
naxt
and

config router bgp

config neighbor
edit "10.202.1.254"
set soft-reconfiguratigfi.efiable
get interface "T_INET ) -0"
set remote-as E5000
set route-map-in/ToEl-lan=-zmp=
set update-souree~r_mer I @2EATINET]
next
adit *10.203.1%2%4"
set softereconfiguration enable
set ift8@cface "T_MPLS 0"
satyrgmote-as E5000
sab toute-map-in "dcl-lan-mm*
2ot update-source "T_MFLS_0"
naxt
and

config router route-map
edit "dcl-lan-rm"”
config rule
aditc 1
sat match-community "decl-lan-cl®™
sat sat-route-tag 1
naxc
end
neaxt

nd
Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.

Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.

The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.
However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.
Based on the exhibits, which configuration change is required to fix issue?

A. In the dcl-lab-rm route map configuration, set set-route-tag to 10.

B. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.
C. In the dcl-lab-rm route map configuration, unset match-community.

D. In SD-WAN rule ID 1, change the destination to use ISDB entries.

Answer: B



NEW QUESTION # 39

Refer to the exhibits.
Exhibit A

IPsec Template Branch_IPsec_1
+ Create New | [#4F B Delet ! More ~
[0 Name:= Type = Outgoing Interface =
O HuUB1-VPN1 Static WS(SP1)

IPsec Template Branch_IPsec_2 i ‘._6 ‘V

T B Edir -"-'-“i-: Aore v

* Gt ] G e NS {1 v
O Nama. Type Outgoing Interface <

. Ol fORINANZ Static $05P2)
o B

Exhibit B

invalid template assignment - conflicting template assignment scope: device branch1_fgt, vdom root, X
_ipsec template [Branch_IPsec_1] and [Branch_IPsec_2]

4l R

:==RTINET.
Exhibit A shows two IPsec templates to define Branch IPsec 1 and Branch IPsec 2. Each tenplate defines a VPN tunnel.
Exhibit B shows the error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device.
‘Which statement best explain the cause for this issue?

A. You can define only one IPsec tunnel from branch devices to HUBI.

B. You should review the branchl _fgt configuration for the already configured tunnel with the name HUB1-VPN2.
C. You can assign only one [Psec template to each FortiGate device.

D. You can assign only one template with a tunnel of fype static to each FortiGate device

Answer: C

Explanation:

The error message in Exhibit B indicates a conflicting template assignment. This occurs because FortiManager does not allow the
assignment of multiple [Psec templates that define VPN tunnels with the same name or settings to the same FortiGate device. The
conflict arises from trying to assign a second IPsec template to a device that already has one assigned.References:This is based on
Fortinet's best practices and administrative guidelines which state that each FortiGate device should be assigned a unique IPsec
template to avoid configuration conflicts.
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