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¢ Centralized Management: This area focuses on deploying and managing SD-WAN through FortiManager,

including using IPsec tenplates and SD-WAN Overlay Templates. Mastery here demonstrates the abilities
Topic 1 of Fortinet network and security professionals to streamline SD-WAN configuration, enhance security, and
maintain consistent policies across multiple sites.

¢ SD-WAN Configuration: This topic assesses skills of Fortinet network and security professionals in setting
up basic SD-WAN environments, including configuring Direct Internet Access (DIA), SD-WAN

Topic 2 Menbers, and Performance Service Level Agreements (SLAs). Proficiency here ensures the ability to

design efficient and resilient SD-WAN configurations.

¢ SD-WAN Troubleshooting; Troubleshooting SD-WAN issues, including rules, routing, and ADVPN, is

vital for maintaining network reliability. This section of the Fortinet NSE 7 - SD-WAN 7.2 exam tests the
Topic 3 ability to diagnose and resolve SD-WAN problens using diagnostic commands and monitoring tools,
ensuring robust and uninterrupted network operations.

¢ Rules and Routing: Understanding SD-WAN Rules and Routing is crucial for directing traffic efectively.
This topic of the NSE7_SDW-7.2 Exam evaluates the capabilities of Fortinet network and security

Topic 4
ol professionals to configure SD-WAN rules and routing.
e SD-WAN Overlay Design and Best Practices: It focuses on the deployment of hub-and-spoke [Psec
Topic 5 topologies and configuring ADVPN. Proficiency in this topic ensures that Fortinet network and security

professionals can implement effective and reliable SD-WAN overlays tailored to organizational needs.

Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q54-Q59):

NEW QUESTION # 54

The SD-WAN overlay template helps to prepare SD-WAN deployments. To conmplete the tasks performed by
the SD-WAN overlay template, the administrator must perform some post-run tasks. What are three
mandatory post-run tasks that must be performed? (Choose three.)

A. Assign an sdwan_id metadata variable to each device (branch and hub}.

B. Assign a branch _id metadata variable to each branch device.

C. Configure routing through overlay tunnels created by the SD-WAN overlay template.
D. Create policy packages for branch devices.

E. Configure SD-WAN rules.

Answer: A,C,D

NEW QUESTION # 55
Refer to the exhibit.

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be
used to select an outgoing interface in an SD-WAN rule? (Choose two.)
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A. Set source 100.64.1.1.

B. Set priority 10.

C. Set cost 15.

D. Set load-balance-mode source-ip-ip-based.

Answer: B,C

NEW QUESTION # 56
Refer to the exhibit.

sessi fgres e=11 duration=242 expire=3349 timeout=3600
flags Wﬁﬂcltmmrt-o av_idx=0 use=4

origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/255

state=log dirty may dirty ndr £f00 app_valid
statistic(bytes/packets/allow_err): org=3421/20/1 reply=3777/17/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->3/3->7 gwy=0.0.0.0/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:34676->128.66.0.1:22(192.2.0.1:34676)
hock=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.1:34676(10.0.1.101:34¢67¢)
hook=post dir=reply act=noop 128.66.0.1:22~->10.0.1.101:34676(0.0.0.0:0)

pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy_id=2 pol_uuid_idx=14721 auth_info=0 chk_client_info=0 vd=0
serial=000032d9 tos=ff/ff app_list=2000 app~16060 url_cat=0

sdwan_mbr_seq=1 sdwan_service id=2

rpdb_link_id=ff000002 rpdb_sve_id=0 ngfwid=n/a

npu state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate must re-evaluate the session due to routing change.

B. FortiGate performed standard FIB routing on the session.

C. FortiGate used192.2.0.1as the gateway for the original direction of the traffic.
D. FortiGate will not re-evaluate the session following a firewall policy change.

Answer: A

Explanation:
The snat-route-change option is enabled by default. This option enables FortiGate to re-evaluate the routing table and select a new
egress interface if the next hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are

not affected by routing changes.

NEW QUESTION # 57
Refer to the exhibits.
Exhibit A -
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Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.

The admmnistrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that
FortiGate does not apply traffic shaping on YouTube traffic.

Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on
YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.

B. Application control must be enabled on the firewall policy.

C. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.
D. Web filtering must be enabled on the firewall policy.

Answer: D

NEW QUESTION # 58
Refer to the exhibit.
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Create New SD-WAN Interface Member

Sequence Number 1 <

Interface Member

SD-WAN Zone % virtual-wan-link .
Gateway IP 0000

Cost 0 -

Status &

Priority 0 .

Advanced Options >

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Priority

C. Interface member
D. Gateway IP

Answer: C,D

NEW QUESTION # 59
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