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Losungen (Q28-Q33):

28. Frage
Review the following FortiGate-6000 configuration excerpt:

Based on the configuration, which statement is correct regarding SNAT source port partitioning behavior?

A. It statically distributes SNAT source ports to operating FPCs or FPMs

B. It equally distributes SNAT source ports across chassis slots.

C. It dynamically distributes SNAT source ports to operating FPCs or FPMs.

D. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down.

Antwort: A

Begrindung;

Based on the configuration, the statement that is correct regarding SNAT source port partitioning behavior is that it statically
distributes SNAT source ports to operating FPCs or FPMs. This is because the nat-source-port option is set to chassis-slots, which
means that the FortiGate-6000 will allocate SNAT source ports to all FPCs or FPMs that are enabled when the command is
entered. Ifan FPC or FPM is disabled from the CLI, the SNAT source ports assigned to that FPC or FPM will not be re-allocated
to the remaining FPCs or FPMs. This option preserves active sessions when an FPC or FPM goes down, but does not dynamically
re-distribute SNAT source ports if an FPC or FPM is powered off. Reference:

httpsz/docs.fortinet.conm/document/fortigate/7.2. 5/fortigate- 6000-administration- guide/8 1 276/controlling-snat-port-partitioning-
behavior

29. Frage
Refer to the exhibit, which shows diagnostic output.
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IUT=oUW=1 ¥ CQLAJROIE IYS SOWAN NGALTA-CAGCE STATUS Co.NLIC_LND
Health Check(CZ.NIC_DN3):

Ssaqil portl): state{alive), packet=loss (0.000%)
latency(79.164), jitter(2.86l), bandwidth-up(49588), bandwidth
dw {49575}, bandwidth-bi (59563) sla_map=0x0
Seqi(2 portl): state{alive), packet-lcas|
jitter (0.701), bandwidth-up(99%51), bandwic
bandwidth=-bi (15581) sla map=Oxl

0%) latency(2.215)

FGT-30W-1 # diagnose sys sdwan service
Service(l): Address Mode (IFV4) flages=

x200 use

Gen(2), 0/0=0), Frotocolil: 1=->65535), Mode(priocrity).
link-cos {latencyl, link-cost-threshold(l0), heath-
cheack (C3 I :_LH;||

Mambears (2) :

1: Seq num(2 portl), alive, latency: 2.343, selected
2: Seq_num(l portl), alive, latency: 107.004, selected
Src addressa(l):

152.168.1.0-152.168.1.255

Dst address(l):

$3.150.134.171-93.1500134.171 E:EF‘TInET

FGT-8DW-1 § diagnose firewall proutes list
list route poligy info(vf=root):

0 tos=0x00 tos mask=0x
t=1=-63533 pathil) oif=4(porx

0.134.171

£:59:23

Ll 1 ld.‘ll_lJ_ﬂf-‘S_:___

A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
‘What is the problem in this scenario?

e A. SD-WAN Rule is matching only DNS traffic.

e B. Portl is used because it has more available bandwidth.

e (. Traffic is matched by policy route.

e D. Route for the destination IP is missing in the routing table.

Antwort: C

30. Frage

An admmistrator has configured a FortiGate device to authenticate SSL VPN users using digital certificates.
A FortiAuthenticator is the certificate authority (CA) and the OCSP server.

Part of the FortiGate configuration is shown below:



config vpn certificate .-a-E :_:HI II IE I _

set ocsp-s=tatus enable
aet ocsp-default-server "FortiAuthenticator”

set ocsp-option certificate

L.L""'.] usSer peer ‘0 ;

edit _any e :
set ca CA Cert ag
ast _.\.-d.j. gaerver raining A&(

set ldap-mode prigecj

next eo

config user group

a

'.".1

edit "SSLVPN Users”

set member "_any
next

end

Based on this configuration, which authentication scenario will FortiGate deny?

e A The user certificate does not contain the OCSP URL.
¢ B. FortiAuthenticator responds to an OCSP request that the user certificate authority is untrusted.
e C. FortiAuthenticator responds to an OCSP request that the user certificate status is unknown.

Antwort: B

31. Frage
Refer to the exhibits.
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A customer wants to deploy 12 FortlAP 431F dev10es on hlgh den51ty conference center, but they do not currently Inve any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch
models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

A. Ix FortiSwitch 248EFPOE
B. 2x FortiSwitch 248E-FPOE
C. 2x FortiSwitch 224E-POE
D. 2x FortiSwitch 124E-FPOE

Antwort: B

The customer wants to deploy 12 FortiAP 431F devices on a high density conference center, but they do not have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy. PoE switches are



switches that can provide both data and power to connected devices over Ethernet cables, elimnating the need for separate power
adapters or outlets. PoE switches are useful for deploying devices such as wireless access points, IP cameras, and VoIP phones in
locations where power outlets are scarce or inconvenient. The FortiAP 431F is a wireless access point that supports PoE+ (IEEE
802.3at) standard, which can deliver up to 30W of power per port. The FortiAP 431F has a maximum power consumption of 25W
when running at full power. Therefore, to run 12 FortiAP 43 1F devices at full power, the customer needs PoE switches that can
provide at least 300W of total PoE power budget (25W x 12). The customer also needs network redundancy, which means that
they need at least two PoE switches to connect the FortiAP devices in case one switch fails or loses power. From the FortiSwitch
models and sample retail prices shown in the exhibit, the build of materials that has the lowest cost while fulfilling the customer’s
requirements is 2x FortiSwitch 248E-FPOE. The FortiSwitch 248E-FPOE is a PoE switch that has 48 GE ports with PoE+
capability and a total PoE power budget of 370W. It also has 4x 10 GE SFP+ uplink ports for high-speed connectivity. The sample
retail price of the FortiSwitch 248E-FPOE is $1,995, which means that two units will cost $3,990. This is the lowest cost among the
other options that can meet the customer's requirements. Option A is incorrect because the FortiSwitch 248EFPOE is a non-PoE
switch that has no PoE capability or power budget. It cannot provide power to the FortiAP devices over Ethernet cables. Option B
is incorrect because the FortiSwitch 224E-POE is a PoE switch that has only 24 GE ports with PoE+ capability and a total POE
power budget of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. Option D is incorrect
because the FortiSwitch 124E-FPOE is a PoE switch that has only 24 GE ports with PoE+ capability and a total PoE power budget
of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. Reference:
httpsy//www.fortinet.comycontent/danvfortinet/assets/data-sheets/FortiSwitch_Secure Access_Series.pdf
httpsy//www.fortinet.com/content/danvfortinet/assets/data-sheets/FortiAP_400 Series.pdf

32. Frage
Refer to the exhibits.
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You are configuring a Let's Encrypt certificate to enable SSL protection to your website. When FortiWeb tries to retrieve the
certificate, you receive a certificate status failed, as shown below.

Drormain Seatus

wamnw for Tinet com cortihcate status failed

Based on the Server Policy settings shown in the exhibit, which two configuration changes will resolve this issue? (Choose two.)
¢ A Disable Redirect HTTP to HTTPS in the Server Policy.



¢ B. Remove the Web Protection Profile from this Server Policy.
e C. Enable HTTP service in the Server Policy.
¢ D. Configure a TXT record of the domain and point to the IP address of the Virtual Server.

Antwort: A.B
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