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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT_2 has the following configuration:
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FGT_1 and FGT_3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the root FortiGate will only be synchronized to FGT_3.
B. Objects from the FortiGate FGT_2 will be synchronized to the upstream FortiGate.
C. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.
D. Objects from the root FortiGate will only be synchronized to FGT__2.

Answer: B

Explanation:
The security fabric shown in the exhibit consists of three FortiGate devices connected in a hierarchical topology, where FGT_1 is the
root device, FGT_2 is a downstream device, and FGT_3 is a downstream device of FGT_2. FGT_2 has a configuration setting that
enables fabric-object synchronization for all objects except firewall policies and firewall policy packages (set sync-fabric-objects
enable). Fabric-object synchronization is a feature that allows downstream devices to synchronize their objects (such as addresses,
services, schedules, etc.) with their upstream devices in a security fabric. This simplifies object management and ensures consistency
across devices. Therefore, in this case, objects from FGT_2 will be synchronized to FGT_1 (the upstream device), but not to
FGT_3 (the downstream device). Objects from FGT_1 will not be synchronized to any downstream device because the default
setting for fabric-object synchronization is disabled. Objects from FGT_3 will not be synchronized to any device because it does not
have fabric-object synchronization enabled. Reference: https://docs.fortinet.com/document/fortigate/7.0.0/administration-
guide/19662/fabric-object-synchronization

NEW QUESTION # 46 
Refer to the exhibit that shows VPN debugging output.

The VPN tunnel between headquarters and the branch office is not being established.
What is causing the problem?

A. There is no matching Diffie-Hellman Group.



B. HQ is using IKE v1 and the branch office is using with IKE v2.
C. There is a mismatch in the ISAKMP SA lifetime.
D. The Phase-1 encryption algorithms are not matching.

Answer: D

NEW QUESTION # 47 
Which two statements are correct on a FortiGate using the FortiGuard Outbreak Protection Service (VOS)? (Choose two.)

A. The FortiGuard VOS can be used only with proxy-base policy inspections.
B. If third-party AV database returns a match the scanned file is deemed to be malicious.
C. The AV engine scan must be enabled to use the FortiGuard VOS feature
D. The hash signatures are obtained from the FortiGuard Global Threat Intelligence database.
E. The antivirus database queries FortiGuard with the hash of a scanned file

Answer: D,E

Explanation:
c) The antivirus database queries FortiGuard with the hash of a scanned file. This is how the FortiGuard VOS service works. The
FortiGate queries FortiGuard with the hash of a scanned file, and FortiGuard returns a list of known malware signatures that match
the hash.
e) The hash signatures are obtained from the FortiGuard Global Threat Intelligence database. This is where the FortiGuard VOS
service gets its hash signatures from. The FortiGuard Global Threat Intelligence database is updated regularly with new malware
signatures.

NEW QUESTION # 48 
Refer to the exhibits, which show a firewall policy configuration and a network topology.



An administrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
xyz.com?

A. FortiGate will use the first certificate in the server-cert list-the abc.com certificate
B. FortiGate will reject the connection since no certificate is defined.
C. FortiGate will fall-back to the default Fortinet_CA_SSL certificate.
D. FortiGate will use the Fortinet_CA_Untrusted certificate for the untrusted connection,

Answer: C

Explanation:
When using inbound SSL inspection, FortiGate needs to present a certificate to the client that matches the requested domain name.
If no matching certificate is found in the server-cert list, FortiGate will fall-back to the default Fortinet_CA_SSL certificate, which is
self-signed and may trigger a warning on the client browser. References:
https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103437/inbound-ssl-inspection



NEW QUESTION # 49 
Refer to the exhibit.

A FortiWeb appliance is configured for load balancing web sessions to internal web servers. The Server Pool is configured as
shown in the exhibit.
How will the sessions be load balanced between server 1 and server 2 during normal operation?

A. Server 1 will receive 33.3% of the sessions, Server 2 will receive 66 6% of the sessions
B. Server 1 will receive 25% of the sessions, Server 2 will receive 75% of the sessions
C. Server 1 will receive 20% of the sessions, Server 2 will receive 66.6% of the sessions
D. Server 1 will receive 0% of the sessions Server 2 will receive 100% of the sessions

Answer: A

NEW QUESTION # 50
......
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