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Fortinet NSE 8 - Written Exam (NSE8 812) NSE8 812 Priifungsfragen mit
Losungen (Q88-Q93):

88. Frage
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is
being made with the 'curl' utility:

i Hikhes : s ga=cu “ ARRRRARREERLS:
Which two statements correctly describe the expected behavior of the FortiAuthenticator REST API? (Choose two.)

)

A. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.
B. The syntax is incorrect because the API calls needs the get method.

C. Only users with the "Full permission" role can access the REST API

D. This API call will fail because it requires that API version 2
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Antwort: B,D

To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST API, the following issues need to be fixed in the
API call:

The API version should be v2, not v1, as SSO groups are only supported in version 2 of the REST APL

The HTTP method should be GET, not POST, as GET is used to retrieve information from the server, while POST is used to create
or update information on the server. Therefore, a correct API call would look like this: curl - X GET -H "Authorization: Bearer
<toker>" https//fac.example.convapi/v2/sso/groups/SalesGroup References:
httpsz/docs.fortinet.convdocument/fortiauthenticator/6.4. 1 /rest-api-solution-guide/927310/mtroduction
httpsz/docs.fortinet.conm/document/fortiauthenticator/6.4. 1 /rest-api- solution-guide/9273 1 1 /sso-groups

89. Frage
‘Which two types of interface have built-in active bypass in FortiDDoS devices? (Choose two.)

A LC

B. Copper
C. SFP+
D. QSFP+
E. SFP

Antwort: A,B

https/help.fortinet.convfddos/4-3-0/FortiDDoS/Built_in_bypass.htm

90. Frage
Refer to the exhibits.
Exhibit A

14

Exhibit B
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exhibits, which configuration will restore VPN connectivity?

e A




e D.
Antwort: B

Begrindung:

The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is incorrect. The output in Exhibit
B shows that the peer IP address is 192.168.1.100, but the baseline VPN configuration in Exhibit C shows that the peer IP address
should be 192.168.1.101.

To restore VPN connectivity, you need to change the peer IP address in the VPN tunnel configuration to 192.168.1.101. The
correct configuration is shown below:

config vpn ipsec phasel-interface

edit "\Nann

set peer-ip 192.168.1.101

set peer-id 192.168.1.101

set dhgrp 1

set auth-mode psk

set psk SECRET PSK



next

end

Option A is incorrect because it does not change the peer IP address. Option B is incorrect because it changes the peer IP address
to 192.168.1.100, which is the incorrect IP address. Option D is incorrect because it does not include the necessary configuration
for the VPN tunnel.

91. Frage
An automation stitch was configured using an incoming webhook as the trigger named 'my incoming webhook'. The action is
configured to execute the CLI Script shown:

Antwort: C

The CLI script in option A will send the log message to the webhook server. The webhook server can then be configured to take
any desired action, such as storing the log message in a database or sending an email notification.

The other options are incorrect. Option B will not send the log message to the webhook server because it does not contain the curl
command. Option C will send the log message to the webhook server, but it will also include the FortiGate's IP address and MAC
address. This information is not necessary, and it could be used by an attacker to identify the FortiGate. Option D will not send the
log message to the webhook server because it does not contain the webhook action.

References:

Automation webhook stitches: httpsz/docs. fortinet.comvdocument/fortigate/7.4.0/administration- guide/98973 5/webhook-action
‘Webhooks: https:/en. wikipedia.org/wiki'Webhook

92. Frage
Review the following FortiGate-6000 configuration excerpt:

Based on the configuration, which statement is correct regarding SNAT source port partitioning behavior?



A. Tt statically distributes SNAT source ports to operating FPCs or FPMs

B. It equally distributes SNAT source ports across chassis slots.

C. It dynamically distributes SNAT source ports to operating FPCs or FPMs.

D. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down.

Antwort: C

Begriindung;

The configuration excerpt shows that the SNAT source port partitioning behavior is set to dynamic. This means that the FortiGate
will dynamically distribute SNAT source ports to operating FPCs or FPMs. This ensures that active sessions are not interrupted if an
FPC or FPM goes down.

The other options are incorrect. Option B is incorrect because the default SNAT configuration is static. Option C is incorrect
because the configuration excerpt does not specify that SNAT source ports are statically distributed. Option D is incorrect because
the SNAT source ports are not evenly distributed across chassis slots.

Here are some additional details about SNAT source port partitioning behavior:

SNAT source port partitioning behavior can be set to dynamic or static.

The default SNAT configuration is static.

Dynamic SNAT source port partitioning ensures that active sessions are not interrupted if an FPC or FPM goes down.

Static SNAT source port partitioning can improve performance by reducing the number of SNAT lookups.
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