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47. Frage 
Refer to the exhibit.
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You need to create a base SD-WAN configuration that includes SD-WAN rules and Performance SLAs for spoke sites with
various connectivity types. It needs to be done in a way that can be easily applied to new sites with a minimum amount of change.
How should you create the SD-WAN zones?

A. With no members configured
B. With members and assign overlay interfaces
C. With members and assign interfaces but do not specify a gateway
D. With members without interface assignments

Antwort: B

48. Frage 
Which feature must you enable on the BGP neighbors to accomplish this goal?

A. Deterministic-med
B. Synchronization
C. Graceful-restart
D. Soft-reconfiguration

Antwort: C

Begründung:
Graceful-restart is a feature that allows BGP neighbors to maintain their routing information during a BGP restart or failover event,
without disrupting traffic forwarding or causing route flaps. Graceful-restart works by allowing a BGP speaker (the restarting router)
to notify its neighbors (the helper routers) that it is about to restart or failover, and request them to preserve their routing information
and forwarding state for a certain period of time (the restart time). The helper routers then mark the routes learned from the
restarting router as stale, but keep them in their routing table and continue forwarding traffic based on them until they receive an end-
of-RIB marker from the restarting router or until the restart time expires. This way, graceful-restart can minimize traffic disruption
and routing instability during a BGP restart or failover event. References:
https://docs.fortinet.com/document/fortigate/7.0.0/cookbook/19662/bgp-graceful-restart

49. Frage 
Refer to the exhibit, which shows the high availability configuration for the FortiAuthenticator (FAC1).



Based on this information, which statement is true about the next FortiAuthenticator (FAC2) member that will join an HA cluster
with this FortiAuthenticator (FAC1)?

A. FSSO sessions from FAC1 will be synchronized to FAC2.
B. FAC2 can have its HA interface on a different network than FAC1.
C. FAC2 can only process requests when FAC1 fails.
D. The FortiToken license will need to be installed on the FAC2.

Antwort: A

Begründung:
When FortiAuthenticator operates in cluster mode, it provides active-passive failover and synchronization of all configuration and
data, including FSSO sessions, between the cluster members. Therefore, if FAC1 is the active unit and FAC2 is the standby unit,
any FSSO sessions from FAC1 will be synchronized to FAC2. If FAC1 fails, FAC2 will take over the active role and continue to
process the FSSO sessions. Reference: https://docs.fortinet.com/document/fortiauthenticator/6.1.2/administration-
guide/122076/high-availability

50. Frage 
You have configured a Site-to-Site IPsec VPN tunnel between a FortiGate and a third-party device but notice that one of the error
counters on the tunnel interface keeps increasing.

Which two configuration options can resolve this problem? (Choose two.)

A. Enable DF-bit honoring in the global settings.
B. Enable Forward Error Correction (FEC) on the VPN interface for egress traffic.
C. Adjust the MTU of the physical interface to which the IPsec tunnel is bound.
D. Adjust the MTU of the IPsec interface.

Antwort: A,D

51. Frage 
Refer to the exhibits, which show a network topology and VPN configuration.



A network administrator has been tasked with modifying the existing dial-up IPsec VPN infrastructure to detect the path quality to
the remote endpoints.
After applying the configuration shown in the configuration exhibit, the VPN clients can still connect and access the protected
172.16.205.0/24 network, but no SLA information shows up for the client tunnels when issuing the diagnose sys link-monitor tunnel
all command on the FortiGate CLI.
What is wrong with the configuration?

A. IPsec Phase1 Interface has to be configured in IPsec main mode.
B. SLA link monitoring does not work with the net-device setting.
C. It is necessary to use the IKEv2 protocol in this situation.
D. The admin needs to disable the mode-cfg setting.

Antwort: B

52. Frage
......
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