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NEW QUESTION # 298 
A consultant has been tasked with increasing security on a Nutanix cluster by disabling password authentication when accessing the
CVM and AHV hosts and instead moving to key-based SSH.
What is the easiest way for the consultant to meet these requirements?

A. Enable Cluster Lockdown and provide an RSA key.
B. Restrict access with User Management in Prism.
C. Enable STlGs via command line on SSH to a CVM.
D. Configure LDAP authentication through a secure server.

Answer: A

Explanation:
The most straightforward approach for increasing security by disabling password authentication and moving to key-based SSH on a
Nutanix cluster involves:
* C. Enable Cluster Lockdown and provide an RSA key: Cluster Lockdown mode restricts management access to the cluster,
ensuring that only key-based SSH authentication is used to access the CVM and AHV hosts, enhancing security by eliminating the
use of passwords.
References:
* Nutanix Bible (https://www.nutanixbible.com), particularly sections discussing secure access and authentication methods.
* Nutanix University: NCS-Core 6.8 Training (https://university.nutanix.com), where security features like Cluster Lockdown are
covered.

NEW QUESTION # 299 
An administrator is currently using both 10g uplink with LACP and balance-tcp. A single VM should not be allowed to use more
than a single 10G uplink, and both uplinks should be utilized.
Which two command should be used to configure the bond? (choose two)

A. Ovs-vsctl set port br0-up other_config: bond-rebalance-interval=30000
B. Ovs-vsctl set port br0-up bond_mode=balance-slb
C. Ovs-vsctl set port br0-up bond_mode=active-backup
D. Ovs-vsctl set port br0-up bond_mode=balance-tcp

Answer: A,B

Explanation:
For a configuration where a single VM should not exceed the bandwidth of a single 10G uplink and both uplinks need to be utilized,
the correct bonding mode is balance-slb (Source Load Balancing). This mode allows both uplinks to be utilized while ensuring that a
single VM will not exceed the capacity of one uplink, as traffic from each VM or "source" is assigned to one of the links in the bond.
The other_config:
bond-rebalance-interval=30000 command is used to set the interval at which the bonding driver will rebalance the assignment of
sources to links in the bond. This helps in maintaining optimal distribution of load across the links as network conditions change.
References:
* Nutanix Bible: Network Configuration
* Nutanix University: Advanced Network Configuration

NEW QUESTION # 300 
After reviewing the questionnaire provided by a customer, the consultant is completing the Foundation Configuration on the Nutanix
website. According to the customer requirements, the cluster should be prepared off site in a safe room, and moved afterwards to
the datacenter.
Which configuration should the consultant implement on the Foundation VM?



A. Prepare multi-homing with two IP addresses.
B. Add a virtual switch dedicated to the IPMI network.
C. another physical laptop port to the Foundation VM.
D. Create a firewall rule blocking customer subnets.

Answer: B

Explanation:
When preparing the cluster offsite in a safe room, the consultant should ensure that the Foundation VM is correctly configured to
handle IPMI networking. Implementing a virtual switch dedicated to the IPMI network within the Foundation VM environment
ensures that there is a segregated and controlled network path for IPMI traffic, which is crucial for initial hardware configuration and
management. This setup facilitates the secure and efficient foundation process before the cluster is moved to the data center.
References: Nutanix Foundation Tool Guide, Nutanix Network Configuration Best Practices.

NEW QUESTION # 301 
An administrator is concerned that Prism will be inaccessible if Active Directory is unable to process logins.
Which method should the administrator use to access the cluster in the event of this type of outage?

A. Manage the cluster remotely by downloading ncli to a remote workstation
B. Manage the cluster by using the "nutanix" user on the Prism leader CVM
C. Deploy an Active Directory server locally on the cluster
D. Create and use an emergency local account on the cluster

Answer: D



NEW QUESTION # 302 
An administrator wants to utilize Network Visualization to monitor the physical and logical network on the Nutanix cluster. The first-
hop switch has LLDP enabled. The network switch information is still not being displayed.
What is causing this problem?

A. The cluster is using RDMA-enabled NICs.
B. SNMP is not configured properly.
C. br0 and br1 are not defined.
D. The ISL between switches is not configured.

Answer: B

Explanation:
ref:
https://portal.nutanix.com/page/documents/details?targetId=Web-Console-Guide-Prism-v55:wc-network-visualiz
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