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106. Frage
How many [P addresses are required by the client network when deploying Nutanix Files?
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A. The same number of TP addresses as the number of FSVM nodes
B. One less IP address as the number of FSVMs

C. Twice as many IP addresses as the number of FSVMs

D. One additional IP address as the number of FSVMs

Antwort: D

Begriindung;

‘When deploying Nutanix Files, the client network requiresone additional IP address than the number of File Server Virtual Machines
(FSVMs). Nutanix Files uses a distributed architecture where each FSVM handles file services for clients via protocols like SMB or
NFS. The client network is used for client-facing traffic, and it requires one IP address per FSVM plus an additional virtual [P
address (VIP) that serves as the primary access point for clients.

According to theNutanix Unified Storage Administration (NUSA)course, "Nutanix Files requires one IP address per FSVM on the
client network for client commumication, plus one additional VIP that provides a unified endpoint for accessing file shares." The VIP
is load-balanced across the FSVMs, ensuring high availability and seamless client access even if an FSVM fails.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further clarifies that "the client network for Nutanix Files
nust be configured with one TP address for each FSVM and an additional VIP, resulting in a total of N+1 IP addresses, where N is
the number of FSVMs." For exanple, a deployment with three FSVMs requires four [P addresses: three for the FSVMs and one
for the VIP.

The other options are incorrect:

* The same number of IP addresses as the number of FSVM nodes: This does not account for the additional VIP required for client
access, which is essential for load balancing and failover.

* One less IP address as the number of FSVMs: This is not feasible, as each FSVM requires its own IP address, and the VIP adds
an additional requirerment.

* Twice as many I[P addresses as the number of FSVMs: This overestimates the [P address needs, as only one additional VIP is
required, not double the number of FSVMs.

The NUSA course documentation emphasizes that "the client network VIP simplifies client access to Nutanix Files by providing a
single [P address that abstracts the underlying FSVMs, requiring one additional IP address beyond the FSVM count." References:
Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Network configuration for client access and
VIP setup." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 1: Deploy and Upgrade Nutanix
Unified Storage, Subtopic: "Nutanix Files client network IP address requirements." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Client network configuration for Nutanix Files."

107. Frage
Question:
Which statement is true regarding Self-Service Restore?

A. Supports 15 minute snapshots.

B. Supported with a Starter license.
C. Supports Windows and Linux.

D. Does not require NGT on the VM.

Antwort: D

Begriindung;

Self-Service Restore (SSR)in Nutanix Files is a feature that allows end users or administrators torestore previous file versionsdirectly
from share snapshots without requiring direct administrator intervention.

Key details from the NUSA training;

Does not require Nutanix Guest Tools (NGT):

"SSR operates entirely at the file server share level, leveraging share snapshots created by the Nutanix Files service. It does not
depend on NGT or VM-level backups, which simplifies deployment and reduces dependencies."

15-minute snapshots:

"While Nutanix supports snapshot intervals down to 1 hour, the minimum interval is not typically 15 minutes for standard file share
snapshots." Windows and Linux:

"SSR is primarily supported for Windows SMB shares. NFS/Linux-based shares do not integrate with SSR in the same manner."
Starter license support:

"SSR is part of advanced Nutanix Files functionality not included in the Starter license tier." Thus, the definitive statement:Does not
require NGT on the VM.



108. Frage

An administrator wants to provide access to users or to user groups to manage all existing Nutanix Objects instances without
providing any write access to buckets on the Objects instances from the Prism Central web console.

‘What Role Based Access Control must be provided?

A. Full Administrator

B. Infra Administrator

C. View Only Administrator
D. Non Administrator

Antwort: C

Begriindung;

According to the Nutanix Unified Storage Administration (NUSA) course, specifically in the module

"Configuring Access and Permissions for Nutanix Objects," theView Only Administratorrole is the designated RBAC role that grants
read-only access to the Objects instances' configuration, without the ability to modify or create new buckets.

The documentation states:

"The View Only Administrator role allows users to monitor and review existing Objects instances and buckets, but it restricts any
configuration changes or write actions." This role precisely meets the administrator's stated requirement: to allow management of
Objects instances without granting write access to buckets.

Reference:

Nutanix Unified Storage Administration (NUSA) course - Module: Configuring Access and Permissions for Nutanix Objects.
Nutanix Unified Storage (NCP-US) Study Guide - Topic: Nutanix Objects RBAC Roles and Permissions.

109. Frage
Which setting is recommended when hardening a Nutanix Objects bucket with sensitive data?

A. Frasure Coding
B. KMIP

C. WORM

D. HTTP

Antwort: C

Begrindung;

‘When hardening a Nutanix Objects bucket that contains sensitive data, the recommended setting is **WORM (Write Once, Read
Many)**. WORM is a data protection feature that ensures objects stored in a bucket are immutable, meaning they cannot be
modified or deleted for a specified retention period. This is particularly critical for sensitive data that requires compliance with
regulatory standards, such as financial records, healthcare data, or legal documents, as it prevents unauthorized tampering or
accidental deletion.

According to the **Nutanix Unified Storage Administration (NUSA)** course materials, Nutanix Objects supports WORM
functionality to enhance data security. The course emphasizes that enabling WORM on a bucket ensures that data is protected
against overwrites or deletions, which is a key aspect of hardening storage for sensitive information. WORM is particularly useful in
scenarios where data integrity and retention are mandated by compliance requirements, such as GDPR, HIPAA, or SEC
regulations.

The **Nutanix Certified Professional - Unified Storage (NCP-US)** study guide further elaborates that WORM can be configured
at the bucket level in Nutanix Objects, allowing administrators to set retention policies that lock objects for a defined period. This
makes it an ideal choice for securing sensitive data compared to the other options provided:

- #HTTP**: This refers to the protocol used for accessing objects (e.g, via S3-compatible APIs) and is not a security or
hardening mechanism. Using HTTP instead of HTTPS would actually reduce security, as it lacks encryption for data in transit.

- #*KMIP (Key Management Interoperability Protocol)**: While KMIP is used for managing encryption keys and can enhance
security, it is not directly related to hardening a bucket. It is more relevant to encryption key management for data at rest, which is a
separate consideration from imnmutability.

- **Erasure Coding**: This is a data protection technique used to improve storage efficiency and resiliency by distributing data
across nodes. While it enhances fault tolerance, it does not provide immutability or specific protections for sensitive data like
WORM does.

The NUSA course documentation highlights that WORM is implemented through Nutanix Objects' S3- compatible AP, where
administrators can enable bucket-level WORM settings and define retention periods.

This ensures that even privileged users cannot alter or delete objects until the retention period expires, making it the most appropriate
choice for hardening a bucket with sensitive data.



References:

- Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Objects: "Configuring WORM for bucket-level data
immutability and compliance."

- Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix Unified Storage,
Subtopic: "Nutanix Objects security features and WORM configuration."

- Nutanix Documentation (https//www.nutanix.com), Nutanix Objects Overview: "WORM for compliance and data protection.'[]
(https//www.nutanix.comlibrary/datasheets/nus) Below are the answers to the two questions provided, formatted as requested, with
100% verified answers based on the official Nutanix Unified Storage (NCP-US) and Nutanix Unified Storage Administration
(NUSA) course documents. Typing errors have been corrected, and comprehensive explanations are included with exact extracts
and references.

110. Frage
‘Which Nutanix Objects metric provides the total input requests per second of a bucket?

A. NFS Reads
B. Throughput
C. Puts
D. Gets

Antwort: C

Begrindung;

In Nutanix Objects metrics:

* Puts: Measures PUT requests per second (object uploads), representing input operations.

* Gets (Option C): Measures output (download) requests.

* Throughput (Option B): Reports bandwidth (MB/s), not request rate.

* NFS Reads (Option D): Specific to NFS access, not general bucket input.

ReferenceNutanix Objects Administration Guide:

"The Puts metric tracks the number of successful object write operations (PUTSs) per second to a bucket, indicating input request
volume."(Chapter: "Monitoring Object Store Performance™) Nutanix Unified Storage (NCP-US) Study Material:
"Use the "Puts' metric to monitor ingress request rates for capacity planning and performance tuning,"(Section:
"Objects Performance Analysis")
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