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A home buyer is obtaining a fully amortized loan in the amount of
$140,000. The savings and loan will give him the loan for 15 years at 5% or
far 30 years at 6%. To the nearast dollar, what is the difference batwzan
the monthly payments for these two loans? (BE SURE TO USE THE
AMORTIZATION TABLE.) =weve CORRECT ANSWER--=ws s semree 267

Which of these Federal laws regulates the adverlisement of a lender’s
cradit terms (rales, payment, elg.)? <---CORRECT ANSWER---ccmeees
Regulation 2.

The FHA functions MOST like ——CORRECT ANSWER-—-—————=an
insurance company.

An equal housing opportunity notice MUST be —---CORRECT ANSWER---
s —glisplayed in Ihe brokerage office

Why was the Jones vs. Mayer decision of 1968 important? -----CORRECT
ANSWER--~w-r—-By upholding tha Civil Hights Act of 1866, the
Supreme Court removed all axceptions to racial discrimination in housing.
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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q46-Q51):

NEW QUESTION # 46
Refer to the exhibit.

[**] [1:2008186:5) ET |SGAN BifBuster Web App Scamn ‘in Progress [*¥]
[Classification: WebpRppdHication Attack] [Prigrity: 1]
04/20-13:02:21.250000 192.168.100.,100:51022 -> 192.168.50.50:80
TCP TTL:©63 TOS:0x0 ID:20054 IpLen: 20" DgmlLen:342 DF

¥k Appk*k* Seq: Ox369FB652 Ack:0%9CFO06FD8 Win: O0xFA60 TcplLen: 32

[Xref => http://doc.emergingthreats.net/2008186] [Xref => http://owasp.orq]

According to the SNORT alert, what is the attacker performing?

A. brute-force attack against directories and files on the target webserver
B. XSS attack against the target webserver

C. brute-force attack against the web application user accounts

D. SQL mjection attack against the target webserver

Answer: A

Explanation:

The alert clearly identifies ET SCAN DirBuster Web App Scan in Progress, referencingSID 2008186, which is a Snort signature
that specifically detectsDirBusteractivity. DirBuster is a well-known tool used for brute- forcing hidden directories and files on web
servers.

The Cisco CyberOps Associate guide and OWASP both identifydirectory brute-forcingas a reconnaissance technique to find
unprotected or misconfigured endpoints on web applications, typically prior to launching deeper attacks.

Therefore, the correct interpretation of the alert is:

C). brute-force attack against directories and files on the target webserver.

NEW QUESTION # 47
A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which anti-forensics
technique is being used?

A. obfuscation
B. tunneling
C. poisoning
D. encryption

Answer: A

Explanation:
Reference:
#~text=0bfuscation’s200f%20character%s20strings%620is,data%20when’s20the%620code%20executes.

NEW QUESTION # 48
What describes the first step in performing a forensic analysis of infrastructure network devices?
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A. resetting the device to factory settings and analyzing the difference
B. initiating an immediate full system scan

C. producing an accurate, forensic-grade duplicate of the device's data
D. immediately disconnecting the device from the network

Answer: C

Explanation:

The first and most important step in forensic analysis is to preserve the integrity of the data. According to best practices outlined in
the Cisco CyberOps Associate guide and NIST 800-86, forensic investigators must first produce a forensically sound, bit-by-bit
copy of'the systenis data (i.e., imaging). This enables analysis to occur without altering the original evidence, which is essential for
legal admissibility and maintaining the chain of custody.

NEW QUESTION # 49

A threat intelligence report identifies an outbreak of a new ransomware strain spreading via phishing emails that contain malicious
URLs. A compromised cloud service provider, XYZCloud, is managing the SMTP servers that are sending the phishing emails. A
security analyst reviews the potential phishing emails and identifies that the email is coming from XYZCloud. The user has not clicked
the embedded malicious URL.

‘What is the next step that the security analyst should take to identify risk to the organization?

A. Create a detailed incident report and share it with top management.

B. Reset the reporting user’s account and enable multifactor authentication.

C. Find any other emails coming from the IP address ranges that are managed by XYZCloud.
D. Delete email from user mailboxes and update the ncident ticket with lessons learned.

Answer: C

Explanation:

Since the phishing email originates from a known compromised cloud provider (XYZCloud), the correct immediate action for the
security analyst is to determine the broader scope of exposure. This mvolves checking whether other users in the organization
received similar emails from the same potentially malicious source. Therefore, querying for emails from thelP address rangesorSMTP
domainslinked to XYZCloud is essential for identifying other possible attack vectors.

This step aligns with the containment phase of the incident response lifecycle, as outlined in theCyberOps Technologies (CBRFIR)
300-215 study guide, where threat hunting and log analysis are used to determine the extent of compromise and prevent lateral
movement or further exposure. Only after the scope is understood should remediation or reporting actions follow.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Email-Based Threats and Contanment Strategy
during Incident Response.

NEW QUESTION # 50

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks the link and
the malware downloads. An information analyst observes an alert at the SIEM and engages the cybersecurity team to conduct an
analysis of this incident in accordance with the incident response plan. Which event detail should be included in this root cause
analysis?

A. alarmraised by the STEM

B. alert identified by the cybersecurity team
C. mformation from the email header

D. phishing email sent to the victim

Answer: A

NEW QUESTION # 51

The Cisco 300-215 practice exam software of Dumpleader has questions that have a striking resemblance to the queries of the
Conducting Forensic Analysis & Incident Response Using Cisco Technologies for CyberOps (300-215) real questions. It has a
user-friendly interface. You don't require an active internet connection to run it once the 300-215 Practice Test software is installed
on Windows computers and laptops.
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