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o [everaging Serverless Technologies for Cloud Native Development: This section of the exam measures the
skills of professionals in serverless development within OCI. It covers creating serverless applications using
Oracle Functions, building API gateways for routing traffic, and integrating systems through OCI Streaming

Topic 1
ol Service. Additionally, it explores event-driven architectures using OCI Event Service and how OCI Queue
enables asynchronous messaging between microservices.
¢ Monitoring & Troubleshooting Cloud-Native Applications: This section of the exam focuses on monitoring
and troubleshooting cloud-native applications. It covers using OCI Monitoring to track metrics, OCI
Topic 2 Logging for managing logs and performing tasks related to monitoring, logging, and tracing for better

observability and issue resolution.

¢ Cloud Native Applications and Containerization: This section of the exam covers containerization

technologies for cloud-native applications. It explains Docker architecture, its components, and the process
. of pulling and pushing container images using Oracle Cloud Infrastructure Registry (OCIR). It also explores
Topic 3 container orchestration, deploying applications on Oracle Kubernetes Engine (OKE), and using OCI
Service Mesh for Kubernetes deployments.

o Testing and Securing Cloud-Native Applications: This section focuses on testing strategies and security for
cloud-native applications. It discusses different testing methodologies, securing sensitive information using

Topic 4
ope OCI Vault, and implementing security measures to address cloud-native development challenges.
¢ Cloud Native Fundamentals: This section of the exam measures the skills of target audience and covers the
essential principles of cloud-native development. It explains the core concepts, key pillars, and advantages
Topic 5 of cloud-native applications. The section also focuses on microservices architecture, including its design

methodology and how it supports scalable, distributed applications.

Oracle Cloud Infrastructure 2025 Developer Professional Sample Questions
(Q99-Q104):

NEW QUESTION # 99

Your organization has mandated that all deployed container images used for microservices must be signed by a specified master
encryption key (MEK). You have appropriately signed the container images as part of your build process, but must now ensure that
they are automatically verified when they are deployed to Oracle Cloud Infrastructure (OCI) Container Engine for Kubemetes
(OKE) clusters. Which option should be used to mandate image verification when deploying to OKE clusters, assuming that MEK is
already stored in an available OCI Vault? (Choose the best answer.)

¢ A. Enable Image verification policies for your OKE service control plane which will enforce this for all OKE clusters.

¢ B. Enable image verification policies separately for each node pool within each OKE cluster because this is enforced at the
node pool level

¢ C. Enable image verification policies separately for each Kubemetes pod deployment because this is enforced at the pod
level

¢ D. Enable image verification policies separately for each OKE cluster because this is enforced at the cluster level.
(Correct)

Answer: D

Explanation:

To mandate image verification when deploying container images to Oracle Cloud Infrastructure (OCT) Container Engine for
Kubernetes (OKE) clusters, you should enable image verification policies separately for each OKE cluster. This is enforced at the
cluster level. Enabling image verification policies at the cluster level ensures that all container images deployed to the OKE cluster are
automatically verified against the specified master encryption key (MEK). This helps maintain the security and integrity of the
deployed microservices by ensuring that only signed and trusted container images are used. Enabling image verification policies at the
cluster level allows for consistent and centralized enforcement of the verification process across all nodes and node pools within the
cluster. It provides a standardized approach to image verification for the entire cluster, simplifying management and ensuring
compliance with the organization's mandate. Enabling image verification policies separately for each node pool or at the pod level
would ntroduce conplexity and potential inconsistencies in the verification process. Therefore, enforcing image verification at the
cluster level is the recommended approach.



NEW QUESTION # 100
‘Which two "Action Type" options are NOT available in an Oracle Cloud Infrastructure (OCT) Events rule definition? (Choose two.)

A. Email

B. Streaming
C. Functions
D. Slack

E. Notifications

Answer: AD

Explanation:

The two "Action Type" options that are NOT available in an Oracle Cloud Infrastructure (OCI) Events rule definition are: Email
(Correct) Slack (Correct) The available "Action Type" options in OCI Events rule definition include Functions, Notifications, and
Streaming, However, email and Slack are not directly supported as action types in OCI Events. Instead, you can use Notifications
to send notifications to various notification channels, including email and Slack, through the OCI Notifications service.

NEW QUESTION # 101
Which statement best describes the term "cloud native'?

A. Cloud native refers to the design and deployment of applications that are optimized for cloud infrastructure.
B. Cloud native refers to the use of cloud infrastructure to run traditional on-premises applications.

C. Cloud native refers to the process of migrating applications from on-premises infrastructure to the cloud.

D. Cloud native refers to the use of cloud-based development tools to build traditional on-premises applications.

Answer: A

Explanation:

Cloud native is the software approach of building, deploying, and managing modern applications in cloud computing environments3.
Cloud native apps are designed and built to exploit the scale, elasticity, resiliency, and flexibility the cloud provides4. Cloud native
technologies support fast and frequent changes to applications without impacting service delivery, providing adopters with an
innovative, competitive advantage3. Therefore, cloud native refers to the design and deployment of applications that are optimized
for cloud infrastructure. Verified Reference: What is Cloud Native? - Everything you need to know, What is Cloud Native? |
Microsoft Learn

NEW QUESTION # 102
Kubernetes includes various elements such as compute, network, and storage. Compute is essentially CPU (units) and memory
(bytes). Within an OKE cluster, what is considered to be the smallest unit of deployment with respect to compute?

A. Container

B. Deployment resource
C. Pod

D. Namespace

E. Service

Answer: C

Explanation:

A pod is the smallest and simplest unit in the Kubernetes object model that you create or deploy2. A pod represents a single
mnstance of a running process in your cluster. Pods contain one or more containers, such as Docker containers. When you create a
pod, you define how much CPU and memory (RAM) each container needs. A pod can also include storage volumes, IP addresses,
options that govern how the container(s) should run, and more2. Pods are the basic building blocks of larger Kubernetes constructs
such as deployments, replica sets, and services2.

NEW QUESTION # 103
A developer has created another version of a microservice and wants 10% of'the traffic to flow towards it for testing purposes. The



application is already configured using OCI (Oracle Cloud Infrastructure) Service Mesh. Which of the following steps is the right
approach to achieve this goal?

A. Create a new Kubernetes deployment for the new version of the microservice and set the traffic splitting percentage to
10% in the Kubernetes service manifest.

B. Use Kubernetes HPA (Horizontal Pod Autoscaler) to scale the new version of the microservice to handle 10% of'the
traffic automatically.

C. Create a new entry in the routeRules field of the ingress gateway route table manifest to configure traffic splitting between
the old and new versions of the microservice and set the percentage to 10%.

D. Create a new entry in the routeRules field of the virtual service route table manifest to configure traffic splitting between the
old and new versions of the microservice and set the percentage to 10%.

Answer: D

NEW QUESTION # 104

Customizable practice tests comprehensively and accurately represent the actual Professional Oracle 170-1084-25 Certification
Exam pattern. Many students have studied from product and passed the Oracle Cloud Infrastructure 2025 Developer Professional
(170-1084-25) test with ease. Our custommers can receive questions updates for up to 1 year after purchasing the product. These
free updates of questions will help them to prepare according to the latest syllabus.
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