
Oracle 1z0-1104-25 Exam questions are updated recently,
and 100% guarantee that you pass the exam successfully!

P.S. Free & New 1z0-1104-25 dumps are available on Google Drive shared by PassReview: https://drive.google.com/open?
id=1aVuu1lBhQOtzpRaTX0nmQO2VwFGYK6pb

As we all know, we are now facing more and more competition. The 1z0-1104-25 exam is an important way to improve our
competitiveness. The certification can show others whether we have a certain skill, whether we meet the requirements of others, for
us. Get approved at work to increase your chips. For different needs, our 1z0-1104-25 Certification Exam questions are flexible
and changeable. On the one hand, 1z0-1104-25 pdf files allow you to make full use of fragmented time, and you will be able to pass
the 1z0-1104-25 exam with the least time and effort with our 1z0-1104-25 training materials.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCI.

Topic 2

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

Topic 3

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of IAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

Topic 4

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.
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Oracle 1z0-1104-25 Exam Questions just focus on what is important and help you achieve your goal. With high-quality 1z0-1104-
25 guide materials and flexible choices of learning mode, they would bring about the convenience and easiness for you. Every page is
carefully arranged by our experts with clear layout and helpful knowledge to remember.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q16-Q21):
NEW QUESTION # 16 
Challenge 1 - Task 1
Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer You are a cloud engineer at a tech company
that is migrating its services to Oracle Cloud Infrastructure (OCI). You are required to set up secure communication for your web
application using OCI's Certificate service. You need to create a Certificate Authority (CA), issue a TLS/SSL server certificate, and
configure a load balancer to use this certificate to ensure encrypted traffic between clients and the backend servers.
Review the architecture diagram, which outlines the resources you'll need to address the requirement.

Preconfigured
To complete this requirement, you are provided with the following:
Access to an OCI tenancy, an assigned compartment, and OCI credentials
Required IAM policies
OCI Vault to store the secret required by the program, which is created in the root compartment as PBI_Vault_SP Task 1: Create
and Configure a Virtual Cloud Network (VCN) Create a Virtual Cloud Network (VCN) namedPBT-CERT-VCN-01with the
following specifications:
* VCN with a CIDR block of 10.0.0.0/16
* Subnet 1 (Compute Instance):
* Name:Compute-Subnet-PBT-CERT
* CIDR Block:10.0.1.0/24
Subnet 2 (Load Balancer):
* Name:LB-Subnet-PBT-CERT-SNET-02
* CIDR Block:10.0.2.0/24
Internet Gatewayfor external connectivity
Route table and security lists:
* Security List namedPBT-CERT-CS-SL-01for Subnet 1 (Compute-Subnet-PBT-CERT) to allow SSH (port 22) traffic
* Security List namedPBT-CERT-LB-SL-01for Subnet 2 (LB-Subnet-PBT-CERT) to allow HTTPS (port 443) traffic
"Enter the OCID of the created VCN in the text box below.

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Challenge 1: Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer Task 1: Create and Configure a
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Virtual Cloud Network (VCN) Step 1: Create the Virtual Cloud Network (VCN)
* Log in to the OCI Console.
* Navigate toNetworking>Virtual Cloud Networks.
* ClickCreate Virtual Cloud Network.
* SelectVCN with Internet Connectivity(to include an Internet Gateway by default).
* Enter the following details:
* Name: PBT-CERT-VCN-01
* Compartment: Select your assigned compartment.
* VCN CIDR Block: 10.0.0.0/16
* Leave other settings as default (e.g., create a new public subnet and route table).
* ClickCreate Virtual Cloud Network. Wait for the VCN to be created.
Step 2: Create Subnet 1 (Compute-Subnet-PBT-CERT)
* In the VCN details page for PBT-CERT-VCN-01, clickSubnetsunderResources.
* ClickCreate Subnet.
* Enter the following details:
* Name: Compute-Subnet-PBT-CERT
* Subnet Type: Regional
* CIDR Block: 10.0.1.0/24
* Route Table: Select the default route table created with the VCN.
* Subnet Access: Public Subnet (to allow internet access).
* DNS Resolution: Enabled.
* ClickCreate.
Step 3: Create Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)
* In the VCN details page, clickSubnetsunderResources.
* ClickCreate Subnet.
* Enter the following details:
* Name: LB-Subnet-PBT-CERT-SNET-02
* Subnet Type: Regional
* CIDR Block: 10.0.2.0/24
* Route Table: Select the default route table created with the VCN.
* Subnet Access: Public Subnet (to allow internet access for the load balancer).
* DNS Resolution: Enabled.
* ClickCreate.
Step 4: Verify Internet Gateway
* In the VCN details page, underResources, clickInternet Gateways.
* Ensure an Internet Gateway is listed and attached to PBT-CERT-VCN-01. If not created, clickCreate Internet Gateway, name it
(e.g., PBT-CERT-IGW), and attach it.
Step 5: Configure Route Table
* In the VCN details page, underResources, clickRoute Tables.
* Select the default route table or create a new one named PBT-CERT-RT-01.
* ClickAdd Route Rule. 4 -Destination CIDR Block: 0.0.0.0/0
* Target Type: Internet Gateway
* Target: Select the Internet Gateway created (e.g., PBT-CERT-IGW).
* ClickAdd Route Ruleand save.
Step 6: Create Security List for Subnet 1 (Compute-Subnet-PBT-CERT)
* In the VCN details page, underResources, clickSecurity Lists.
* ClickCreate Security List.
* Enter the following:
* Name: PBT-CERT-CS-SL-01
* Compartment: Your assigned compartment.
* Add the following ingress rule:
* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* IP Protocol: TCP
* Source Port Range: All
* Destination Port Range: 22 (for SSH)
* Allows: Traffic
* ClickCreate.
Step 7: Create Security List for Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)
* In the VCN details page, underResources, clickSecurity Lists.
* ClickCreate Security List.
* Enter the following:



* Name: PBT-CERT-LB-SL-01
* Compartment: Your assigned compartment.
* Add the following ingress rule:
* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* IP Protocol: TCP
* Source Port Range: All
* Destination Port Range: 443 (for HTTPS)
* Allows: Traffic
* ClickCreate.
Step 8: Retrieve and Enter VCN OCID
* Go to the VCN details page for PBT-CERT-VCN-01.
* Copy theOCIDfrom the VCN information section.
* Enter the OCID in the provided text box.

NEW QUESTION # 17 
Task 6: Create Load Balancer and Attach Certificate
Create a Load Balancer with the name PBT-CERT-LB-01 in subnet LB-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:
Name: PBT-CERT-LB_LTSN_01
Protocol: HTTPS
Port: 443
Attach the certificate PBT-CERT-01-<username> to the load balancer
Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Answer:

Explanation:
Task 6: Create Load Balancer and Attach Certificate
Step 1: Create the Load Balancer
* Log in to the OCI Console.
* Navigate toNetworking>Load Balancers.
* ClickCreate Load Balancer.
* Enter the following details:
* Name: PBT-CERT-LB-01
* Compartment: Select your assigned compartment.
* Load Balancer Type: SelectPublic.
* Virtual Cloud Network: Select PBT-CERT-VCN-01.
* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.
* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).
* ClickNext.
* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.
Step 2: Create a Listener
* Once the load balancer is created, go to theLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.
* ClickCreate Listener.
* Enter the following details:
* Name: PBT-CERT-LB_LTSN_01
* Protocol: SelectHTTPS.
* Port: Enter 443.
* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
0199008677labuser01) created in Task 5.
* Leave other settings (e.g., SSL handling) as default unless specified.
* ClickCreate.
Step 3: Configure the Backend Set
* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.
* ClickCreate Backend Set(if not already created).
* Enter basic details (e.g., name like PBT-CERT-BS-01).
* Add a backend server:
* IP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).



* Port: 80 (HTTP, as configured on the web server).
* Protocol: HTTP.
* ClickCreate.
Step 4: Attach the Security List to the Subnet
* Navigate toNetworking>Virtual Cloud Networks.
* Select PBT-CERT-VCN-01 and clickSubnets.
* Click on LB-Subnet-PBT-CERT-SNET-02.
* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. If not:
* ClickEdit.
* Remove the default security list and add PBT-CERT-LB-SL-01.
* ClickSave Changes.
Step 5: Verify the Configuration
* Ensure the load balancer health status is OK (check underBackend Sets>Health).
* Test by accessing https://<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

NEW QUESTION # 18 
Your organization needs to implement strong password policies for users in OCI.
Which of the following statements is TRUE about password policies in OCI IAM?

A. The default password policy cannot be modified.
B. Simple password policies are suitable for production environments.
C. Only one password policy can be applied to all users in a domain.
D. Custom password policies allow for granular control over password complexity.

Answer: D

NEW QUESTION # 19 
"Your company is building a highly available and secure web application on OCI. Because of increasing malicious web-based
attacks, the security team has mandated that web servers should not be exposed directly to the Internet.
How should you architect the solution while ensuring fault tolerance and security?

A. Deploy at least three web servers in different fault domains within a private subnet. Place a public load balancer in a public
subnet, but skip WAF configuration.
B. Deploy at least three web servers in different fault domains within a public subnet. Use OCI Traffic Management service
for DNS-based load balancing."
C. Deploy at least three web servers in different fault domains within a public subnet, each with a public IP address. Deploy
Web Application Firewall (WAF), and configure an origin for each public IP.
D. Deploy at least three web servers in different fault domains within a private subnet. Place a public load balancer in a public
subnet and configure a back-end set for all web servers. Deploy Web Application Firewall (WAF) and set the load balancer
public IP address as the origin.

Answer: D

NEW QUESTION # 20 
You are the first responder of a security incident for ABC Org. You have identified several IP addresses and URLs in the logs that
you suspect may be related to the incident. However, you need more information to confidently determine whether they are indeed
malicious or not.
Which OCI service can you use to obtain a more refined information and confidence score for these identified indicators?

A. OCI Threat Intelligence
B. OCI Web Application Firewall
C. OCI Security Zones
D. OCI Incidence Responder

Answer: A



NEW QUESTION # 21
......

The 1z0-1104-25 exam questions given in this desktop Oracle Cloud Infrastructure 2025 Security Professional (1z0-1104-25)
practice exam software are equivalent to the actual Oracle Cloud Infrastructure 2025 Security Professional (1z0-1104-25) exam.
The desktop Oracle 1z0-1104-25 practice exam software can be used on Window based computers. If any issue arises, the
PassReview support team is there to fix the issue. With more than thousands of satisfied customers around the globe, you can use
the Oracle 1z0-1104-25 Study Materials of PassReview with confidence.
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