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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample Questions (Q99-Q104):

NEW QUESTION # 99
You need to follow Google-recommended practices to leverage envelope encryption and encrypt data at the application layer.
‘What should you do?

o A. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key (KEK) locally to encrypt the key. Store both the encrypted data and the KEK.

e B. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in Cloud KMS to encrypt the DEK. Store both the encrypted data and the KEK.

o C. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in Cloud KMS to encrypt the DEK. Store both the encrypted data and the encrypted
DEK.

e D. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key (KEK) locally to encrypt the key. Store both the encrypted data and the encrypted
DEK.

Answer: C

Explanation:

Reference:

Envelope Encryption: hitps/cloud.google.comvkms/docs/envelope-encryption Here are best practices for managing DEKs:

-Generate DEKs locally.

-When stored, always ensure DEKs are encrypted at rest.

- For easy access, store the DEK near the data that it encrypts.

The DEK is encrypted (also known as wrapped) by a key encryption key (KEK). The process of encrypting a key with another key is known as envelope encryption.
Here are best practices for managing KEKs:

-Store KEKSs centrally. (KMS )

-Set the granularity of the DEKSs they encrypt based on their use case. For example, consider a workload that requires multiple DEKSs to encrypt the workload's data chunks. You could use a single KEK to wrap
all DEKSs that are responsible for that workload's encryption.

-Rotate keys regularly, and also after a suspected incident.

NEW QUESTION # 100
You have noticed an increased number of phishing attacks across your enterprise user accounts.
You want to implement the Google 2-Step Verification (2SV) option that uses a cryptographic signature to authenticate a user and verify the URL of the login page. Which Google 2SV option should you use?

o A. Google Authenticator app
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e B. Titan Security Keys
e C. Google prompt
e D. Cloud HSM keys

Answer: B

Explanation:
httpsv/cloud.google.com/titan-security-key
Security keys use public key cryptography to verify a user's identity and URL of the login page ensuring attackers can't access your account even if you are tricked into providing your username and password.

NEW QUESTION # 101
Your organization wants full control of the keys used to encrypt data at rest in their Google Cloud environments. Keys must be generated and stored outside of Google and integrate with many Google Services
including BigQuery.
‘What should you do?
o A Use customer-supplied encryption keys (CSEK) with keys generated on trusted external systens Provide the raw CSEK as part of the API call
e B. Create a Cloud Key Management Service (KMS) key with imported key material Wrap the key for protection during import. Import the key generated on a trusted system in Cloud KMS.
e (. Use Cloud External Key Management (EKM) that integrates with an external Hardware Security Module (HSM) system from supported vendors.
o D. Create a KMS key that is stored on a Google managed FIPS 140-2 level 3 Hardware Security Module (HSM) Manage the Identity and Access Management (IAM) permissions settings, and set up the
key rotation period.

Answer: C

Explanation:
Cloud EKM allows you to use encryption keys that are stored and managed in a third-party key management system deployed outside of Google's infrastructure. This gives your organization full control over the
keys used to encrypt data at rest in Google Cloud environments, including BigQuery.

NEW QUESTION # 102
An organization receives an increasing nurmber of phishing emails.
‘Which method should be used to protect employee credentials in this situation?

e A. Encrypted emails

e B. A strict password policy
o C. Captcha on login pages

e D. Multifactor Authentication

Answer: D

Explanation:

https/cloud. google.com/blog/products/g-suite/7-ways-admins-can-help-secure-accounts-against-phishing- g-suite

https/www.duocircle.convcontent/enmail-security-services/email-security-in-cryptography# -~ text=Customer%20Login-
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NEW QUESTION # 103

An organization is starting to move its inffastructure from its on-premises environment to Google Cloud Platform (GCP). The first step the organization wants to take is to migrate its ongoing data backup and
disaster recovery solutions to GCP. The organization's on-premises production environment is going to be the next phase for migration to GCP. Stable networking connectivity between the on-premises environment
and GCP is also being implemented.

‘Which GCP solution should the organization use?

e A BigQuery using a data pipeline job with continuous updates via Cloud VPN
¢ B. Cloud Datastore using regularly scheduled batch upload jobs via Cloud VPN

e C. Compute Engines Virtual Machines using Persistent Disk via Cloud Interconnect
o D. Cloud Storage using a scheduled task and gsutil via Cloud Interconnect

Answer: A

NEW QUESTION # 104
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