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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q111-Q116):
NEW QUESTION # 111 
Which is the maximum number of samples that can be submitted to WildFire per day, based on a WildFire subscription?

A. 5,000
B. 10,000
C. 15,000
D. 7,500

Answer: B

NEW QUESTION # 112 
Click the Exhibit button
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An administrator has noticed a large increase in bittorrent activity. The administrator wants to determine where the traffic is going on
the company.
What would be the administrator's next step?

A. Right-Click on the bittorrent link and select Value from the context menu
B. Click on the bittorrent application link to view network activity
C. Create a global filter for bittorrent traffic and then view Traffic logs.
D. Create local filter for bittorrent traffic and then view Traffic logs.

Answer: B

NEW QUESTION # 113 
A web server is hosted in the DMZ and the server is configured to listen for incoming connections on TCP port 443. A Security
policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-browsing access. The web
server hosts its contents over HTTP(S). Traffic from Trust to DMZ is being decrypted with a Forward Proxy rule.
Which combination of service and application, and order of Security policy rules, needs to be configured to allow cleartext web-
browsing traffic to this server on tcp/443?

A. Rule #1: application: web-browsing; service: application-default; action: allow Rule #2: application: ssl; service:
application-default; action: allow
B. Rule #1: application: web-browsing; service: service-https; action: allow Rule #2: application: ssl; service: application-
default; action: allow
C. Rule #1: application: web-browsing; service: service-http; action: allow Rule #2: application: ssl; service: application-
default; action: allow
D. Rule # 1: application: ssl; service: application-default; action: allow Rule #2: application: web-browsing; service:
application-default; action: allow

Answer: C

Explanation:
goal: cleartext (web-browsing/http) on tcp/443
server hosts both http and https on 443
web-browsing on 443 must be checked before SSL application on 443 drops the packet
http application-default = 80 so must use service-https for 443

NEW QUESTION # 114 
A network security engineer needs to enable Zone Protection in an environment that makes use of Cisco TrustSec Layer 2
protections.
What should the engineer configure within a Zone Protection profile to ensure that the TrustSec packets are identified and actions
are taken upon them?



A. Ethernet SGT Protection
B. Stream ID in the IP Option Drop options
C. TCP Fast Open in the Strip TCP options
D. Record Route in IP Option Drop options

Answer: A

Explanation:
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/zone-protection-and-dos- protection/zone-defense/zone-protection-
profiles/ethernet-sgt-protection

NEW QUESTION # 115 
An administrator encountered problems with inbound decryption. Which option should the administrator investigate as part of triage?

A. Firewall connectivity to a CRL
B. Importation of a certificate from an HSM
C. Security policy rule allowing SSL to the target server
D. Root certificate imported into the firewall with "Trust" enabled

Answer: C

Explanation:
Reference:
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/decryption/configure-ssl-inbound-inspectio

NEW QUESTION # 116
......
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