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"Malware pdf.exe'?

e A configcase sensitive = false | datamodel dataset = xdrdata | filter xdm.source.process.name = "Malware.
pdfexe" | fields xdm target.user.username
¢ B. configcase_sensitive = false | dataset = xdr_data | filter event_type = ENUM.PROCESS | filter
action process_image name = "Malware.pdf.exe" | fields causality actor effective username
e C. configcase sensitive = false | dataset = xdr_data | filter event_type = ENUM.PROCESS | filter
action process_image name = "Malware.pdf.exe" | fields action process username
¢ D. configcase sensitive = false | dataset = xdr_data | filter event_type = ENUM.PROCESS | filter
action process_image name = "Malware.pdf.exe" | fields actor process username

Answer: B

Explanation:

The correct answer isA- the query using the fieldcausality actor effective username.

‘When analyzing events where privilege escalation is used, it is essential to identify the original effective user that initiated the causality
chain, not merely the process's own running user (as provided by other fields). The

fieldcausality actor_effective usernamespecifically provides the effective username context of the actor behind the entire chain of
actions that resulted in launching the suspicious executable.

Explanation of fields from Official Document:

* causality actor effective username: This field indicates the origal effective user who started the entire causality chain.

* actor_process_usernameandaction process_username: These fields indicate the immediate process username, not necessarily
reflecting the correct original context when privilege escalation occurs.

Therefore, to always identify the correct user context in privilege escalation scenarios, optionAis the verified correct answer.

NEW QUESTION # 85

Match the alert source with its role in Cortex XSIAM:
Alert Source

A) Correlation

B) IOC

C) BIOC

D) XDR Agent

Role

1. Connects multiple alert sources

2. Matches known indicators

3. Identifies suspicious behavior from endpoints
4. Collects and sends endpoint telemetry
Response:

A A-4,B2,C-3,D-1
B.A-1,B-3,C-2,D-4
C.A-1,B-2, C-4,D-3
D. A-1,B-2, C-3, D-4

Answer: D

NEW QUESTION # 86

Younotice a sudden spike in alerts from muiltiple endpoints. Cortex XSIAM automatically creates an incident. What are the two
most likely factors that triggered this?

Response:

A. Aggregated alerts with common indicators

B. Matching a high-priority threat intelligence feed
C. Manual case creation by analyst

D. Predefined incident scoring threshold

Answer: A,B



NEW QUESTION # 87
Which alert source is responsible for detecting known malicious hashes?
Response:

A.10C

B. Correlation Rule
C. XDR Agent

D. BIOC

Answer: A

NEW QUESTION # 88

A Cortex XSIAM analyst is investigating a security incident involving a workstation after having deployed a Cortex XDR agent for
45 days. The incident details include the Cortex XDR Analytics Alert "Uncommon remote scheduled task creation." Which response
will mitigate the threat?

A. Allow list the processes to reduce alert noise.

B. Revoke user access and conduct a user audit

C. Inttiate the endpoint isolate action to contain the threat.

D. Prioritize blocking the source IP address to prevent further login attempts.

Answer: C

Explanation:

The correct answer isA - Initiate the endpoint isolate action to contain the threat.

For incidents indicating possible remote compromise or unauthorized task creation, the most effective nitial response isendpoint
isolation. This cuts off the endpoint's network access, preventing lateral movement and limiting attacker activity until further
mvestigation and remediation.

"The endpoint isolate action is the primary containment step in incidents involving suspected remote compromise, halting network
commumnication to reduce further risk." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 40 (Incident
Handling/SOC section)

NEW QUESTION # 89
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