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Section . General Knowledge

1. What is the primary purpose of a contract in business transactions? *

=

) To cuthng the 1erms of & parnership
&) To establsh legal obligations between parties 5]
e) To define employes recpansibdibes G
d) Nona of the above o]
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2. 'Which of the following is a valid reason for terminating an employment
contract? *
a)] Employes's personal haalth iscues '“|_-.I
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CyberArk Defender - PAM Sample Questions (Q68-Q73):

NEW QUESTION # 68
Which Cyber Are components or products can be used to discover Windows Services or Scheduled Tasks that use privileged
accounts? Select all that apply.

A. Export Vault Data (EVD)

B. On Demand Privileges Manager (OPM)
C. Auto Detection (AD)

D. Accounts Discovery

E. Discovery and Audit (DMA)

Answer: C,D,E

NEW QUESTION # 69
Which CyberArk utility allows you to create lists of Master Policy Settings, owners and safes for output to text files or MSSQL
databases?

A. PrivateArk Client

B. Export Vault Information
C. Privileged Threat Analytics
D. Export Vault Data

Answer: B

Explanation:

Explanation

The Export Vault Information utility is a CyberArk tool that allows you to create lists of Master Policy settings, owners and safes for
output to text files or MSSQL databases. This utility can be used to export various types of information from the Vault, such as
accounts, safes, platforms, policies, users, groups, and audit records. The utility can also generate reports based on predefined
templates or custom queries. The utility can be run from the command line or the graphical user interface. References: Export Vault
Information, Export Vault Information Utility

NEW QUESTION # 70
Match the built-in Vault User with the correct definition.
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This user appears on the highest level of the
User hierarchy and has all the possible
permissions. As such, it can create and
manage other Users on any level on the

Users’ hierarchy.

This user appears at the top of the User
hierarchy, enabling it to view all the Users in
the Safe. The user can produce reports of
Safe activities and User activities, which
enables it to keep track of activity in the Safe
and User requirements.

This user is an internal user that ca

such as automatically clearing expired user
and Safe history.

This user has all available Safe member
authorizations except Authorize password
requests. This user has complete system
control, manages a full recovery when
necessary and cannot be removed from any
Safe.

Answer:

Explanation:

logged onto and carries out mternatg i

This user appears on the highest level of the
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manage other Users on any level on the
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manage other Users on any level on the
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and Safe history.
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This user has all available Safe member
authorizations except Authorize password
requests, This user has complete system Master
control, manages a full recovery when
necessary and cannot be removed from any
Safe.

This user appears at the top of the User
hierarchy, enabling it to view all the Users in
the Safe. The user can produce reports of Auditor
Safe activities and User activities, which
enables it to keep track of activity in the Safe
and User requirements.

NEW QUESTION # 71
Which CyberArk group does a user need to be part of to view recordings or live monitor sessions?

A. Vault Admin
B. DR Users

C. Auditors

D. Operators

Answer: C

Explanation:

Explanation

To view recordings or live monitor sessions, users must be part of the Auditors group or have the appropriate permissions in the
relevant Account Safes and Recording Safes12. The other groups do not have the necessary permissions to access the recordings or
monitor the sessions by default. References: Monitor Active Sessions, Active Session Monitoring

NEW QUESTION # 72

A user has successfully conducted a short PSM session and logged off. However, the user cannot access the Monitoring tab to view
the recordings.

What is the issue?

A. The PSM service is not running

B. The user must login as PSMAdminConnect

C. The user is not a member of the Auditors group

D. The user is not a member of the PVWAMonitor group



Answer: C

Explanation:

Explanation

To access the Monitoring tab and view the recordings of the PSM sessions, the user must have membership in the Auditors group or
membership in the relevant Account Safes and Recording Safes with the appropriate permissions1. The user must also use the same
connection method (RDP file or HTMLS Gateway) as the end user who conducted the sessionl. The other options are not relevant
to the issue, as the user does not need to login as PSMAdminConnect, the PSM service is running if the user was able to conduct a
session, and the PVWAMonitor group is not a valid group in CyberArk. References:

* Monitor Privileged Sessions - CyberArk, section '"The MONITORING page"

NEW QUESTION # 73
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