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(Q454-Q459):

NEW QUESTION # 454

The Chief information Officer (CIO) of a large bank, which uses muiltiple third-party organizations to deliver a service, is concerned
about the handling and security of customer data by the parties. Which of the following should be implemented to BEST manage the
risk?

¢ A FEstablish a team using members from first line risk, the business unit, and vendor management to assess only design
security controls of all suppliers. Store findings from the reviews in a database for all other business units and risk teams to
reference.

¢ B. Establish an audit program that regularly reviews all suppliers regardless of the data they access, how they access the data,
and the type of data, Review all design andoperational controls based on best practice standard and report the finding back to
upper management.

¢ (. Establish a governance program that rates suppliers based on their access to data, the type of data, and how they access
the data Assign key controls that are reviewed and managed based on the supplier's rating, Report finding units that rely on
the suppliers and the various risk tearns.

¢ D. Establish a review committee that assesses the importance of suppliers and ranks them according to contract renewals. At
the time of contract renewal, incorporate designs and operational controls into the contracts and a right-to-audit clause.
Regularly assess the supplier's post-contract renewal with a dedicated risk management team

Answer: C

Explanation:

A governance program that rates suppliers based on their access to data, the type of data, and how they access the data is the best
way to manage the risk of handling and security of customer data by third parties. This allows the company to assign key controls
that are reviewed and managed based on the supplier's rating and report findings to the relevant units and risk teams. Verified
References:

httpss//www.comptia.org/training/books/casp-cas-004-study-guide
httpsy/www.isaca.org/resources/isaca-journal/issues/2018/volume- 1/third-party-risk-management

NEW QUESTION # 455

A conpany is repeatedly being breached by hackers who valid credentials. The company's Chief information Security Officer
(CISO) has mnstalled multiple controls for authenticating users, including biometric and token-based factors. Each successive control
has increased overhead and complexity but has failed to stop further breaches. An external consultant is evaluating the process
currently in place to support the authentication controls. Which of the following recommendation would MOST likely reduce the risk
of unauthorized access?

A. Implement least privilege policies

B. Implement strict three-factor authentication.
C. Strengthen identify-proofing procedures

D. Switch to one-time or all user authorizations.

Answer: B
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NEW QUESTION # 456
A company recently experienced a security incident in which its domain controllers were the target ofa DoS attack. In which of the
following steps should technicians connect domain controllers to the network and begin authenticating users again?

A. Identification

B. Recovery

C. Preparation

D. Lessons learned
E. Containment

F. Eradication

Answer: B

NEW QUESTION # 457
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NEW QUESTION # 458

A company's SOC has received threat intelligence about an active campaign utilizing a specific vulnerability. The company would like
to determine whether it is vulnerable to this active campaign. Which of the following should the company use to make this
determination?

A. A system penetration test
B. Log analysis within the SIEM tool
C. The Cyber Kill Chain

D. Threat hunting
Answer: A

Explanation:

Pen testing tells you how an opponent could get into your environment. It emphasizes the potential damage of not hardening the
environment by showing how different vulnerabilities might be exploited or identifying insecure IT practices.

Threat hunting tells you who is already in your environment and what they're up to. It deals with the actual state of the environment
and shows what threats are targeting the company.

They're both methods used by defenders to bolster their security, but the former deals with possibly scenarios which may lead to a
breach, while the latter works backwards- first looking for a breach, then working backwards to a vulnerability.

NEW QUESTION # 459
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