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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q26-
Q31):

NEW QUESTION # 26

Company policy dictates that any time a change is made to a policy package on FortiManager an ADOM revision is created before
the change installed, and that revision is held for a mnimum of 90 days.

Over the past three months, each installed change has resulted in several unused policies and duplicate objects.

The FortiManager administrator plans to upgrade the FortiGate devices and then upgrade the FortiManager ADOM from version
741t07.6.

Which action can the administrator take to avoid slow ADOM upgrades?

A. Export firewall policies to Excel, delete them on the ADOM. then reimport them after upgradingthe ADOM.
B. Check and repair the global configuration database before upgrading.

C. Find unused firmware templates, then delete them before upgrading.

D. Limt ADOM revisions before upgrading.
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Answer: D

Explanation:
Limiting ADOM revisions reduces the number of stored historical configurations, which helps avoid performance degradation and
slow ADOM upgrades caused by a large volume of revisions.

NEW QUESTION # 27

An admmnistrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.

How can the administrator create this setup?

A. Enable workflow mode and the ADOM lock feature.

B. Enable the prompt asking the administrator to accept firewall policies changes before saving.
C. Enable device lock and the advanced mode feature in the ADOM.

D. Enable the workspace (for all ADOMs) to control all changes made by any administrator.

Answer: A

Explanation:

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by multiple
admunistrators.

NEW QUESTION # 28
Refer to the exhibit.
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An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings




they did not modify and are unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

¢ A FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.

¢ B. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

¢ C. FortiManager will install the CA certificate named root CA3 to authenticate FortiGate-to-FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.

¢ D. FortiGate HQ-NGFW-1 will use the root CA3 certificate in firewall address objects or policies.

Answer: A,C

Explanation:

The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.

The mstallation includes a root CA3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM
tunnel connections between the devices.

NEW QUESTION # 29
Which two itens does an FGFM keepalive message include? (Choose two.)

A. FortiGate license mformation

B. FortiGate uptime

C. FortiGate IPS version

D. FortiGate configuration checksum

Answer: C,D

Explanation:
Keepalive messages, including the configuration checksurms, are sent from FortiGate at configured intervals.
The messages also show the intrusion prevention system (IPS) version of the FortiGate device.

NEW QUESTION # 30
Refer to the exhibits.
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CLI output
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An administrator needed to recover all the configurations re]ated to the user, Support The configurations were saved in configuration
revision ID 9.

The admmnistrator reverted the configuration using theConfiguration Revision Historywindow and received the CLI output shown in
the exhibit.

‘What can you conclude from the CLI output?

A. The administrator installed only the device-level configuration.

B. The administrator reinstalled the policy package.

C. The admnistrator set the flag to 0 to prevent configuration overrides.

D. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.

Answer: D

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "[unknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

NEW QUESTION # 31
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