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Firewall Policy

config firewall policy
edit 11
set name "Guest to Internal”™
set uuid cS5e45130-aada-5le8-eelc-bcl204£f9f163
set srcintf "guest”
set dstintf "port3"”
set srcaddr "all"
set dstaddr "FortiAuthenticator”™ "WindowsAD"
set action accept
set schedule "always"
set service "ALL"
next
end

Examine the firewall policy configuration and SSID settings. An administrator has configured a guest wireless network on FortiGate
using the external captive portal. The administrator has verified that the external captive portal URL is correct. However wireless
users are not able to see the captive portal login page. Given the configuration shown in the exhibit and the SSID settings, which
configuration change should the administrator make to fix the problem?

A. Enable the captive-portal-exempt option in the firewall policy with the ID 11.
B. Include the wireless client subnet range in the Exempt Source section.

C. Disable the user group from the SSID configuration.

D. Apply a guest.portal user group in the firewall policy with the ID 11.

Answer: A

Explanation:
Ifusing external captive portal configure policy and exempt web traffic to external captive portal.

NEW QUESTION # 63
Refer to the exhibit.
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Examine the FortiSwitch security policy shown in the exhibit
Ifthe security profile shown in the exhibit is assigned to all ports on a FortiSwitch device for 802 1X authentication which statement
about the switch is correct?

A. FortiSwitch will try to authenticate non-802 1X devices using the device MAC address as the username and password
B. All EAP messages will be termnated on FortiSwitch

C. FortiSwitch will assign non-802 1X devices to the onboarding VLAN

D. FortiSwitch cannot authenticate muiltiple devices connected to the same port

Answer: C

Explanation:

Explanation

According to the FortiSwitch Administration Guide, "If a device does not support 802.1X authentication, you can configure the
switch to assign the device to an onboarding VLAN. The onboarding VLLAN is a separate VLLAN that you can use to provide
limited network access to non-802.1X devices." Therefore, option C is true because it describes the behavior of FortiSwitch when
the security profile shown in the exhibit is assigned to all ports. Option A is false because FortiSwitch can authenticate multiple
devices connected to the same port using MAC-based or MAB-EAP modes. Option B is false because FortiSwitch will not try to
authenticate non-802.1X devices using the device MAC address as the username and password, but rather use MAC authentication
bypass (MAB) or EAP pass-through modes. Option D is false because all EAP messages will be terminated on FortiGate, not
FortiSwitch, when using 802.1X authentication.

NEW QUESTION # 64
Refer to the exhibit.
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(non-802.1X device) (Authenticator) (Switch Controller) (Authentication Server)
70:88:68:8C:4A:CE S224EPTF15005867

b Frame 1: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits)
b Ethernet II, Src: VMware 96:ec:ca (00:50:56:96:ec:ca), Dst: VWware 96:08+60 (00:50:56:96:08:60)
b Internet Protocol Version 4, Src: 10.0.1.25%4, Dst: 10.0.1.150
b User Datagram Protocol, Src Port: 58691, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: ox8 (8)

Length: 141
Authenticator: 2a7927cbledes4ffldedf@3878c5b1b6
[T r n h r n fr

4 Artribute Value Pairs
P AVP: teMNAS-Identifier(32) l=1B8 val=S5224EPTF19005867
b AVP: t=User-Name(l) 1=19 val=7@-88-68-BC-4A-CE
b AVP: t=User-Password(2) l=34 valsEncrypted
b AVP: teService-Type(6) l=6 val=Call-Check(1@)
b OAVP: teFramed-MTU(12) l=6 val=150@
P AVP: t=NAS-Port-Id(B7) 1=7 val=portl
b AVP: tsNAS-Port(5) 1=6 vals2
b AVP: t=NAS-Port-Type(6l1) l=6 valsEthernet(15)
b AVP: t=Calling-Station-Id(31) 1=19 val=70-88-68-8C-4A-CE

Examine the network diagram and packet capture shown in the exhibit

The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access- Request packet sent by
FortiSwitch to FortiAuthenticator through FortiGate Why does the User-Name attribute in the RADIUS Access-Request packet
contain the client MAC address?

A. FortiSwitch is authenticating the client using MAC authentication bypass

B. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator
C. The client is performing AD machine authentication

D. The client is performing user authentication

Answer: A

Explanation:

According to the exhibit, the User-Name attribute in the RADIUS Access-Request packet contains the client MAC address of
00:0c:29:6a:2b:3d. This indicates that FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a
method of authenticating devices that do not support 802.1X by using their MAC address as the username and password.
Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address. Option A is false
because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because
userauthentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a
RADIUS Access-Request message to FortiAuthenticator, not a RADIUS accounting message.

NEW QUESTION # 65
Which FortiSwitch VLANSs are automatically created on FortGate when the first FortiSwitch device is discovered1?

A. default quarantine, rspan voice video onboarding and nac_segment
B. default quarantine rspan voice video and nac_segment

C. fortilink. quarantine erspan voice video and onboarding

D. access, quarantine, rspan. voice, video, and onboarding

Answer: C

Explanation:
Explanation
According to the FortiGate Administration Guide, "When you add a FortiSwitch device to the Security Fabric, FortiGate



automatically creates the following VLANs on theFortiSwitch device: fortilink, quarantine, erspan, voice, video, and onboarding."
Therefore, option D is true because it lists the FortiSwitch VLANSs that are automatically created on FortiGate when the first
FortiSwitch device is discovered. Option A is false because default and nac_segment are not among the automatically created
'VLANS. Option B is false because access and rspan are not among the automatically created VLANS. Option C is false because
default and nac_segment are not among the automatically created VLANS.

NEW QUESTION # 66
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown in the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
admmnistrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

¢ A. Enable Security Fabric Connection on port3

e B. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users

e C. Create a second firewall policy from port3 lo port] and select the target destination subnets

¢ D. Add RSSO Group to the firewall policy

Answer: D

Explanation:

According to the exhibit, the firewall policy from port3 to port] has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not aftect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port1 will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 67
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