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Which of'the following is an effective technique for bypassing Network Access Control (NAC) using Layer 2 attacks?
Response:

A. TP spoofing

B. ARP request flooding
C. DHCP starvation

D. RST injection

Answer: C

NEW QUESTION # 53
Which of the following techniques can be used to defeat stack canaries in a stack smashing exploit?
Response:

A. Canary brute-forcing
B. Heap spraying
C. Stack pivoting
D. Return-to-libc attacks

Answer: A

NEW QUESTION # 54
Which of the following techniques is commonly used to bypass Data Execution Prevention (DEP) on Windows systerns?
Response:

A. Return-Oriented Programming (ROP)
B. Heap spraying

C. Stack canary brute-forcing

D. Buffer overread

Answer: A

NEW QUESTION # 55
Why is it important for penetration testers to understand shellcode in both Windows and Linux environments?
Response:

A. To support cross-platform software development
B. To ensure compatibility with antivirus software

C. To enhance the performance of operating systems
D. To execute exploits and gain control over systens

Answer: D

NEW QUESTION # 56

What tools are commonly used to automate the process of generating exploits for stack buffer overflows?
(Choose Two)

Response:

A. gdb

B. IDA Pro
C. Metasploit
D. Fuzzers

Answer: B,C



NEW QUESTION # 57
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