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Topic 1

Monitoring & Troubleshooting Cloud-Native Applications: This section of the exam focuses on monitoring
and troubleshooting cloud-native applications. It covers using OCI Monitoring to track metrics, OCI
Logging for managing logs and performing tasks related to monitoring, logging, and tracing for better
observability and issue resolution.

Topic 2

Cloud Native Applications and Containerization: This section of the exam covers containerization
technologies for cloud-native applications. It explains Docker architecture, its components, and the process
of pulling and pushing container images using Oracle Cloud Infrastructure Registry (OCIR). It also explores
container orchestration, deploying applications on Oracle Kubernetes Engine (OKE), and using OCI
Service Mesh for Kubernetes deployments.

Topic 3

Leveraging Serverless Technologies for Cloud Native Development: This section of the exam measures the
skills of professionals in serverless development within OCI. It covers creating serverless applications using
Oracle Functions, building API gateways for routing traffic, and integrating systems through OCI Streaming
Service. Additionally, it explores event-driven architectures using OCI Event Service and how OCI Queue
enables asynchronous messaging between microservices.

Topic 4
Testing and Securing Cloud-Native Applications: This section focuses on testing strategies and security for
cloud-native applications. It discusses different testing methodologies, securing sensitive information using
OCI Vault, and implementing security measures to address cloud-native development challenges.

Topic 5

Cloud Native Fundamentals: This section of the exam measures the skills of target audience and covers the
essential principles of cloud-native development. It explains the core concepts, key pillars, and advantages
of cloud-native applications. The section also focuses on microservices architecture, including its design
methodology and how it supports scalable, distributed applications.

Oracle Cloud Infrastructure 2025 Developer Professional Sample Questions
(Q59-Q64):
NEW QUESTION # 59 
(CHK_4>2) Which TWO statements are NOT valid regarding the Oracle Cloud Infrastructure (OCI) Streaming service? (Choose
two.)

A. Although OCI Streaming automatically encrypts all data while in transit, it is the developer's responsibility to encrypt data
at rest, if needed.
B. The throughput of a stream is defined by a partition. A partition provides 1 MB/sec data input and 2 MB/sec data output.
C. A stream can be configured with either a public or a private endpoint with support for customer managed encryption keys.
D. OCI Streaming stores all data for 24 hours by default, but that can be extended up to 7 days.B
E. OCI Streaming can support up to 2,000 requests per second to each partition.

Answer: C,E

Explanation:
The two statements that are NOT valid regarding the Oracle Cloud Infrastructure (OCI) Streaming service are: A stream can be
configured with either a public or a private endpoint with support for customer managed encryption keys. This statement is not valid
because the OCI Streaming service currently supports only private endpoints. Customer managed encryption keys are not currently
supported for OCI Streaming. OCI Streaming can support up to 2,000 requests per second to each partition. This statement is not
valid because the throughput of a stream is not defined by the partition in terms of requests per second. The throughput of a stream is
defined in terms of data input and output rates. Each partition provides 1 MB/sec data input and 2 MB/sec data output, but it does
not correspond to a specific number of requests per second. The other statements are valid: OCI Streaming stores all data for 24
hours by default, but that can be extended up to 7 days. Although OCI Streaming automatically encrypts all data while in transit, it is
the developer's responsibility to encrypt data at rest, if needed.

NEW QUESTION # 60 
Which is NOT a valid backend-type option available when configuring an Oracle Cloud Infrastructure (OCI) API Gateway
Deployment?



A. ORACLE_FUNCTIONS_BACKEND
B. HTTP_BACKEND
C. ORACLE STREAMS_BACKEND

Answer: C

Explanation:
When configuring an OCI API Gateway deployment, you need to specify the backend type for each route in your API deployment
specification3. The backend type determines how the API gateway handles requests to that route and forwards them to the
appropriate backend service3. The following backend types are valid options for an OCI API Gateway deployment3:
HTTP_BACKEND: The API gateway forwards requests to an HTTP or HTTPS URL as the backend service.
ORACLE_FUNCTIONS_BACKEND: The API gateway invokes an Oracle Functions function as the backend service.
STOCK_RESPONSE_BACKEND: The API gateway returns a stock response without invoking any backend service. ORACLE
STREAMS_BACKEND is not a valid backend type for an OCI API Gateway deployment. Oracle Streams is a fully managed,
scalable, and durable messaging service that you can use to ingest and consume large amounts of data in real-time4. However,
Oracle Streams is not supported as a backend service for an OCI API Gateway deployment.

NEW QUESTION # 61 
You are developing a distributed application and you need a call to a path to always return a specific JSON content deploy an OCI
API Gateway with the below API deployment specification. What is the correct value for type? { "routes" : [{ "path" : "/hello",
"methods" : ["Get"), "backend" : { "type" : " ---------------- ", "status" : 200, "headers" : [{ "name" : "Content-Type", "value" :
"application/json" }] "body" : "{\"myjson\": \"consistent response\"}" }}]}

A. CONSTANT_BACKEND
B. STOCK_RESPONSE_BACKEND
C. JSON_BACKEND
D. HTTP_BACKEND

Answer: B

Explanation:
The correct value for the "type" field in the API deployment specification is "STOCK_RESPONSE_BACKEND". By setting the
"type" to "STOCK_RESPONSE_BACKEND", you are indicating that the backend for the specified route should return a pre-
defined response. This type of backend is commonly used when you want a specific response to be returned consistently, regardless
of the actual backend service implementation. In this case, the API deployment specification is configured to have a single route with
the path "/hello" and the method "GET". The backend section specifies the type as "STOCK_RESPONSE_BACKEND".
Additionally, it defines the response status code as 200, sets the "Content-Type" header to "application/json", and provides the
JSON content in the "body" field. Using this configuration, any request to the "/hello" path with the "GET" method will always receive
a consistent JSON response with the content "{"myjson": "consistent response"}".

NEW QUESTION # 62 
Your organization is developing serverless applications with Oracle Functions. Many functions will need to store state data in a
database, which will require using appropriate credentials. However, your corporate security standards mandate encryption of secret
information, such as database passwords. How would you address this security requirement?

A. Use the OCI Vault service to auto-encrypt the password and then set an application-level configuration variable to
reference the auto-decrypted password inside your function container.
B. Encrypt the password using the OCI Vault service and then decrypt this password in your function code with the
generated key.
C. Leverage application-level configuration variables to store passwords because they are automatically encrypted by Oracle
Functions.
D. Use OCI Console to enter the password in the function configuration section in the provided input field.

Answer: B

Explanation:
The best way to store and use secret information, such as database passwords, in Oracle Functions is to use the OCI Vault service.
The OCI Vault service provides encryption and decryption capabilities for sensitive data. You can use the OCI Vault service to
encrypt the password and store it as an application-level configuration variable. Then, you can use the generated key to decrypt the



password in your function code when you need to access the database. Verified Reference: Oracle Functions: Using Key
Management To Encrypt And Decrypt Configuration Variables

NEW QUESTION # 63 
Which one of the following is NOT a valid backend-type supported by Oracle Cloud Infrastructure (OCI) API Gateway?

A. ORACLE_FUNCTIONS_BACKEND
B. STOCK_RESPONSE_BACKEND
C. HTTP BACKEND
D. ORACLE_STREAMS_BACKEND

Answer: D

Explanation:
Oracle Cloud Infrastructure (OCI) API Gateway supports various backend-types to handle incoming requests and route them to the
appropriate backend service. However, "ORACLE_STREAMS_BACKEND" is not a valid backend-type in OCI API Gateway.
"STOCK_RESPONSE_BACKEND" is a valid backend-type that allows you to configure static responses directly in the API
Gateway without routing requests to any specific backend service. This can be useful for handling simple requests or returning
predefined responses. "HTTP BACKEND" is another valid backend-type that enables routing requests to an HTTP backend
service. "ORACLE_FUNCTIONS_BACKEND" is a valid backend-type that allows you to route requests to Oracle Functions,
which are serverless functions that can be used to execute specific logic or operations. However,
"ORACLE_STREAMS_BACKEND" is not a valid backend-type in OCI API Gateway. The API Gateway does not have native
support for Oracle Streams as a backend service. Oracle Streams is a feature of Oracle Database that provides a publish-subscribe
mechanism for data replication and distribution within an Oracle Database environment. It is not directly integrated as a backend
service in OCI API Gateway.

NEW QUESTION # 64
......
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