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PECB Certified ISO/IEC 27001 Lead Auditor exam Sample Questions (Q105-
Q110):
NEW QUESTION # 105 
You are an audit team leader who has just completed a third-party audit of a mobile telecommunication provider. You are preparing
your audit report and are just about to complete a section headed 'confidentiality'.
An auditor in training on your team asks you if there are any circumstances under which the confidential report can be released to
third parties.
Which four of the following responses are false?

A. Subcontracted auditors are considered to be third parties regarding confidentiality and are therefore typically bound by
confidentiality agreements
B. The starting position is always that third parties have no automatic right to access an audit report
C. The report can be released to third parties but only with the explicit, prior approval of the audit client
D. If the third party has gained a legal notice for us to disclose the report then we must do so. In all such cases we would
advise the audit client and, as appropriate, the auditee
E. Any auditor employed by the auditing organisation can access the audit report
F. Although we advise the client the report is confidential we can decide to release it to third parties if we feel this is justified.
We would always tell the client afterwards
G. There are no circumstances under which the report can be released to a third party. Confidential means confidential and
releasing the document would be a breach of trust
H. Our duty of confidentiality is not something that lasts forever. As a certification body, we can decide how long we wish to
keep reports confidential. After this, they can be accessed by third parties making a subject access request

Answer: A,E,F,H

Explanation:
Explanation
The audit report is a confidential document that contains sensitive information about the auditee's ISMS and its performance. The
audit team has a duty to protect the confidentiality of the audit report and only disclose it to authorized parties, such as the audit
client, the certification body, and the accreditation body. Therefore, the following responses are false:
* A: The audit team cannot decide to release the report to third parties without the consent of the audit client, as this would breach
the confidentiality agreement and the audit code of conduct. The audit team should always inform the audit client before disclosing
the report to any third party, and obtain their explicit, prior approval.
* F: Not every auditor employed by the auditing organization can access the audit report, as this would violate the principle of need-
to-know. Only auditors who are involved in the audit process, such as the audit team leader, the audit team members, the audit
programme manager, and the certification decision maker, can access the audit report. Other auditors who are not related to the
audit have no legitimate reason to access the report, and should be prevented from doing so by appropriate security measures.
* G: The duty of confidentiality does not expire after a certain period of time, as this would compromise the trust and integrity of the
audit process. The audit report remains confidential indefinitely, unless
* there is a legal or contractual obligation to disclose it, or the audit client agrees to release it. Third parties cannot access the audit
report by making a subject access request, as this would infringe the privacy and data protection rights of the audit client and the
auditee.
* H: Subcontracted auditors are not considered to be third parties regarding confidentiality, as they are part of the audit team and
have a contractual relationship with the auditing organization. Subcontracted auditors are typically bound by the same confidentiality
agreement and audit code of conduct as the employed auditors, and have the same rights and responsibilities to access and protect
the audit report.
References: =
* ISO/IEC 27001:2022, clause 9.2, Internal audit
* ISO/IEC 27006:2015, clause 7.2.3, Confidentiality
* PECB Candidate Handbook ISO 27001 Lead Auditor, page 22, Audit Report
* PECB Candidate Handbook ISO 27001 Lead Auditor, page 24, Audit Code of Conduct

NEW QUESTION # 106 
After completing Stage 1 and in preparation for a Stage 2 initial certification audit, the auditee informs the audit team leader that they
wish to extend the audit scope to include two additional sites that have recently been acquired by the organisation.
Considering this information, what action would you expect the audit team leader to take?

A. Increase the length of the Stage 2 audit to include the extra sites



B. Arrange to complete a remote Stage 1 audit of the two sites using a video conferencing platform
C. Obtain information about the additional sites to inform the individual(s) managing the audit programme
D. Inform the auditee that the audit team leader accepts the request

Answer: C

Explanation:
According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the audit team leader should obtain information
about the additional sites to inform the individual(s) managing the audit programme, as this may affect the audit objectives, scope,
criteria, duration, resources, and risks. The audit team leader should also review the audit plan and make any necessary adjustments
in consultation with the auditee and the audit client1. References: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor,
page 27, section
4.3.2.2.

NEW QUESTION # 107 
After completing Stage 1 and in preparation for a Stage 2 initial certification audit, the auditee informs the audit team leader that they
wish to extend the audit scope to include two additional sites that have recently been acquired by the organisation.
Considering this information, what action would you expect the audit team leader to take?

A. Increase the length of the Stage 2 audit to include the extra sites
B. Arrange to complete a remote Stage 1 audit of the two sites using a video conferencing platform
C. Inform the auditee that the request can be accepted but a full Stage 1 audit must be repeated
D. Obtain information about the additional sites to inform the certification body

Answer: D

Explanation:
According to ISO/IEC 17021-1, which specifies the requirements for bodies providing audit and certification of management
systems, a certification body should establish criteria for determining audit time and audit team composition based on factors such as
the scope of certification, size and complexity of the organization, risks associated with its activities, etc2. Therefore, if an auditee
requests to extend the audit scope to include two additional sites after completing Stage 1 of an initial certification audit, the audit
team leader should obtain information about the additional sites to inform the certification body, so that they can review and approve
the change in scope and adjust the audit time and audit team accordingly2. The other options are not appropriate actions for the
audit team leader to take in this situation. For example, increasing the length of the Stage 2 audit to include the extra sites without
informing the certification body may violate their procedures and policies; arranging to complete a remote Stage 1 audit of the two
sites using a video conferencing platform may not be feasible or effective depending on the nature and location of the sites; and
informing the auditee that the request can be accepted but a full Stage 1 audit must be repeated may not be necessary or reasonable
if there are no significant changes in the auditee's ISMS since Stage 12. References: ISO/IEC 17021-1:2015 - Conformity
assessment - Requirements for bodies providing audit and certification of management systems - Part 1: Requirements

NEW QUESTION # 108 
Select the words that best complete the sentence below to describe a third-party audit plan.
To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red, and
then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate blank
section.

Answer:

Explanation:



Explanation
The words that best complete the sentence are assess and recommendation. The sentence would read as follows:
"An audit plan is a statement of the intent of the audit team to assess all areas of the company with a view to determining a
recommendation for certification approval." Explanation: According to the web search results from my predefined tool, a third-party
audit plan is a document that describes the scope, objectives, criteria, and methodology of an external audit conducted by an
independent certification body to verify the conformity of an organization's ISMS with the ISO 27001 standard12. The audit plan
also includes the audit schedule, the audit team, the audit locations, and the audit deliverables23. One of the main deliverables of a
third-party audit is the audit report, which summarizes the audit findings, the audit conclusions, and the audit recommendation34. The
audit recommendation is the opinion of the audit team on whether the organization's ISMS meets the certification requirements and
whether the certification should be granted, maintained, suspended, or withdrawn45.
Therefore, the purpose of the audit plan is to state the intention of the audit team to assess all areas of the company, meaning to
evaluate the performance and effectiveness of the ISMS, and to determine a recommendation for certification approval, meaning to
provide a judgment on the certification status of the ISMS. The other words in the options, such as verdict, permit, report, inspect,
and question, do not accurately reflect the meaning of the audit plan. A verdict is a formal decision made by a judge or a jury, not by
an audit team. A permit is a legal authorization to do something, not a certification of conformity. A report is a document that
presents the audit results, not the audit intention. An inspection is a visual examination of something, not a comprehensive assessment
of an ISMS. A question is a request for information, not a determination of a recommendation.

NEW QUESTION # 109 
Which of the options below is a control related to the management of personnel that aims to avoid the occurrence of incidents?

A. The organization always reviews the security policy after the integration of a new division to the organization
B. The organization regularly provides security awareness and training sessions for its employees
C. The organization conducts regular user access reviews to verify that only authorized employees have access to confidential
information

Answer: B

Explanation:
Regular security awareness and training sessions for employees are a control measure aimed at preventing security incidents by
ensuring that personnel are aware of information security threats and concerns, and understand their roles and responsibilities in
safeguarding organizational assets. This proactive approach is designed to educate employees on the importance of security
practices and to avoid the occurrence of security incidents. Reference: = This answer is based on the principles of personnel security
management as outlined in ISO/IEC 27001, particularly in Annex A.7 which deals with human resource security before, during, and
after employment, and Annex A.9 which focuses on access control and ensuring that employees have access only to the information
that is necessary for their job role

NEW QUESTION # 110
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