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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor® 3 ) Sample Questions (Q273-Q278):

NEW QUESTION # 273
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Answer: AJF

Explanation:

The audit objectives are the purpose and scope of an audit, as defined by the audit client and the auditor. According to the ISO/IEC
27001 standard, the audit objectives for an ISMS audit may include determining the extent of conformity of the ISMS with the audit
criteria, evaluating the ability of the ISMS to ensure the organization meets its information security objectives, and identifying
potential areas for improvement of the ISMS12. References: = 1: PECB Candidate Handbook - ISO/IEC 27001 Lead Auditor,
page 192: ISO/IEC 27007:2011 Information technology - Security techniques - Guidelines for information security management
systems auditing, clause 4.2.1.
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Answer: D,F

Explanation:

Third-party accredited certification of information security management systens to ISO/IEC 27001:2022 provides assurance to
organisations and interested parties that the organisation's management system is maintained and effective, meaning that it conforms
to the requirements of the standard, meets the organisation' s objectives and policies, and addresses the risks and opportunities
related to information security. Third-party accredited certification also demonstrates that the organisation's management system
adopted a systematic approach to information security, meaning that it follows the Plan-Do-Check-Act (PDCA) cycle, applies the
risk-based thinking principle, and considers the context and needs of the organisation and its stakeholders
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Answer: A

Explanation:
The audit described in the last paragraph of scenario 9 is a surveillance audit. This type of audit is conducted periodically to ensure
that the certified ISMS continues to fulfill the requirements of the standard after the initial certification.
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

A . Correct Answer:

ISO 19011:2018 allows auditors to report significant issues that impact the audit scope, even if they arise outside the predefined
scope.

Security Tramning Department nonconformities directly affected CloudWebwvue's ISMS, justifying its inclusion in the audit report.
B. Incorrect:

Transparency is crucial in audits, and Keith correctly informed the auditee before reporting,

C . Incorrect:

Issues affecting ISMS implementation must be reported, as they pose risks to the certification scope.

Relevant Standard Reference:
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Answer: AD,EF

Explanation:

The four statements that are true are:

* Major nonconformities may be subject to on-site follow up

* The action taken to address major nonconformities is typically more substantial than the action taken to address minor
nonconformities

* Several minor nonconformities can be grouped into a major nonconformity

* Nonconformities may be graded to indicate their significance

According to ISO 19011:2018, a nonconformity is the non-fulfilment of a requirement1. Nonconformities may be graded to indicate
their significance, based on the criteria established by the audit programme or the audit client2. The grading of nonconformities may
use different terms or levels, such as major, minor, critical, etc., depending on the nature and context of the audit3. However, some
common definitions of major and minor nonconformities are:

* A major nonconformity is a nonconformity that affects the ability of the management system to achieve its intended resuilts, or that
represents a significant breakdown of the management systend. Major nonconformities may require immediate corrective action and
on-site follow up by the auditor to verify their closures.

* A minor nonconformity is a nonconformity that does not affect the ability of the management systemto achieve its intended results,
or that represents an isolated lapse of the management systen¥t. Minor nonconformities may require corrective action within a
specified time frame and off-site verification by the auditor to confirm their closure5.

The action taken to address nonconformities depends on the severity and impact of the nonconformity, and the risk of recurrence or
escalation. Typically, the action taken to address major nonconformities is more substantial than the action taken to address minor
nonconformities, as it may nvolve identifying and elimnating the root cause of the problem, implementing preventive measures, and
monitoring the effectiveness of the solution.

Several minor nonconformities can be grouped into a major nonconformity if they are related to the same requirement, process, or
area, and if they indicate a systemic failure or a significant risk to the management system. The auditor should use professional
Jjudgment and evidence-based approach to decide whether to group or report nonconformities individually.

The other statements are false, based on the guidance of ISO 19011:2018. For example:

* Option B 1s false, because nonconformities can be graded using different terms or levels, depending on the criteria established by
the audit programime or the audit client2. The terms 'major’ and 'minor’ are not mandatory or universal, but rather examples of
possible grading levels3.

* Option D is false, because very minor nonconformities should not be re-graded as opportunities for improvement, but rather
reported as nonconformities, as they still represent a non-fulfilment of a requirement1. An opportunity for improvement is a
suggestion for enhancing the performance or effectiveness of the management system, but it is not a nonconformity or a requirement.
* Option F is false, because the grading of nonconformities does not have to be explained to the auditee at the opening meeting, but
rather at the closing meeting, where the audit findings and conclusions are presented and discussed. The opening meeting is intended
to provide an overview of the audit objectives, scope, criteria, and methods, and to confirm the audit arrangements and logistics.

* Option G is false, because the auditee is not always responsible for determming the criteria for grading nonconformities, but rather
the audit programime or the audit client, in consultation with the auditee and other relevant parties2. The auditee is responsible for
taking corrective action to address the nonconformities, and for providing evidence of their completion and effectiveness.
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