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The exhibit shows the current status of the ports on the managed FortiSwitch. Access-1.
‘Why would FortiGate display a serial number in the Native VLAN column associated with the port23 entry?

A. A standalone switch with the shown serial number is connected on port23.

B. port23 is configured as the dedicated managemment interface.

C. Ports connected to adjacent FortiSwitch devices show their serial number as the native VLAN.

D. port23 is a member of a trunk that uses the Access-1 FortiSwitch serial number as the name of the trunk.

Answer: A

NEW QUESTION # 41
Exhibit.

aﬂ. o = _-- - -
port24 is the only uplink port connected to the network where access to FortiSwitch management services is possible. However,
FortiSwitch is still not accessible on the management interface. Which two actions should you take to fix the issue and access

FortiSwitch? (Choose two.)

A. Younust allow VLAN ID 4094 on port24, if management traffic is tagged.
B. Younwst add VLAN ID 200 to the allowed VLANS on internal.

C. You should use VLAN ID 4094 as the native VLAN on port24.

D. Youmust add port24 native VLAN as an allowed VLAN on internal.

Answer: A,C

NEW QUESTION # 42
How does FortiGate handle configuration of flow tracking sampling if you export the settings to a managed FortiSwitch stack with
sampling mode set to perimeter is true?

A. FortiGate configures and enables egress sanpling on all management interfaces.

B. FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces.

C. FortiGate configures and enables flow sampling on FortiSwitch but does not change existing sampling settings of interfaces.
D. FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces, except ICL and ISL interfaces.

Answer: D

Explanation:



When FortiGate exports configuration settings to a managed FortiSwitch stack with sampling mode set to "perimeter is true," the
behavior is:

B.. FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces, except ICL and ISL interfaces. This setting
ensures that all incoming traffic on normal operational ports is sampled for monitoring and analysis purposes, but it excludes the inter-
chassis link (ICL) and inter-switch link (ISL) interfaces from sampling. These exclusions are typically made to prevent the duplication
of sampled data and to reduce unnecessary load on the monitoring system, as these links often carry traffic already monitored at
other points.

Options A and D are incorrect because they either generalize the sampling across all interfaces without exceptions or incorrectly
specify egress sampling on management interfaces. Option C is also incorrect as FortiGate can modify existing sampling settings to fit
the perimeter-based configuration requirement.

NEW QUESTION # 43
How is traffic routed on FortiSwitch?

A. ASIC hardware routing can only handle dynamic routing, if supported.

B. Hardware-based routing on FortiSwitch is handled by the CPU.

C. Layer 3 routing can be configured on FortiSwitch, while managed by FortiGate.

D. FortiSwitch looks up the hardware routing table and then the forwarding information base (FIB).

Answer: C

Explanation:

Layer 3 routing can be configured on FortiSwitch, while managed by FortiGate (D): FortiSwitch, when managed by FortiGate,
supports Layer 3 routing capabilities. This allows for routing between VLLANs directly on the switch, enhancing network efficiency
by reducing the need to pass traffic through higher network layers for inter- VLAN communication. This configuration enables more
sophisticated network setups and efficient routing directly at the switch level.

NEW QUESTION # 44
Refer to the exhibit.
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Core-1 and Access-1 are managed and authorized by FortiGate- 1. which uses port4 as the FortiLink interface. After FortiGate
authorizes and manages Core-2. Port] status becomes STP discarding.
Why is port] in the discarding state?

A. Core-2 has the lowest bridge priority.

B. portl on Core-2 is discarding onty management traffic.

C. Core-1 and Core-2 do not have MCLAG configuration.

D. Access-1 is the root bridge and can only have one root port.

Answer: C

Explanation:

The STP (Spanning Tree Protocol) discarding state on portl of Core-2, after Core-1 and Access-1 are managed and authorized by
FortiGate- 1, is likely due to the lack of an MCLAG (Multi-Chassis Link Aggregation Group) configuration between Core- 1 and
Core-2. In typical network configurations involving STP and MCLAG, the absence of MCLAG can lead to STP blocking one of
the redundant paths to prevent loops, which is a critical finction of STP. Port1 on Core-2 being in a discarding state suggests that it
has been identified as providing a redundant path that could potentially create a network loop, hence STP has placed this port in a
blocking (discarding) state to maintain a loop-fiee topology.

Reference:

For a deeper understanding of STP operations and MCLAG configurations in FortiGate managed environments, consult the Fortinet
knowledge base: Fortinet Knowledge Base.
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