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WGU Cloud Deployment and Operations Sample Questions (Q59-Q64):
NEW QUESTION # 59 
(Which AWS service is used to provide remote workers with secure access to AWS resources?)

A. NAT instance
B. Client VPN
C. Transit Gateway
D. Network Firewall

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
AWS Client VPN is used to provide remote workers with secure access to AWS resources by establishing a VPN connection to
the VPC, ensuring encrypted access to private networks. The WGU Cloud Deployment and Operations Study Guide (Section 3.2,
Client VPN) states, "Client VPN enables secure remote access to AWS resources within a VPC, using mutual authentication and
encryption to protect data for remote workers." Transit Gateway manages inter-VPC routing, Network Firewall filters traffic, and
NAT instances handle outbound internet access, none of which are designed for remote worker access.

NEW QUESTION # 60 
(An administrator needs to set up self-managed permissions for AWS CloudFormation StackSet operations.
Which two roles should be created in the administrator account and in the target accounts? Choose 2 answers.)

A. In the administrator account, create an IAM role named AWSCloudFormationStackSetExecutionRole.
B. In the administrator account, create an IAM role named
AWSCloudFormationStackSetAdministrationRole.
C. In each target account, create a service role named AWSCloudFormationStackSetExecutionRole that trusts the
administrator account.
D. In each target account, create a service role named AWSCloudFormationStackSetAdministrationRole that trusts the
administrator account.

Answer: B,C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To set up self-managed permissions for CloudFormation StackSet operations, two roles are required: in the administrator account,
create an IAM role named AWSCloudFormationStackSetAdministrationRole to manage StackSet operations, and in each target
account, create a service role named AWSCloudFormationStackSetExecutionRole that trusts the administrator account to execute
the stacks. The WGU Cloud Deployment and Operations Study Guide (Section 5.4, StackSets) states, "For self-managed
permissions, the administrator account requires the AWSCloudFormationStackSetAdministrationRole, while each target account
needs the AWSCloudFormationStackSetExecutionRole with a trust relationship to the administrator account for stack deployment."
Roles B and D are incorrectly named or misplaced.

NEW QUESTION # 61 
(Which service should be used to horizontally scale Amazon EC2 instances?)

A. Elastic Beanstalk
B. Elastic IPs
C. Elastic network interface
D. Elastic Load Balancing

Answer: D

Explanation:
Elastic Load Balancing (ELB) should be used to horizontally scale Amazon EC2 instances by distributing incoming traffic across
multiple instances, improving availability and fault tolerance. ELB works in conjunction with Auto Scaling groups to add or remove
instances based on demand. The WGU Cloud Deployment and Operations Study Guide (Section 3.2, Elastic Load Balancing)
notes, "Elastic Load Balancing distributes traffic across EC2 instances, enabling horizontal scaling as part of an Auto Scaling group



to handle increased load efficiently." Elastic IPs, elastic network interfaces, and Elastic Beanstalk do not provide this scaling
functionality.

NEW QUESTION # 62 
(Which two protocols are supported in security group rules? Choose 2 answers.)

A. UDP
B. MPLS
C. BGP
D. ICMP

Answer: A,D

Explanation:
Security group rules in AWS support the Internet Control Message Protocol (ICMP) and User Datagram Protocol (UDP) for
defining inbound and outbound traffic rules. These protocols are commonly used for network communication and monitoring. The
WGU Cloud Deployment and Operations Study Guide (Section
3.2, Security Groups) states, "Security groups support protocols like ICMP for diagnostic traffic and UDP for streaming or low-
latency applications, allowing fine-grained control over instance access." BGP and MPLS are routing or network layer protocols not
supported by security group rules.

NEW QUESTION # 63 
(What is used to change stacks across multiple accounts and Regions in a single operation?)

A. Stack policies
B. StackInstance
C. StackSets
D. Nested stacks

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
StackSets are used to change stacks across multiple AWS accounts and regions in a single operation, enabling centralized
management of infrastructure deployments. StackSets allow administrators to create, update, or delete stacks consistently across
specified accounts and regions. The WGU Cloud Deployment and Operations Study Guide (Section 5.4, StackSets) states,
"StackSets provide the capability to manage and update stacks across multiple accounts and regions with a single operation,
streamlining multi-region deployments." StackInstance, nested stacks, and stack policies do not support this multi-account, multi-
region functionality.

NEW QUESTION # 64
......
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