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CertNexus CyberSec First Responder Sample Questions (Q157-Q162):
NEW QUESTION # 157 
A security analyst needs to capture network traffic from a compromised Mac host. They attempt to execute the tcpdump command
using their general user account but continually receive an "Operation Not Permitted" error.
Use of which of the following commands will allow the analyst to capture traffic using tcpdump successfully?

A. sudo
B. chroot
C. netstat
D. lsof
E. chmod

Answer: A

Explanation:
To capture network traffic using tcpdump on a Unix-like system, administrative privileges are typically required. The sudo command
allows a user to execute commands with superuser (root) privileges, which would bypass the permission restrictions encountered
with the general user account. Without sudo, the analyst would not have the necessary permissions to run tcpdump.

NEW QUESTION # 158 
While planning a vulnerability assessment on a computer network, which of the following is essential? (Choose two.)

A. Identifying critical assets
B. Installing antivirus software
C. Establishing scope
D. Identifying exposures
E. Running scanning tools

Answer: C,D

NEW QUESTION # 159 
Which of the following backup strategies will result in the shortest backup time during weekdays and use the least amount of storage
space but incur the longest restore time?

A. Mirror backups on a daily basis.
B. Full backups on a daily basis.
C. Full weekly backup with daily incremental backups.
D. Full weekly backup with daily differential backups.

Answer: C

Explanation:
The full weekly backup with daily incremental backups strategy results in the shortest backup time during weekdays and uses the
least amount of storage space because it only backs up data that has changed since the last backup. However, the restore time can
be longer because multiple incremental backups need to be restored in sequence before the most recent data can be recovered.

NEW QUESTION # 160 
Which of the following tools can help to detect suspicious or unauthorized changes to critical system configuration files?

A. Logstash
B. Ifconfig
C. Tripwire
D. Nessus
E. Netcat

Answer: C



Explanation:
Tripwire is a file integrity monitoring tool that helps detect unauthorized or suspicious changes to critical system configuration files. It
compares the current state of files to known baselines and alerts administrators if any unauthorized changes are made.

NEW QUESTION # 161 
A cybersecurity expert assigned to be the IT manager of a middle-sized company discovers that there is little endpoint security
implementation on the company's systems. Which of the following could be included in an endpoint security solution? (Choose two.)

A. Network Address Translation (NAT)
B. Network monitoring system
C. Anti-malware
D. Data loss prevention (DLP)
E. Web proxy

Answer: B,E

NEW QUESTION # 162
......
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