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WGU Network-and-Security-Foundation certification can guarantee you have good job prospects, because WGU certification
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WGU Network-and-Security-Foundation Sample Questions (Q58-Q63):
NEW QUESTION # 58 
A company is ensuring that its network protocol meets encryption standards.
What is the CIA triad component targeted in the scenario?

A. Availability
B. Consistency
C. Integrity
D. Confidentiality

Answer: D

Explanation:
Confidentialityin IT security ensures that sensitive data remains private and protected from unauthorized access. Encryption is a key
measure used to maintain confidentiality by encoding data so that only authorized users can access it.
* Integrityensures that data remains accurate and unchanged.
* Availabilityensures that data is accessible when needed.
* Consistencyis not a component of the CIA triad.

NEW QUESTION # 59 
An attacker uses login data from a data breach to attempt to access another web service.
Which malicious attack strategy is represented in the scenario?

A. Brute-force attack
B. Social engineering
C. Session hijacking
D. Credential stuffing

Answer: D

Explanation:
Credential stuffingis a cyberattack where attackers use stolen username-password combinations from one breach to try logging into
other services, exploiting users who reuse passwords. Automated tools test multiple credentials against multiple sites, leading to
unauthorized access.
* Brute-force attacksystematically tries all possible passwords but does not use breached data.
* Session hijackingintercepts active user sessions but does not use stolen credentials.
* Social engineeringmanipulates users into revealing credentials, rather than using breached data.

NEW QUESTION # 60 
An attacker sends emails claiming that an online account has been locked. The email provides a fake link with the goal of tricking
users into providing login credentials.
Which malicious attack strategy is represented in the scenario?

A. Phishing
B. Session hijacking
C. IP address spoofing
D. Man-in-the-middle attack

Answer: A

Explanation:
Phishingis a cyberattack where attackers impersonate legitimate entities (e.g., banks, companies) and send fraudulent emails or
messages designed to trick recipients into revealing sensitive information, such as usernames, passwords, or financial details. The
fake link in the email directs victims to a malicious site that captures their credentials.
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* IP address spoofingdisguises a system's identity but does not involve email deception.
* Session hijackingtakes over an active session but does not involve email scams.
* Man-in-the-middle attackintercepts communication rather than tricking users via emails.

NEW QUESTION # 61 
An organization has experienced rogue access points in the past and wants to take actions to mitigate this type of attack.
What should this organization do?

A. Use monitor mode scanning
B. Use server-side validation
C. Disallow ICMP packets on the firewall
D. Require complex passwords

Answer: A

Explanation:
Monitor mode scanningallows administrators to detect unauthorized or rogue access points broadcasting in the network. This
technique, along withwireless intrusion detection systems (WIDS), helps identify and block unauthorized devices.
* Requiring complex passwordsenhances security but does not prevent rogue APs.
* Server-side validationsecures applications, not wireless networks.
* Disallowing ICMP packetsis a security measure but does not address rogue APs.

NEW QUESTION # 62 
An organization does not have controls in place to limit employee access to sensitive customer data.
What is a component of the CIA triad that is violated?

A. Availability
B. Interpretation
C. Integrity
D. Confidentiality

Answer: D

Explanation:
Confidentialityensures that only authorized users have access to sensitive information. Without proper access controls, employees
may be able to view or modify sensitive data without proper authorization, leading to a confidentiality breach.
* Integrityinvolves protecting data from unauthorized modifications.
* Availabilityensures that systems remain operational.
* Interpretationis not part of the CIA triad.

NEW QUESTION # 63
......
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