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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q22-Q27):

NEW QUESTION # 22
A new web server must comply with new secure-by-design principles and PCI DSS. This includes mitigating the risk of an on-path
attack. A security analyst is reviewing the following web server configuration:

TLS AES 256 GCM(SHARH4
TLS_CHACHA20 POLY1305 .SHA256
TLS AES 128 GCM SHAZ256

TLS AES 128 CCM\8' SHA256

TLS RSA WITH\AES 128 CBC_SHA256
TLS_DHE .BSS WITH RC4 128 SHA
RSA WITH AES 128 CCM

Which of the following ciphers should the security analyst remove to support the business requirements?

A.TLS_AES_128 GCM_SHA256
B. TLS_AES 128 CCM 8 SHA256

C.TLS_CHACHA20 POLY1305 SHA256
D. TLS_DHE DSS WITH RC4 128 SHA

Answer: D

NEW QUESTION # 23
A company wants to protect its intellectual property from theft. The company has already applied ACLs and DACs.
Which of the following should the company use to prevent data theft?

A. DRM
B. Access logging
C. Watermarking
D. NDA

Answer: A

Explanation:

Explanation

DRM (digital rights management) is a technology that can protect intellectual property from theft by restricting the access, use,
modification, or distribution of digital content or devices. DRM can use encryption, authentication, licensing, watermarking, or other
methods to enforce the rights and permissions granted by the content owner or provider to authorized users or devices. DRM can
prevent unauthorized copying, sharing, or piracy of digital content, such as software, music, movies, or books. Watermarking is not a
technology that can protect intellectual property from theft by itself, but a technique that can embed identifying information or marks
in digital content or media, such as images, audio, or video. Watermarking can help prove ownership or origin of digital content, but
it does not prevent unauthorized access or use of it. NDA (non-disclosure agreement) is not a technology that can protect intellectual
property fromtheft by itself, but a legal contract that binds parties to keep certain information confidential and not disclose it to
unauthorized parties. NDA can help protect sensitive or proprietary information from exposure or misuse, but it does not prevent
unauthorized access or use of it. Access logging is not a technology that can protect intellectual property from theft by itself, but a
technique that can record the activities or events related to accessing data or resources. Access logging can help monitor or audit
access to data or resources, but it does not prevent unauthorized access or use of them. Verified References:
https://www.comptia.org/blog/what-is-drm

https/partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 24
Which of the following protocols is a low power, low data rate that allows for the creation of PAN networks?

e A CAN
¢ B. Modbus
e C. Zigbee



e D. DNP3
Answer: C

Explanation:
Reference: httpsz//urgentcomm.comy2007/11/01/connecting-on-a-personal-level/

NEW QUESTION # 25

A security analyst reviews network logs and notices a large number of domain name queries originating from an internal server for an
unknown domain, similar to the following;

2736287327321782.hgQ43jsi23-y.com

0357320932922C91.hgQ43jsu23Ty.com

4042301801399103.hgQ43jsu23Ly.com

Which of'the following should the analyst do next?

A. Browse for a website on the requested domain.
B. Reconfigure the server's DNS settings.

C. Check for data exfiltration.

D. Add the host names to a block list.

Answer: C

Explanation:

Step by Step

A high volume of DNS queries to unknown domains may indicate domain generation algorithm (DGA) activity associated with
malware.

Checking for data exfiltration is the next logical step to determine if sensitive data is being leaked to these domains.

Reconfiguring DN settings, browsing unknown domains, or blocking the domains are reactive steps that do not address the root
cause.

NEW QUESTION # 26

A company security engineer arrives at work to face the following scenario:

1) Website defacement

2) Calls from the company president indicating the website needs to be fixed Immediately because It Is damaging the brand

3) A Job offer from the company's competitor

4) A security analyst's investigative report, based on logs from the past six months, describing how lateral movement across the
network from various IP addresses originating from a foreign adversary country resulted in exfiltrated data Which of the following
threat actors Is MOST likely mvolved?

A. APT/nation-state
B. Competitor

C. Organized crime
D. Script kiddie

Answer: A

NEW QUESTION # 27

Similarly, the ExamcollectionPass CompTIA CAS-004 practice test creates an actual exam scenario on each and every step so that
you may be well prepared before your actual CompTIA Advanced Security Practitioner (CASP+) Exam examination time. Hence,
it saves you time and money. ExamcollectionPass provides three months of free updates if you purchase the CompTIA CAS-004
Questions and the content of the exammnation changes after that.
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