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Questions (Q195-Q200):

NEW QUESTION # 195
What is the role of a tunnel-group configuration of Secure Client remote-access vpn on Cisco ASA?

A. Tt enables clientless webvpn.

B. It binds group policy and vpn together.

C. It configures a Secure Client group policy.
D. It provides an IP address pool.

Answer: B

Explanation:

Ina Cisco ASA Secure Client (AnyConnect) remote-access VPN, the tunnel-group configuration plays a crucial role in associating
a group policy with a VPN connection. The tunnel-group acts as a container that defines authentication, authorization, and
connection parameters.

The group policy specifies the permissions and restrictions for the VPN users.

The tunnel-group links this policy to the specific VPN configuration.

NEW QUESTION # 196
A DMVPN spoke router tunnel is up and passing traffic, but it cannot establish an EIGRP neighbor relationship with the hub router.
‘Which solution resolves this issue?

A. Enable EIGRP Split Horizon on the hub tunnel interface.

B. Configure the dynamic NHRP muilticast map on the hub tunnel interface.
C. Remove the EIGRP stub configuration on the spoke tunnel interface.

D. Enable the EIGRP next hop self feature on the hub tunnel interface.

Answer: B

NEW QUESTION # 197
Refer to the exhibit. A network administrator is setting up a phone VPN on a Cisco ASA. The phone cannot connect and the error
is presented in a debug on the Cisco ASA. Which action fixes this issue?

<snip>

Tunnel Group: VPNPhone, Client Cezxt' Auth Success.
WebVEN: CSD data not sentlfrom client
http_remove auth hamdle() : handle 24 not found!

<snip>

A. Configure the Cisco ASA to present an RSA certificate to the phone for authentication.

B. Disable Cisco Secure Desktop under the connection profile VPNPhone.

C. Enable web-deploy of the posture module so that the module can be downloaded from the Cisco ASA to an IP phone.
D. Install the posture module on the Cisco ASA.

Answer: B

Explanation:
CSD and IP phones: Currently, IP phones do not support Cisco Secure Desktop (CSD) and do not connect when CSD is enabled
for the tunnel group or globally in the ASA.

NEW QUESTION # 198

Refer to the exhibit. VPN tunnels between a spoke and two DMVPN hubs are not coming up. The network administrator has
verified that the encryption, hashing, and DH group proposals for Phase 1 and Phase 2 match on both ends. What is the solution to
this issue?
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A. Ensure bidirectional UDP 500/4500 traffic.
B. Add NAT statements for VPN traffic.

C. Enable shared tunnel protection.

D. Increase the isakmp phase 1 lifetime.

NEW QUESTION # 199

t

status
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ACTIVE (deleted)
ACTIVE
ACTIVE (deleted)
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HUB configuration:

crypto ikev2 profile default
match identity remote fgdn domalin cisco.com
identity local fgdn hub.cisco.com
authentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

SPORE 1 configuration:

crypto ikev2 profile defaunlt
match identity remote fqgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

SPORE 2 configuration:

crypto ikev2 profile defaunlt
match identity remote fgdn domalin cisco.com
identity local fgdn spoke2.cisco.com
authentication local pre-shared-key flexvpn
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtual-template 1

Refer to the exhibit. What is a result of this configuration?

e A. Spoke 2 fails the authentication because the remote authentication method is incorrect.



B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2.
C. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2.
D. Spoke 1 fails the authentication because the authentication methods are incorrect.

Answer: D

Explanation:
Section: Troubleshooting using ASDM and CLI

NEW QUESTION # 200
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