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Fortinet FCP_FGT_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
VPN: In this section, the focus is on how to configure SSL VPNs for secure network access and
implement meshed or redundant IPsec VPNs.
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Topic 2
Deployment and System Configuration: This section covers how to set up initial configurations, implement
Fortinet Security Fabric, and configure an FGCP HA cluster; diagnose resources and connectivity.

Topic 3
Firewall Policies and Authentication: This topic covers how to set firewall policies, configure SNAT
DNAT, implement authentication methods, and deploy FSSO.

Topic 4
Content Inspection: This section covers how to inspect encrypted traffic, configure inspection modes, apply
web filtering, manage applications, set antivirus modes, and implement IPS for security.

Topic 5
Routing: This section covers how to set up packet routing with static routes and configure SD-WAN for
efficient traffic load balancing.

Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q31-Q36):
NEW QUESTION # 31 
Refer to the exhibits, which show the system performance output and the default configuration of high memory usage thresholds in a
FortiGate.

Based on the system performance output, what can be the two possible outcomes? (Choose two.)

A. FortiGate will start sending all files to FortiSandbox for inspection.
B. FortiGate has entered conserve mode.
C. Administrators cannot change the configuration.
D. Administrators can access FortiGate onlythrough the console port.

Answer: B,D

Explanation:
Based on the system performance output provided, the memory usage on the FortiGate device is at 90%, which is above the green
threshold (82%) but below the red threshold (88%). Given this high memory usage, the FortiGate device will enter "conserve mode"
to prevent further resource exhaustion. In conserve mode:
* B. FortiGate has entered conserve mode: When the memory usage reaches or exceeds certain thresholds (in this case, the green



and red thresholds), the FortiGate enters conserve mode to protect itself from running out of memory entirely. This mode limits some
functionalities to reduce memory usage and avoid a potential system crash.
* D. Administrators can access FortiGate only through the console port: During conserve mode, administrative access might be
restricted, and administrators may only be able to connect to the device via the console port. This restriction is in place to ensure that
the FortiGate can be managed directly, even under low resource conditions.
The other options are not correct:
* A. FortiGate will start sending all files to FortiSandbox for inspection: This is unrelated to memory usage and conserve mode.
* C. Administrators cannot change the configuration: While access may be limited, configuration changes can still be made via the
console port.
References
* FortiOS 7.4.1 Administration Guide - Monitoring System Resources and Performance, page 325.
* FortiOS 7.4.1 Administration Guide - Conserve Mode, page 330.

NEW QUESTION # 32 
Refer to the exhibit, which shows the IPS sensor configuration.

If traffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)

A. The sensor will gather a packet log for all matched traffic.
B. The sensor will allow attackers matching the Microsoft.Windows.iSCSl.Target.DoS signature.
C. The sensor will reset all connections that match these signatures.
D. The sensor will block all attacks aimed at Windows servers.

Answer: A,B

Explanation:
The IPS sensor configuration shows that:
* The Microsoft.Windows.iSCSI.Target.DoS signature is set to "Monitor" with packet logging enabled, meaning that while traffic
matching this signature will be allowed, it will also be logged for further analysis.
* The generic Windows filter is set to "Block," meaning that all other attacks matching this filter will be blocked. However, the
sensor will not reset connections or log packets unless specified.
Therefore, the sensor will allow attackers matching the specific DoS signature while blocking other attacks against Windows.
References:
* FortiOS 7.4.1 Administration Guide: IPS Configuration

NEW QUESTION # 33 



Refer to the exhibits.
Exhibit A.

Exhibit B.

An administrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization,
this object is not available on the downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf setting on ISFW (downstream) to set configuration-sync local.
B. Change the csf setting on Local-FortiGate (root) to set configuration-sync local.
C. Change the csf setting on Local-FortiGate (root) to set fabric-object-unification default.
D. Change the csf setting on ISFW (downstream) to set fabric-object-unification default.

Answer: C

Explanation:
Change the csf setting on Local-FortiGate (root) to set fabric-object-unification default.
The CLI command set fabric-object-unification is only available on the root FortiGate. When set to local, global objects will not be
synchronized to downstream devices in the Security Fabric. The default value is default.
Option A will not synchronise global fabric objects downstream.

NEW QUESTION # 34 
An administrator wants to monitor their network for any probing attempts aimed to exploit existing vulnerabilities in their servers.
Which two items must they configure on their FortiGate to accomplish this? (Choose two.)

A. A DoS policy, and log all UDP and TCP scan attempts
B. An application control profile, and set all application signatures to monitor
C. An IPS sensor to monitor all signatures applicable to the server
D. A web application firewall profile to check protocol constraints



Answer: A,C

Explanation:
B. Configure a DoS policy and log all UDP and TCP scan attempts.
A Denial of Service (DoS) policy can help monitor and mitigate scan attempts. By logging UDP and TCP scan attempts, the
administrator can identify potential probing activities.
C. Configure an IPS sensor to monitor all signatures applicable to the server.
An Intrusion Prevention System (IPS) sensor is crucial for monitoring and preventing various types of attacks, including those
targeting server vulnerabilities. Monitoring all relevant IPS signatures enhances the detection capabilities.
So, the correct choices are indeed B and C.

NEW QUESTION # 35 
Which two statements are correct when FortiGate enters conserve mode? (Choose two.)

A. FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled
B. FortiGate halts complete system operation and requires a reboot to regain available resources
C. FortiGate refuses to accept configuration changes
D. FortiGate continues to run critical security actions, such as quarantine.

Answer: A,D

Explanation:
FortiGate continues to run critical security actions, such as quarantine.
Even in conserve mode, FortiGate prioritizes critical security functions to ensure basic protections are still in place, such as
quarantining malicious traffic.
FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled.
When the system is in conserve mode and the "fail-open" setting is enabled, FortiGate will allow traffic to pass without IPS
inspection to ensure traffic flow continuity despite resource limitations.

NEW QUESTION # 36
......
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