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Q38):

NEW QUESTION # 33
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP
B. That the NAT device IP address and correct ports are configured on FortiManager

C. That the override server IP address is set on FortiManager and the NAT device

D. That the virtual IP address and correct ports are set on the NAT device

Answer: C,D

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the administrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D. That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's mternal IP to an external address, along
with the correct ports needed for communication.

Options B and C are incorrect because:

* Bsuggests setting the external [P on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cinplies configuring NAT device IP and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 34
An administrator enabled workspace mode and now wants to delete an address object that is currently referenced in a firewall
policy. Which two results can the administrator expect? (Choose two.)

A. FortiManager will disable the status of the address object until the changes are installed.

B. FortiManager will replace the deleted address object with the none address object in the referenced firewall policy.
C. FortiManager will temporarily change the status of the referenced firewall policy to disabled.

D. FortiManager will not allow the administrator to delete a referenced address object until they lock the ADOM.

Answer: B,D

Explanation:

When operating in workspace mode on FortiManager 7.4, the administrator must understand how object references and deletions
work:

* Option C- "FortiManager will not allow the administrator to delete a referenced address object until they lock the ADOM"In
workspace mode, all changes are managed within an Administrative Domain (ADOM) scope. When an object (like an address
object) is referenced in a policy, FortiManager prevents its deletion to maintain configuration integrity. The ADOM must be locked
by the administrator to make changes to any referenced objects. This locking mechanism ensures that no unintended deletions or
changes occur that could disrupt the policies or configuration.

* FortiManager Reference: "In workspace mode, changes to objects or policies require the ADOM to be locked. If an object is
referenced, you must lock the ADOM before deleting or modifying the object.”" (FortiManager 7.4 Administration Guide, Section on
Workspace Mode and ADOM Managemment)

* Option D- "FortiManager will replace the deleted address object with the none address object in the referenced firewall policy"If
the administrator attenpts to delete an address object that is currently referenced by a firewall policy, FortiManager will replace the
deleted object with the 'none' address object. This is done to maintain the policy structure and avoid policy corruption due to a
missing reference. This behavior ensures that the firewall policy remains syntactically correct, even though the specific address object
is no longer in use.

* FortiManager Reference: "When a referenced object is deleted, FortiManager will replace it with a 'none' object in the policy. This
behavior is to ensure the integrity and continuity of the policy configurations." (FortiManager 7.4 Administration Guide, Object
Management and Policy Handling in Workspace Mode)



NEW QUESTION # 35

Refer to the exhibit showing a Download Import Report. Why is it failing to import firewall policy ID
1?
vlart 1o Import contig Trom aevice|Kemote-rortuale) vaom(roor) 1o

idom(root), package(Remote-FortiGate_root)
firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

firewall address",FAIL,"(name=REMOTE_SUBNET, oid=2311,
eason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
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firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
:ontradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
F=::RTINET

aily"

e A Policy ID 1 for this managed FortiGate already exists on FortiManager in the policy package named Remote-FortiGate.

¢ B. Policy ID 1 is configured from the interface any to port6. FortiManager rejects the request to import this policy because
the any interface does not exist on FortiManager.

e C. The address object used in policy ID 1 already exists in the ADOM database with any as the interface association, and
conflicts with the address object interface association locally on FortiGate.

e D. Policy ID 1 does not have the ADOM Interface mapping configured on FortiManager.

Answer: D

Explanation:
When FMG is managing a FAZ, you cannot switch to advanced mode. And it s only in advanced mode Vdons of the same
Fortigate can be assigned to differents ADOM.

NEW QUESTION # 36
An administrator configures a new OSPF area on FortiManager and has not yet pushed the changes to the managed FortiGate
device. In which database will the configuration be saved?

A. Device-level database

B. ADOM-level database

C. Configuration-level database
D. Revision history database

Answer: A

NEW QUESTION # 37

Refer to the exhibit. A service provider administrator has assigned a global policy package to a managed customer ADOM named
My ADOM, which has four policy packages. The customer administrator has access only to My ADOM.

How can the customer or service provider administrators remove the global header policy from the policy package named

Shared Package?
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A. The customer administrator can unassign the policy by locking My ADOM.

B. The customer administrator can unassign the global policy from My ADOM.

C. The service provider administrator can unassign the policy from the global ADOM.
D. The service provider administrator can unassign the global policy from My ADOM.

Answer: C

NEW QUESTION # 38
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