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GIAC Cloud Security Automation Sample Questions (Q62-Q67):
NEW QUESTION # 62 
Which tool is commonly used for configuration management in cloud environments?
Response:

A. Kubernetes
B. Docker
C. Puppet
D. Terraform

Answer: C

NEW QUESTION # 63 
Which two techniques help ensure regulatory compliance in a DevSecOps environment?
(Choose Two)
Response:

A. Implementing compliance as code
B. Delaying policy enforcement
C. Automating compliance checks
D. Limiting monitoring capabilities

Answer: A,C

NEW QUESTION # 64 
Which two practices can help secure containers in a cloud environment?
(Choose Two)
Response:

A. Disabling network monitoring for containers
B. Using image signing to verify integrity
C. Hardcoding credentials in container images
D. Enforcing least privilege access for containers

Answer: B,D

NEW QUESTION # 65 
Which security feature of Kubernetes is used to manage sensitive information like passwords, OAuth tokens, and SSH keys?
Response:

A. Secrets
B. Persistent volumes
C. Namespaces
D. Service accounts

Answer: A

NEW QUESTION # 66 
What is the role of virtual patching in cloud security?
Response:

A. To reduce the need for regular security updates
B. To provide additional layers of security for virtual machines



C. To replace traditional firewalls with virtualized equivalents
D. To fix vulnerabilities in application code without modifying it directly

Answer: D

NEW QUESTION # 67
......
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We constantly improve and update our GCSA study materials and infuse new blood into them according to the development needs
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