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NEW QUESTION # 145 
Which API is used for Content Security?

A. IOS XR API
B. NX-OS API
C. OpenVuln API
D. AsyncOS API

Answer: D

Explanation:
Content Security is a term that encompasses various security features and solutions that protect the data and applications from
threats such as malware, ransomware, phishing, data loss, and unauthorized access. Content Security includes products such as
Cisco Email Security, Cisco Web Security, Cisco Cloudlock, and Cisco Umbrella. These products use the AsyncOS API, which is
a RESTful API that allows administrators and developers to programmatically interact with the content security appliances and
services. The AsyncOS API enables tasks such as configuration, reporting, monitoring, troubleshooting, and automation of content
security policies and actions. The AsyncOS API is based on the HTTP protocol and uses JSON or XML as the data format. The
AsyncOS API also supports authentication, authorization, rate limiting, and error handling mechanisms. The AsyncOS API
documentation provides the details of the available resources, methods, parameters, and responses for each content security
product. References :=
* Cisco Content Security Products
* AsyncOS API Overview
* AsyncOS API Documentation
1: https://www.cisco.com/c/en/us/products/security/content-security/index.html 2:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/API/b_ESA_API_13_0_1/b_ESA_API_13_0_1_cha
https://developer.cisco.com/docs/email-security/#!asyncos-api-overview

NEW QUESTION # 146 
Drag and drop the threats from the left onto examples of that threat on the right

Answer:

Explanation:



Explanation:

Explanation:
A data breach is the intentional or unintentional release of secure or private/confidential information to an untrusted environment.
When your credentials have been compromised, it means someone other than you may be in possession of your account information,
such as your username and/or password.

NEW QUESTION # 147 
An attacker needs to perform reconnaissance on a target system to help gain access to it. The system has weak passwords, no
encryption on the VPN links, and software bugs on the system's applications. Which vulnerability allows the attacker to see the
passwords being transmitted in clear text?

A. weak passwords for authentication
B. improper file security
C. unencrypted links for traffic
D. software bugs on applications

Answer: C

Explanation:
Explanation
https://www.cisco.com/ELearning/bulk/public/celc/CRS/media/targets/resources_mod07/7_3_5_improving_secu



NEW QUESTION # 148 
An engineer wants to automatically assign endpoints that have a specific OUI into a new endpoint group. Which probe must be
enabled for this type of profiling to work?

A. SNMP
B. NetFlow
C. DHCP
D. NMAP

Answer: D

Explanation:
Explanation Cisco ISE can determine the type of device or endpoint connecting to the network by performing "profiling." Profiling is
done by using DHCP, SNMP, Span, NetFlow, HTTP, RADIUS, DNS, or NMAP scans to collect as much metadata as possible
to learn the device fingerprint. NMAP ("Network Mapper") is a popular network scanner which provides a lot of features. One of
them is the OUI (Organizationally Unique Identifier) information. OUI is the first 24 bit or 6 hexadecimal value of the MAC address.
Note: DHCP probe cannot collect OUIs of endpoints. NMAP scan probe can collect these endpoint attributes: + EndPointPolicy +
LastNmapScanCount + NmapScanCount + OUI + Operating-system Reference: http://www.network-
node.com/blog/2016/1/2/ise-20-profiling Cisco ISE can determine the type of device or endpoint connecting to the network by
performing "profiling." Profiling is done by using DHCP, SNMP, Span, NetFlow, HTTP, RADIUS, DNS, or NMAP scans to
collect as much metadata as possible to learn the device fingerprint.
NMAP ("Network Mapper") is a popular network scanner which provides a lot of features. One of them is the OUI
(Organizationally Unique Identifier) information. OUI is the first 24 bit or 6 hexadecimal value of the MAC address.
Note: DHCP probe cannot collect OUIs of endpoints. NMAP scan probe can collect these endpoint attributes:
+ EndPointPolicy
+ LastNmapScanCount
+ NmapScanCount
+ OUI
+ Operating-system
Explanation Cisco ISE can determine the type of device or endpoint connecting to the network by performing "profiling." Profiling is
done by using DHCP, SNMP, Span, NetFlow, HTTP, RADIUS, DNS, or NMAP scans to collect as much metadata as possible
to learn the device fingerprint. NMAP ("Network Mapper") is a popular network scanner which provides a lot of features. One of
them is the OUI (Organizationally Unique Identifier) information. OUI is the first 24 bit or 6 hexadecimal value of the MAC address.
Note: DHCP probe cannot collect OUIs of endpoints. NMAP scan probe can collect these endpoint attributes: + EndPointPolicy +
LastNmapScanCount + NmapScanCount + OUI + Operating-system Reference: http://www.network-
node.com/blog/2016/1/2/ise-20-profiling

NEW QUESTION # 149 
Which encryption algorithm provides highly secure VPN communications?

A. AES 256
B. 3DES
C. DES
D. AES 128

Answer: A

Explanation:
AES (Advanced Encryption Standard) is a symmetric encryption algorithm that uses the same key to encrypt and decrypt data. It
turns plain text into a code that only the intended recipient can read. AES has different key sizes, such as 128, 192, and 256 bits.
The larger the key size, the more secure and complex the encryption is. AES 256 is the most secure encryption algorithm for VPN
communications, as it uses a 256-bit key that would take an enormous amount of time and computing power to crack. AES 256 is
widely used by VPN providers, as it offers a high level of security and performance for VPN tunnels. AES 256 is also
recommended by the U.S. government for protecting classified information. References :=
* How Does a VPN Securely Encrypt Your Connection?
* What Is VPN Encryption, Types, Protocols And Algorithms Explained
* What is AES (Advanced Encryption Standard)?
* What is VPN Encryption & How Does it Work?
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