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CompTIA Cloud+ (2024) Sample Questions (Q84-Q89):

NEW QUESTION # 84
Servers i the hot site are clustered with the main site.

A. Offfine server backups are replicated hourly from the main site.

B. Which of the following best describes a characteristic of a hot site?

C. Network traffic is balanced between the main site and hot site servers.
D. All servers are replicated from the main site in an online status.

Answer: D

Explanation:

When servers in a hot site are clustered with the main site, it indicates that all servers are replicated from the main site in an online
status. This means that the hot site maintains a live, real-time copy of data and applications, ensuring immediate availability in the
event of a failure at the main site. Unlike options A and B, which describe load balancing and backup strategies respectively,
clustering with a hot site as described in option C ensures that the hot site can take over with minimal downtime, maintaining business
continuity.

NEW QUESTION # 85

A cloud administrator learns that a major version update. 4.6.0. is available for a business-critical application.

The application is currently on version 4.5.2. with additional minor versions 3, 4, and 5 available. The administrator needs to perform
the update while mmnimizing downtime. Which of the following should the administrator do first?

e A Create a test environment and apply the major update

¢ B. Apply the minor updates and then restart the machine before applying the major update.

¢ C. Stop the service and apply the major updates directly.

¢ D. During off hours, decommission the machine and create a new one directly on major update 4.6.0.

Answer: A

Explanation:

The first step the administrator should take is to create a test environment and apply the major update there.

This allows for testing the new version without impacting the production environment, thus minimizing downtime and the potential for
unexpected issues.

Creating test environments and conducting thorough testing before applying updates in production is a risk mitigation strategy
covered under cloud deployment and operations in the CompTIA Cloud+ certification.

NEW QUESTION # 86
A cloud security analyst is looking for existing security vulnerabilities on software applications.
Which of the following describes this vulnerability management phase?

A. identification
B. Report

C. Remediation
D. Analyze

Answer: A

Explanation:

The phase of vulnerability management that involves looking for existing security vulnerabilities on software applications is known as
'Identification’. This step precedes analysis, reporting, and remediation, focusing on discovering known and unknown vulnerabilities
within the system or software to assess the security posture effectively.

NEW QUESTION # 87
A security engineer Identifies a vulnerability m a containerized application. The vulnerability can be exploited by a privileged process
to read tie content of the host's memory. The security engineer reviews the following Dockerfile to determine a solution to mitigate



similar exploits:

‘Which of the following is the best solution to prevent similar exploits by privileged processes?

A. Adding the USER myappuserinstruction

B. Patching the host running the Docker daemon

C. Changing FROM alpiner3.17 to FROM alpinelatest

D. Running the container with the ready-only filesystem configuration

Answer: A

Explanation:

Adding the "USER myappuser" struction to the Dockerfile is the best solution to prevent similar exploits by privileged processes.
This nstruction ensures that the container runs as a non-privileged user instead of the root user, significantly reducing the risk of
privileged exploits. Running containers with least privilege principles minimizes the potential impact of vulnerabilities, enhancing the
overall security posture of the containerized environment.

The ConpTIA Cloud+ framework includes security concerns, measures, and concepts for cloud operations, highlighting the
importance of container security practices, such as running containers as non-root users to prevent unauthorized access and
exploitation.

NEW QUESTION # 88
A cloud engineer is troubleshooting a connectivity issue. The application server with IP 192.168.1.10 in one subnet is not connecting
to the MySQL database server with IP 192.168.2 20 in a different subnet. The cloud engineer reviews the following information:
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Which of the following should the cloud engineer address lo fix the communication issue?

A. The Application Server Subnet Routing Table
B. The MySQL Server Stateful Firewall

C. The MySQL Server Subnet Routing Table
D. The Application Server Stateful Firewall



Answer: B

Explanation:

The connectivity issue between the application server and the MySQL database server in different subnets is likely due to the
MySQL Server Stateful Firewall's inbound rules. The application server has an IP of

192.168.1.10, but the MySQL server's inbound rules only permit IP 192.168.1.10/32 on port 3306. This rule allows only a single
IP address (192.168.1.10) to communicate on port 3306, which is typical for MySQL.

However, if the application server's IP is not 192.168.1.10 or the application is trying to communicate on a different port, it would
be blocked. To fix the commumnication issue, the cloud engineer should address the inbound rules on the MySQL Server Stateful
Firewall to ensure that the application server's IP address and the required port are allowed. References: Based on the information
provided in the question and general networking principles.

NEW QUESTION # 89
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