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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q33-Q38):
NEW QUESTION # 33 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices must be deployed in two different regions.
B. The FortiGate devices must not be deployed in the same VPC.
C. The FortiGate devices can be deployed in the same subnet.
D. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.

Answer: A,D

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
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The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 34 
You have been tasked with destroying all resources relating to a recent active-active high-availability (HA) FGSP Terraform
deployment in Google Cloud.
What steps do you have to take to ensure a successful deletion? (Choose two.)

A. Delete all resources manually because active-active HA clusters cannot be destroyed using Terraform.
B. Use the command terraform plan before destroying the Terraform template.
C. Use the command terraform destroy to delete all resources deployed by the Terraform template.
D. Delete all dependencies to resources relating to the Terraform template.

Answer: C,D

Explanation:
Removing dependencies prevents resource conflicts during deletion.
terraform destroy is the correct command to cleanly and completely remove all resources created by the Terraform deployment.

NEW QUESTION # 35 
Your organization is running an application in their shared services virtual public cloud (VPC) and must control network access
natively in the cloud.
How can your organization meet this requirement?

A. Create a firewall policy for the entire VPC that allows access from all networks.
B. Create a firewall rule that allows access to the application instance only.
C. Create another VPC in front of the shared services VPC and deploy FortiGate.
D. Create IAM access to allow access from specified resources only.

Answer: B

Explanation:
Creating specific firewall rules that restrict access directly to the application instance allows precise native network access control
within the shared services VPC.

NEW QUESTION # 36 
An organization has decided to deploy an active-active high-availability cluster in Google Cloud.
Which three load balancing features are critical to the successful deployment of the cluster? (Choose three.)

A. The forwarding rule for the internal passthrough network load balancer as the next hot for custom routes
B. The symmetric hashing of the internal passthrough network load balancer
C. The L3_DEFAULT protocol in the forwarding rule of the internal passthrough network load balancer
D. The session termination of the external passthrough network load balancer
E. The health check used by the internal and the external passthrough network load balancer

Answer: A,B,E

Explanation:
Health checks ensure load balancers route traffic only to healthy cluster members.
Forwarding rules act as next hops in routing, directing traffic appropriately within the HA cluster.
Symmetric hashing ensures consistent and balanced traffic distribution across cluster members, critical for active-active deployments.

NEW QUESTION # 37 
Refer to the exhibit.



Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A
instance? (Choose two.)

A. West-bound
B. South-bound
C. East-bound
D. North-bound

Answer: B,C

Explanation:
South-bound traffic refers to traffic coming from outside the network (the client 198.51.100.10) into the internal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

NEW QUESTION # 38
......
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