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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q44-Q49):

NEW QUESTION # 44

Refer to the exhibit.

branchl_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1 dscp_tag=0xff Oxff flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 sport=0-65535 iif=7
dport=53 path(l) oif=3(portl)

source wildcard(1l): 0.0.0.0/0.0.0.0

destination wildcard(l): 4.2.2.1/255.255.255.255

hit_count=0 last used=2022-03-25 10:53:26

1d=2131165185(0x7£070001) vwl_service=1(Critical-DIA) vwl mbr seg=1 2 dscp_tag=0xff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2)
oif=3(portl) oif=4(port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(3): GoToMeeting(4294836566,0,0,0, 16354)

Microsoft.0ffice.365.Portal (4294837474,0,0,0, 41468) sSalesforce(4294837976¢,0,0,0, 16520)
hit_count=0 last_used=2022-03-24 12:18:16

1d=2131165186(0x7£070002) vwl_servicé€=Z(Non-Critical-DIA) vwl_mbr_seqg=2 dscp_tag=0xff
Oxff flags=0x0 tos=0x00 tos_masks0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535
path(l) oif=4 (port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.:0/0.0.0.0

d&:Hrmmuzgwaeaoe,o,o,o, 15832) Twitter (4294838278,0,0,0, 16001)
it esuwcto Aok RA. 3-24 12:18:16

id=2131165187(0x7£070003) vwl_service=3(all_rules) vwl mbr seq=l dscp_tag=0Oxff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-€5535 path(l)
oif=3(portl)

source(l): 0.0.0.0-255.255.255.255

destination(l): 0.0.0.0-255.255.255.255

hit count=0 last used=2022-03-25 10:58:12

Based on the output, which two conclusions are true? (Choose two.)

A. The SD-WAN rules take precedence over regular policy routes.
B. The all_rules rule represents the implicit SD-WAN rule.
C. There is more than one SD-WAN rule configured.

D. Entry 1(id=1) is a regular policy route.
Answer: C,D

NEW QUESTION # 45
Refer to the exhibit.
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config system W
set status enable
set load-balance source-dest-ip-based
config zone
edit "virtual-wan-link"
next
edit "SASE"
next
edit "underlay”
next
end
config members
edit 1
sér Interface "portl"™
sét zone “underlay"”
set gateway 192.2.0.2
next
edit 2
set interface "port2"
set zone "underlay"”
set gateway 192.2.0.10
next
end
end

Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?

A. All traffic froma source IP to a destination IP is sent to the least used interface.
B. All traffic froma source IP is sent to the same interface.

C. All traffic froma source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the same interface.

Answer: D

Explanation:
Study Guide 7.2, page 176.

NEW QUESTION # 46
Exhibit.



check (VPN PING

AT

Pl

The exhibit shows the output of the command diagnose sys sdwan health-check status collected on a FortiGate device. Which two
statements are correct about the health check status on this FortiGate device? (Choose two.)

A. The health-check VPN PING orders the members according to the lowest jitter.
B. The interface T INET 0 missed three SLA targets.

C. There is no SLA criteria configured for the health-check Level3 DNS.

D. The mnterface T INET 1 missed one SLA target.

Answer: A,C

Explanation:

According to the FortiGate / FortiOS 6.4.2 Administration Guide, the health check status command displays the status of the health
check probes for each SD-WAN member interface. The output includes the following information:

state: the current state of the interface, either alive or dead

packet-loss: the percentage of packets lost during the health check

latency: the average round-trip time in milliseconds

jitter: the variation in latency

mos: the mean opinion score, a measure of voice quality

bandwidth: the available bandwidth in kilobits per second for each direction (up, down, bi) sla map: a bitmap that indicates which
SLA criteria are met or failed Based on the exhibit, the following statements are correct:

The health-check VPN_PING orders the members according to the lowest jitter. This means that the interface with the lowest jitter
value is listed first, followed by the next lowest, and so onl. In the exhibit, the order is T MPLS, T INET 1,and T INET 0.
There is no SLA criteria configured for the health-check Level3 DNS. This means that the health check does not use any SLA
parameters to determine the state of the interface2. In the exhibit, the sla map value is 0x0 for both portl and port2, indicating that
no SLA criteria are applied.

NEW QUESTION # 47
Refer to the exhibits.



Exhibit A

config duplication
edit 1
set srcaddr "10.0.1.0/24"
set dstaddr "10.1.0.0/24"
set srcintf "ports”
set dstintf "overlay”
set service “ALL"
set packet-duplication force
next
end

branchl_fgt # diagnose sys sdwan zone
Zone SASE index=2
members (0) :
Zone overlay index=4
members (3): 19(T_INET_0_0) 20(T_INET_1_0) 21T MPLS 0)
Zone underlay index=3
members(2): 3(portl) 4(port2)
Zone virtual-wan-link index=)
members (0) ;

1.274665 portéwdn 10.0.1.101 -> 10.1.0.

1 echo request
1.275788 T_INET_0_0 out 10.0.1.101 -> 10.

ot

1.

icmp: echo request
icmp: echo request

icnp‘

1.275790 T INET 1 0 out 10.0.1.101 -> 1 s

1.275801 T_HPLS”O out 10.0.1.101 -> 10. icmp: echo request
1.278365 T_INET_1_0 in 10.1.0.7 -> 10.0.1.1 icmp: echo reply
1.278553 port5 out 10.1.0.7 -> 10.0.1.101: icmp: echo reply

1.0.7
1.0.7
0.7:
01:

Exhibit B

3.874431 T_INET 1 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874630 port5 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874895 T_INET_0_0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.875125 T MPLS_ "0 in 10.0.1.101 -> 10.1.0. 7 icmp: echo request
3.875054 ports in 10.1.0.7 -> 10.0.1.101: H ocho repl
3.875308 T_INET 1 0 out 10.1.0.7 -> 10.0.

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate

acting as the sender. Exhibit B shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that
FortiGate forwards an ICMP echo request packet over three overlays, but it only receives one reply packet through T INET 1 0.
Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the sender FortiGate, duplication-max-num s set to 3.

D. On the receiver FortiGate, packet-de-duplication is enabled.

Answer: A,D

NEW QUESTION # 48
Exhibit.

B. The ICMP echo request packets sent over T INET 0 0and T MPLS 0 were dropped along the way.
C. The ICMP echo request packets received over T INET 0 0 and T MPLS 0 were offloaded to NPU.



" mag=" Lfﬁ c t1nu—1 statistics" action=' 'Uﬁrél atat"‘ remip=100. 54 1. g 1:L1*—lc? 2.0.9
00 locport=500 outintf="porti"™ coo klP' 73c72b48060051d/529%ac 4J4432“J°bc user="N/A"
gro ur—"h’A“ useralt="N/A" xauthuser="N/A" Aaut"qrxaru'hfh" assignip=10.202.1.1
vpntunnel="T_INET 1" tunnelip=N/A tunnelid=2595348112 tunneltype="ipsec" duration=3581

sentbyte=386431 rcvdbyte=387326 nextstat=600 advpnsc=0

A0

[«.]1ogid="0101037141" type="event" subtype="vpn" lewvel="notice” vd="root" logdesc="IPsec tunnel
statistics" msg="IPsec tunnel statistics" action="tunnel-stats" remip=172.16.0.9 locip=172.1€.0.1
rempor:=5£0 locport=500 outinti="portd" cookies="0624890597f0096d/edlbd5247375c46f" user="N/A"
group="N/A" useralt="N/A" xathJE r="N/A" VlJL'}L-up: N/A" assignip=N/A vpntunnel T MPLS_O"
thﬁrﬂ-‘l— +0.0.0 tunnelid= 255534\1“1 tunneltype="ipsec” duration=223 sentbyte=115040

byte=345160 nextstat=600 advphnsc=1
logid="0101037141" type="event" subtype="vpn" level="notice" vd="root" logdeac="IPsec tunnel
msg="IPsec tunnel statistics"™ action="tunnel-stats” remip=100.64.1.1 locip=192.2.0.1

locport=500 outintf="portl" cookies="747b432459497188/6616a969a6937853" user="N/A"
group="N/A" useralt="N/A" xauthuser="N/A" xauthgroup="N/A" assignip=10.201.1.1
vpntunnel="T_ INET 0" tunnelip=N/A tunnelid=2595348115 tunneltype="ipsec" duration=3580
sentbyte=388020 rcvdbyte=387994 nextstat=600 advpnsc=0

The exhibit shows VPN event logs on FortiGate. In the output shown in the exhibit, which statement is true?

A. There are no IPsec tunnel statistics log messages for ADVPN cuts.
B. The VPN tunnel T MPLS 0 is a shortcut tunnel.

C. There is one shortcut tunnel built from master tunnel T MPLS 0.
D. The master tunnel T INET 0 cannot accept the ADVPN shortcut.

Answer: B

NEW QUESTION # 49
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