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Exam Topic

There are FCP - FortiGate 7.4 Administrator (FCP_FGT AD-7.4) exam questions provided in FCP - FortiGate 7.4 Administrator
(FCP_FGT _AD-7.4) PDF questions format which can be viewed on smartphones, laptops, and tablets. So, you can easily study
and prepare for your FCP - FortiGate 7.4 Admnistrator (FCP_FGT AD-7.4) exam anywhere and anytime. You can also take a
printout of these Fortinet PDF Questions for off-screen study.

Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q44-Q49):

NEW QUESTION # 44
‘Which statement is a characteristic of autormation stitches?

A. They can have one or more triggers.

B. They can be run only on devices in the Security Fabric.

C. They can run multiple actions at the same time.

D. They can be created only on downstream devices in the fabric.

Answer: A

Explanation:

Automation stitches on FortiGate can have one or more triggers, which are conditions or events that activate the automation stitch.
The trigger defines when the automation stitch should execute the defined actions. Actions within a stitch can be executed
sequentially or in parallel, depending on the configuration.

Reference:

FortiOS 7.4.1 Administration Guide: Autormation Stitches

NEW QUESTION # 45

A network administrator has configured an SSL/SSH inspection profile defined for full SSL inspection and set with a private CA
certificate. The firewall policy that allows the traffic uses this profile for SSL inspection and perforns web filtering. When visiting any
HTTPS websites, the browser reports certificate warning errors.

‘What is the reason for the certificate warning errors?

e A. With full SSL inspection it is not possible to avoid certificate warning errors at the browser level.

¢ B. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.

e C. The SSL cipher compliance option is not enabled on the SSL inspection profile. This setting is required when the SSL
inspection profile is defined with a private CA certificate.

¢ D. The browser does not recognize the certificate in use as signed by a trusted CA.

Answer: D

Explanation:

The certificate warning errors occur because the SSL inspection profile is configured to use a private CA certificate that is not
recognized by the browser as being signed by a trusted CA. For the browser to trust the FortiGate's re-signed certificates, the CA
certificate used by FortiGate for SSL inspection must be installed in the browser's trusted certificate store. Until the browser
recognizes the certificate authority (CA) as trusted, it will continue to display warning errors when accessing HTTPS websites.
Reference:

FortiOS 7.4.1 Admnistration Guide: SSL/SSH Inspection Configuration

NEW QUESTION # 46
Refer to the exhibit.
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The exhibit shows a diagram of'a FortiGate device connected to the network and the firewall policy and IP pool configuration on the
FortiGate device.
Which two actions does FortiGate take on internet traffic sourced from the subscribers? (Choose two.)

A. FortiGate allocates 128 port blocks per user.

B. FortiGate allocates port blocks per user, based on the configured range of internal IP addresses.
C. FortiGate generates a system event log for every port block allocation made per user.

D. FortiGate allocates port blocks on a first-come, first-served basis.

Answer: C,D

Explanation:

B: FortiGate allocates port blocks on a first-come, first-served basis

C: For logging purposes, when FortiGate allocates a port block to a host, it generates a system event log to inform the administrator
Not A: FortiGate allocates a block size and number per host for a range of external addresses Not D: It allows 8 blocks of 128
ports per host FortiGate allocates port blocks on a first-come, first-served basis.

For logging purposes, when FortiGate allocates a port block to a host, it generates a system event log to inform the administrator.

NEW QUESTION # 47
View the exhibit.
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Which two behaviors result from this full (deep) SSL conﬁgtlration? (Choose two.)

A. A temporary untrusted FortiGate certificate replaces the server certificate when the server certificate is untrusted.

B. A temporary trusted FortiGate certificate replaces the server certificate, even when the server certificate is untrusted.
C. A temporary trusted FortiGate certificate replaces the server certificate when the server certificate is trusted.

D. The browser bypasses all certificate warnings and allows the connection.

Answer: A,C

Explanation:
C. A temporary trusted FortiGate certificate replaces the server certificate when the server certificate is trusted.
D. A temporary untrusted FortiGate certificate replaces the server certificate when the server certificate is untrusted.



In a full (deep) SSL configuration, a temporary untrusted FortiGate certificate replaces the server certificate when the server
certificate is untrusted, and a temporary trusted FortiGate certificate replaces the server certificate when the server certificate is
trusted.

The behavior that results from this full (deep) SSL configuration is that a temporary untrusted FortiGate certificate replaces the
server certificate when the server certificate is untrusted. Additionally, a temporary trusted FortiGate certificate replaces the server
certificate when the server certificate is trusted.

NEW QUESTION # 48

FortiGate is integrated with FortiAnalyzer and FortiManager.

When a firewall policy is created, which attribute is added to the policy to improve functionality and to support recording logs to
FortiAnalyzer or FortiManager?

A. Universally Unique Identifier
B. (Sequence ID

C. LogID

D. Policy ID

Answer: A

Explanation:
When a firewall policy is created in FortiGate integrated with FortiAnalyzer and FortiManager, a Universally Unique Identifier
(UUID) is added to the policy to support logging and management.

NEW QUESTION # 49
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