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Juniper Security, Associate (JNCIA-SEC) Sample Questions (Q61-Q66):

NEW QUESTION # 61
Which two criteria would be used for matching in security policies? (Choose two.)

A. MAC address
B. interface name
C. source address
D. applications

Answer: C,D

Explanation:

Security policies in Junos OS match traffic based on specific criteria:

* Source and destination addresses(Option B).

* Application(Option D), which may be defined as services (e.g., tcp/80) or recognized through AppID.
Other options:

* MAC addresses(Option A) are not used in policy matching; policies operate at Layer 3/4.

* Interface name(Option C) is used in firewall filters, not in security policy definitions.

Correct Criteria:Source address and Applications

Reference:Juniper Networks -Security Policy Match Conditions, Junos OS Security Fundamentals.

NEW QUESTION # 62
Click the Exhibit button.

M Exhibit

[edit sgfurT™™ policies from-zone TIHN®E to-zone Trust]
user@SRX4 show
pelicy allow=all |
match |
source-address any:
destination-address anys

application anys

then {

permit;

Which type of policy is shown in the exhibit?

A. default policy
B. intra-zone policy
C. inter-zone policy
D. global policy

Answer: B

Explanation:

From the exhibit configuration:

[edit security policies from+zone Trust to-zone Trust]
policy allow-all {

match {

source-address any;

destination-address any;

application any;

}

then {
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permit;
}
}

* Thefrom-zoneandto-zoneare both set toTrust # Trust.

* This means the policy is governing trafficwithin the same zone.

* Policies within the same zone are calledintra-zone policies.

Analysis of options:

* Global policy (A):Applied universally across zones, not zone-specific. Not the case here.

* Inter-zone policy (B):Applies between twodifferentzones (e.g., Trust # Untrust). Not the case here since both zones are Trust.
* Intra-zone policy (C):Correct. Applies to traffic within the same zone (Trust # Trust).

* Default policy (D):The implicit deny-all policy that applies when no policy matches. Not shown in this exhibit.

Correct Policy Type:Intra-zone policy

Reference:Juniper Networks -Security Policy Types (Inter-zone, Intra-zone, and Global), Junos OS Security Fundamentals.

NEW QUESTION # 63
Which two statements about destination NAT are correct? (Choose two.)

A. Destination NAT enables hosts on the Internet to access resources on a private network.
B. SRX Series Firewalls support pool-based destination NAT.

C. Destination NAT enables hosts on a private network to access resources on the Internet.
D. SRX Series Firewalls support interface-based destination NAT.

Answer: A,B

Explanation:

* Destination NAT purpose (Option C):Used to allow external hosts on the Internet to access internal

/private resources (such as a web server in the DMZ). Destination NAT changes the destination IP of incoming traffic to match the
internal server.

* Pool-based NAT (Option D):SRX supports destination NAT pools, allowing multiple public IP addresses or ranges to be
translated to internal servers.

* Incorrect options:

* Option A describessource NAT, not destination NAT.

* Option B is incorrect because SRX does not support "interface-based" destination NAT.

Correct Statements:C and D

Reference:Juniper Networks -NAT Types and Configurations (Source, Destination, and Static), Junos OS Security Fundamentals.

NEW QUESTION # 64
Click the Exhibit button.



user@SRX> show security policies peolicy-name https-access detail
Policy: https-access, action-type: permit, services-offload:not-configured , State: enabled, Index: 9, Scope
Policy: 0
Policy Type: Configured
Sequence number: 1
From zone: Trust, To zone: Untrust
Source vrf group:
any
Destination vrf group:
any
Source addresses:
any-ipvd (global): 0.0.0.0/0
any-ipvé(global): ::/0
Destination addresses:
any-ipv4 (global): 0.0.0.0/0
any-ipvé (global): ::/0
Application: junos-https
IP protocol: tcp, ALG: 0,@@facFivity timeout: 1800
Source port range: [0-0]
Destination ports: 443
Source identity feeds:
any

Destination identity feeds:
any
Per policy TCP Options: SYN check: No, SEQ check: No, Windoy 3 :iNo

Seqs:’gn Fatedl at,: ass
Referring to the exhibit, which two statements are correct? (Choose two.)

-

A. This security policy permits HTTPS traffic.

B. This security policy is the second security policy in the list.
C. This security policy uses a non-default inactivity timeout.
D. This security policy is a zone-based security policy.

Answer: A,C

Explanation:

From the exhibit output:

* Policy Information:

* Policy: https-access, action-type: permit

* From zone: Trust, To zone: Untrust

* Application: junos-https

* TP protocol: tcp, Destination port: 443

* Inactivity timeout: 1800

* Sequence number: 1

Analysis:

* Option A:Correct. The default nactivity timeout for flow sessions is60 seconds for TCP without activity. This policy shows
aninactivity timeout of 1800 seconds, which is non-default.

* Option Bincorrect. The policy shows Sequence number: 1, which means it is thefirst policy, not the second.

* Option C:Correct. The policy explicitly matches application junos-https (TCP port 443) and has an action of permit. Therefore, it
allows HTTPS traffic.

* Option DiIncorrect. This is clearly azone-based policy, but the question asks for two correct statements. Between the four
options, the explicitly correct ones are A and C.

Correct Statements:This security policy uses a non-default mactivity timeout, and this security policy permits HTTPS traffic.
Reference:Juniper Networks -Security Policy Configuration and Defaults, Junos OS Security Fundamentals.

NEW QUESTION # 65

You have created a series of security policies permitting access to a variety of services. You now want to create a policy that blocks
access to all other services for all user groups.

‘What should you create in this scenario?

A. Juniper ATP policy

B. IDP policy

C. global security policy

D. integrated user firewall policy



Answer: C

Explanation:

To enforce acatch-all blocking policyafter other specific policies, the correct solution is aglobal security policy (Option A).

* Global policiescan apply universally across zones, and an administrator can configure a final "deny all" rule to block any unmatched
traffic.

* ATP policy (Option B):Protects against advanced threats, not used for catch-all rule enforcement.

* IDP policy (Option C)Focuses on intrusion detection and prevention signatures, not general traffic blocking,

* Integrated user firewall policy (Option D):Applies policies based on user identity, but it does not provide a universal block across
all services.

Correct Solution:Global security policy

Reference:Juniper Networks -Global Security Policies, Junos OS Security Fundamentals.

NEW QUESTION # 66
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