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Questions (Q82-Q87):

NEW QUESTION # 82

A data engineer must use AWS services to ingest a dataset into an Amazon S3 data lake. The data engineer profiles the dataset and
discovers that the dataset contains personally identifiable information (PII). The data engineer must implement a solution to profile the
dataset and obfuscate the PIL

‘Which solution will meet this requirement with the LEAST operational effort?

¢ A Ingest the dataset infto Amazon DynamoDB. Create an AWS Lambda function to identify and obfuscate the PII in the
DynamoDB table and to transform the data. Use the same Lambda finction to ingest the data into the S3 data lake.

¢ B. Use an Amazon Kinesis Data Firehose delivery stream to process the dataset. Create an AWS Lambda transform function
to identify the PII. Use an AWS SDK to obfuscate the PII. Set the S3 data lake as the target for the delivery stream.

e (. Use the Detect PII transformin AWS Glue Studio to identify the PII. Obfuscate the PII. Use an AWS Step Functions
state machine to orchestrate a data pipeline to ingest the data into the S3 data lake.

e D. Use the Detect PII transform in AWS Glue Studio to identify the PII. Create a rule in AWS Glue Data Quality to
obfuscate the PII. Use an AWS Step Functions state machine to orchestrate a data pipeline to ingest the data into the S3 data
lake.

Answer: D

Explanation:

AWS Glue is a fully managed service that provides a serverless data integration platform for data preparation, data cataloging, and
data loading. AWS Glue Studio is a graphical interface that allows you to easily author, run, and monitor AWS Glue ETL jobs.
AWS Glue Data Quality is a feature that enables you to validate, cleanse, and enrich your data using predefined or custom rules.
AWS Step Functions is a service that allows you to coordinate multiple AWS services into serverless workflows.

Using the Detect PII transform in AWS Glue Studio, you can automatically identify and label the PII in your dataset, such as names,
addresses, phone numbers, email addresses, etc. You can then create a rule in AWS Glue Data Quality to obfuscate the PII, such as
masking, hashing, or replacing the values with dummy data.

You can also use other rules to validate and cleanse your data, such as checking for null values, duplicates, outliers, etc. You can
then use an AWS Step Functions state machine to orchestrate a data pipeline to ingest the data into the S3 data lake. You can use
AWS Glue DataBrew to visually explore and transform the data, AWS Glue crawlers to discover and catalog the data, and AWS
Glue jobs to load the data into the S3 data lake.

This solution will meet the requirement with the least operational effort, as it leverages the serverless and managed capabilities of
AWS Glue, AWS Glue Studio, AWS Glue Data Quality, and AWS Step Functions.

You do not need to write any code to identify or obfuscate the PII, as you can use the built-in transforns and rules in AWS Glue
Studio and AWS Glue Data Quality. You also do not need to provision or manage any servers or clusters, as AWS Glue and AWS
Step Functions scale automatically based on the demand.

The other options are not as efficient as using the Detect PII transform n AWS Glue Studio, creating a rule in AWS Glue Data
Quality, and using an AWS Step Functions state machine. Using an Amazon Kinesis Data Firehose delivery streamto process the
dataset, creating an AWS Lambda transform finction to identify the PII, using an AWS SDK to obfuscate the PII, and setting the
S3 data lake as the target for the delivery stream will require more operational effort, as you will need to write and maintain code to
identifyand obfuscate the P11, as well as manage the Lambda function and its resources. Using the Detect PII transform in AWS
Glue Studio to identify the PII, obfuscating the P11, and using an AWS Step Functions state machine to orchestrate a data pipeline to
ingest the data into the S3 data lake will not be as effective as creating a rule in AWS Glue Data Quality to obfuscate the PII, as you
will need to manually obfuscate the PII after identifying it, which can be error-prone and time-consuming, Ingesting the dataset into
Amazon DynamoDB, creating an AWS Lambda fimction to identify and obfuscate the PII in the DynamoDB table and to transform
the data, and using the same Lambda finction to ingest the data into the S3 data lake will require more operational effort, as you will
need to write and maintain code to identify and obfuscate the P11, as well as manage the Lambda finction and its resources. You will
also incur additional costs and complexity by using DynamoDB as an intermediate data store, which may not be necessary for your
use case. References:

AWS Glue

AWS Glue Studio

AWS Glue Data Quality

[AWS Step Functions]

[AWS Certified Data Engineer - Associate DEA-CO01 Conplete Study Guide], Chapter 6: Data Integration and Transformation,
Section 6.1: AWS Glue

NEW QUESTION # 83
A company is migrating on-premises workloads to AWS. The company wants to reduce overall operational overhead. The



company also wants to explore serverless options.

The company's current workloads use Apache Pig, Apache Ooze, Apache Spark, Apache Hbase, and Apache Flink. The on-
premises workloads process petabytes of data in seconds. The company must maintain similar or better performance after the
migration to AWS.

Which extract, transform, and load (ETL) service will meet these requirements?

A. AWS Glue

B. AWS Lanmbda
C. Amazon Redshift
D. Amazon EMR

Answer: D

Explanation:

AWS Glue is a fully managed serverless ETL service that can handle petabytes of data in seconds. AWS Glue can run Apache
Spark and Apache Flink jobs without requiring any infrastructure provisioning or management. AWS Glue can also integrate with
Apache Pig, Apache Ooze, and Apache Hbase using AWS Glue Data Catalog and AWS Glue workflows. AWS Glue can reduce
the overall operational overhead by automating the data discovery, data preparation, and data loading processes. AWS Glue can
also optimize the cost and performance of ETL jobs by using AWS Glue Job Bookmarking, AWS Glue Crawlers, and AWS Glue
Schema Registry. Reference:

AWS Glue

AWS Glue Data Catalog

AWS Glue Workflows

[AWS Glue Job Bookmarking]

[AWS Glue Crawlers]

[AWS Glue Schema Registry]

[AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide]

NEW QUESTION # 84

A security company stores [oT data that is in JSSON format in an Amazon S3 bucket. The data structure can change when the
company upgrades the IoT devices. The company wants to create a data catalog that includes the IoT data. The company's analytics
department will use the data catalog to index the data.

‘Which solution will meet these requirements MOST cost-effectively?

e A. Create an Amazon Athena workgroup. Explore the data that is in Amazon S3 by using Apache Spark through Athena.
Provide the Athena workgroup schema and tables to the analytics department.

¢ B. Create an AWS Glue Data Catalog. Configure an AWS Glue Schema Registry. Create a new AWS Glue workload to
orchestrate the ingestion of the data that the analytics department will use into Amazon Redshift Serverless.

e C. Create an Amazon Redshift provisioned cluster. Create an Amazon Redshift Spectrum database for the analytics
department to explore the data that is n Amazon S3. Create Redshift stored procedures to load the data into Amazon
Redshift.

¢ D. Create an AWS Glue Data Catalog, Configure an AWS Glue Schema Registry. Create AWS Lambda user defined
functions (UDFs) by using the Amazon Redshift Data API. Create an AWS Step Functions job to orchestrate the ingestion of
the data that the analytics department will use into Amazon Redshift Serverless.

Answer: A

Explanation:

The best solution to meet the requirements of creating a data catalog that includes the IoT data, and allowing the analytics
department to index the data, most cost-effectively, is to create an Amazon Athena workgroup, explore the data that is n Amazon
S3 by using Apache Spark through Athena, and provide the Athena workgroup schema and tables to the analytics department.
Amazon Athena is a serverless, interactive query service that makes it easy to analyze data directly in Amazon S3 using standard
SQL or Pythonl. Amazon Athena also supports Apache Spark, an open-source distributed processing framework that can run
large-scale data analytics applications across clusters of servers2. You can use Athena to run Spark code on data in Amazon S3
without having to set up, manage, or scale any infrastructure. You can also use Athena to create and manage external tables that
point to your data in Amazon S3, and store them in an external data catalog, such as AWS Glue Data Catalog, Amazon Athena
Data Catalog, or your own Apache Hive metastore3. You can create Athena workgroups to separate query execution and resource
allocation based on different criteria, such as users, teams, or applications4. You can share the schemas and tables in your Athena
workgroup with other users or applications, such as Amazon QuickSight, for data visualization and analysis5.

Using Athena and Spark to create a data catalog and explore the IoT data in Amazon S3 is the most cost-effective solution, as you



pay only for the queries you run or the compute you use, and you pay nothing when the service is idlel. You also save on the
operational overhead and complexity of managing data warehouse infrastructure, as Athena and Spark are serverless and scalable.
You can also benefit from the flexibility and performance of Athena and Spark, as they support various data formats, including
JSON, and can handle schema changes and complex queries efficiently.

Option A is not the best solution, as creating an AWS Glue Data Catalog, configuring an AWS Glue Scherm Registry, creating a
new AWS Glue workload to orchestrate theingestion of the data that the analytics department will use into Amazon Redshift
Serverless, would incur more costs and complexity than using Athena and Spark. AWS Glue Data Catalog is a persistent metadata
store that contains table definitions, job definitions, and other control information to help you manage your AWS Glue components6.
AWS Glue Schema Registry is a service that allows you to centrally store and manage the schemas of your streaming data in AWS
Glue Data Catalog7. AWS Glue is a serverless data integration service that makes it easy to prepare, clean, enrich, and move data
between data stores8. Amazon Redshift Serverless is a feature of Amazon Redshift, a fully managed data warehouse service, that
allows you to run and scale analytics without having to manage data warehouse infrastructure9. While these services are powerful
and useful for many data engineering scenarios, they are not necessary or cost-effective for creating a data catalog and indexing the
IoT data in Amazon S3. AWS Glue Data Catalog and Schema Registry charge you based on the number of objects stored and the
number of requests made67. AWS Glue charges you based on the compute time and the data processed by your ETL jobsS.
Amazon Redshift Serverless charges you based on the amount of data scanned by your queries and the compute time used by your
workloads9. These costs can add up quickly, especially if you have large volumes of ToT data and frequent schema changes.
Moreover, using AWS Glue and Amazon Redshift Serverless would introduce additional latency and complexity, as you would have
to ingest the data from Amazon S3 to Amazon Redshift Serverless, and then query it from there, instead of querying it directly from
Amazon S3 using Athena and Spark.

Option B is not the best solution, as creating an Anazon Redshift provisioned cluster, creating an Amazon Redshift Spectrum
database for the analytics departiment to explore the data that is in Amazon S3, and creating Redshift stored procedures to load the
data nto Amazon Redshift, would incur more costs and complexity than using Athena and Spark. Amazon Redshift provisioned
clusters are clusters that you create and manage by specifying the number and type of nodes, and the amount of storage and
compute capacityl 0. Amazon Redshift Spectrumis a feature of Amazon Redshift that allows you to query and join data across your
data warehouse and your data lake using standard SQLI1 1. Redshift stored procedures are SQL statements that you can define and
store in Amazon Redshift, and then call them by using the CALL command12. While these features are powerful and useful for many
data warehousing scenarios, they are not necessary or cost-effective for creating a data catalog and indexing the IoT data in Amazon
S3. Amazon Redshift provisioned clusters charge you based on the node type, the number of nodes, and the duration of the
cluster10. Amazon Redshift Spectrum charges you based on the amount of data scanned by your queries11. These costs can add up
quickly, especially if you have large volumes of IoT data and frequent schema changes. Moreover, using Amazon Redshift
provisioned clusters and Spectrum would introduce additional latency and complexity, as you would have to provision andmanage
the cluster, create an external schema and database for the data in Amazon S3, and load the data into the cluster using stored
procedures, instead of querying it directly from Amazon S3 using Athena and Spark.

Option D is not the best solution, as creating an AWS Glue Data Catalog, configuring an AWS Glue Schema Registry, creating
AWS Lambda user defined finctions (UDFs) by using the Amazon Redshift Data API, and creating an AWS Step Functions job to
orchestrate the ingestion of the data that the analytics department will use into Amazon Redshift Serverless, would incur more costs
and complexity than using Athena and Spark. AWS Lambda is a serverless compute service that lets you run code without
provisioning or managing servers13. AWS Lambda UDFs are Lambda functions that you can invoke from within an Amazon
Redshift query. Amazon Redshift Data API is a service that allows you to run SQL statements on Amazon Redshift clusters using
HTTP requests, without needing a persistent connection. AWS Step Functions is a service that lets you coordinate multiple AWS
services into serverless workflows. While these services are powerful and useful for many data engineering scenarios, they are not
necessary or cost-effective for creating a data catalog and indexing the IoT data in Amazon S3. AWS Glue Data Catalog and
Schema Registry charge you based on the number of objects stored and the number of requests made67. AWS Lambda charges
you based on the number of requests and the duration of your finctions13. Amazon Redshift Serverless charges you based on the
amount of data scanned by your queries and the compute time used by your workloads9. AWS Step Functions charges you based
on the number of state transitions in your workflows. These costs can add up quickly, especially if you have large volumes of IoT
data and frequent schema changes. Moreover, using AWS Glue, AWS Lambda, Amazon Redshift Data API, and AWS Step
Functions would introduce additional latency and complexity, as you would have to create and invoke Lambda fimctions to ingest
the data from Amazon S3 to Amazon Redshift Serverless using the Data API, and coordinate the ingestion process using Step
Functions, instead of querying it directly from Amazon S3 using Athena and Spark. References:

What is Amazon Athena?

Apache Spark on Amazon Athena

Creating tables, updating the schema, and adding new partitions in the Data Catalog from AWS Glue ETL jobs Managing Athena
workgroups Using Amazon QuickSight to visualize data in Amazon Athena AWS Glue Data Catalog AWS Glue Schema Registry
What is AWS Glue?

Amazon Redshift Serverless

Amazon Redshift provisioned clusters

Querying external data using Amazon Redshift Spectrum

Using stored procedures in Amazon Redshift

What is AWS Lambda?



[Creating and using AWS Lambda UDFs]

[Using the Amazon Redshift Data APT]

[What is AWS Step Functions?]

AWS Certified Data Engineer - Associate DEA-C01 Conplete Study Guide

NEW QUESTION # 85

A data engineer must manage the ingestion of real-time streaming data into AWS. The data engineer wants to performreal-time
analytics on the incoming streaming data by using time-based aggregations over a window of up to 30 minutes. The data engineer
needs a solution that is highly fault tolerant.

‘Which solution will meet these requirements with the LEAST operational overhead?

e A. Use an AWS Lambda function that includes both the business and the analytics logic to perform time-based aggregations
over a window of up to 30 minutes for the data in Amazon Kinesis Data Streams.

¢ B. Use Amazon Managed Service for Apache Flink (previously known as Amazon Kinesis Data Analytics) to analyze the
data that might occasionally contain duplicates by using multiple types of aggregations.

¢ (. Use Amazon Managed Service for Apache Flink (previously known as Amazon Kinesis Data Analytics) to analyze the
data by using multiple types of aggregations to perform time-based analytics over a window of up to 30 minutes.

e D. Use an AWS Lambda finction that includes both the business and the analytics logic to perform aggregations for a
tumbling window of up to 30 minutes, based on the event timestamp.

Answer: A

Explanation:

This solution meets the requirements of managing the ingestion of real-time streaming data into AWS and performing real-time
analytics on the incoming streaming data with the least operational overhead. Amazon Managed Service for Apache Flink is a fully
managed service that allows you to run Apache Flink applications without having to manage any infrastructure or clusters. Apache
Flink is a framework for stateful stream processing that supports various types of aggregations, such as tumbling, sliding, and session
windows, over streaming data. By using Amazon Managed Service for Apache Flink, you can easily connect to Amazon Kinesis
Data Streams as the source and sink of your streaming data, and perform time-based analytics over a window of up to 30 minutes.
This solution is also highly fault tolerant, as Amazon Managed Service for Apache Flink automatically scales, monitors, and restarts
your Flink applications in case of failures.

References:

Amazon Managed Service for Apache Flink

Apache Flink

Window Aggregations in Flink

NEW QUESTION # 86

A company maintains multiple extract, transform, and load (ETL) workflows that ingest data from the company's operational
databases into an Amazon S3 based data lake. The ETL workflows use AWS Glue and Amazon EMR to process data.

The company wants to improve the existing architecture to provide automated orchestration and to require minimal manual effort.
Which solution will meet these requirements with the LEAST operational overhead?

A. AWS Step Functions tasks

B. AWS Lambda functions

C. Amazon Managed Workflows for Apache Airflow (Amazon MWAA) workflows
D. AWS Glue workflows

Answer: D

Explanation:

AWS Glue workflows are a feature of AWS Glue that enable you to create and visualize complex ETL pipelines using AWS Glue
components, such as crawlers, jobs, triggers, and development endpoints. AWS Glue workflows provide automated orchestration
and require minimal manual effort, as they handle dependency resolution, error handling, state management, and resource allocation
for your ETL workflows. You canuse AWS Glue workflows to ingest data from your operational databases into your Amazon S3
based data lake, and then use AWS Glue and Amazon EMR to process the data in the data lake. This solution will meet the
requirenments with the least operational overhead, as it leverages the serverless and fully managed nature of AWS Glue, and the
scalability and flexibility of Amazon EMR12.

The other options are not optimal for the following reasons:

B. AWS Step Functions tasks. AWS Step Functions is a service that lets you coordinate multiple AWS services into serverless



workflows. You can use AWS Step Functions tasks to invoke AWS Glue and Amazon EMR jobs as part of your ETL workflows,
and use AWS Step Functions state machines to define the logic and flow of your workflows. However, this option would require
more manual effort than AWS Glue workflows, as you would need to write JSON code to define your state machines, handle errors
and retries, and monitor the execution history and status of your workflows3.

C . AWS Lambda finctions. AWS Lambda is a service that lets you run code without provisioning or managing servers. You can
use AWS Lammbda functions to trigger AWS Glue and Amazon EMR jobs as part of your ETL workflows, and use AWS Lambda
event sources and destinations to orchestrate the flow of your workflows. However, this option would also require more manual
effort than AWS Glue workflows, as you would need to write code to implement your business logic, handle errors and retries, and
monitor the invocation and execution of your Lambda functions. Moreover, AWS Lambda finctions have limitations on the
execution time, memory, and concurrency, which may affect the performance and scalability of your ETL workflows.

D . Amazon Managed Workflows for Apache Airflow (Amazon MWAA) workflows. Amazon MWAA is a managed service that
makes it easy to run open source Apache Airflow on AWS. Apache Airflow is a popular tool for creating and managing complex
ETL pipelines using directed acyclic graphs (DAGs). You can use Amazon MWAA workflows to orchestrate AWS Glue and
Amazon EMR jobs as part of your ETL workflows, and use the Airflow web interface to visualize and monitor your workflows.
However, this option would have more operational overhead than AWS Glue workflows, as you would need to set up and configure
your Amazon MWAA environment, write Python code to define your DAGs, and manage the dependencies and versions of your
Airflow plugins and operators.

Reference:

1: AWS Glue Workflows

2: AWS Glue and Amazon EMR

3: AWS Step Functions

: AWS Lambda

: Amazon Managed Workflows for Apache Airflow
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