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Palo Alto Networks XDR-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Maintenance and Troubleshooting: This section of the exam measures skills of the XDR engineer and
covers managing software component updates for Cortex XDR, such as content, agents, Collectors, and
Broker VM. It also includes troubleshooting data management issues like data ingestion and parsing, as
well as resolving issues with Cortex XDR components to ensure ongoing system reliability and
performance.
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Topic 2

Detection and Reporting: This section of the exam measures skills of the detection engineer and covers
creating detection rules to meet security requirements, including correlation, custom prevention rules, and
the use of behavioral indicators of compromise (BIOCs) and indicators of compromise (IOCs). It also
assesses configuring exceptions and exclusions, as well as building custom dashboards and reporting
templates for effective threat detection and reporting.

Topic 3

Cortex XDR Agent Configuration: This section of the exam measures skills of the XDR engineer and
covers configuring endpoint prevention profiles and policies, setting up endpoint extension profiles, and
managing endpoint groups. The focus is on ensuring endpoints are properly protected and policies are
consistently applied across the organization.

Topic 4

Ingestion and Automation: This section of the exam measures skills of the security engineer and covers
onboarding various data sources including NGFW, network, cloud, and identity systems. It also includes
managing simple automation rules, configuring Broker VM applets and clusters, setting up XDR Collectors,
and creating parsing rules for data normalization and automation within the Cortex XDR environment.

Topic 5

Planning and Installation: This section of the exam measures skills of the security engineer and covers the
deployment process, objectives, and required resources such as hardware, software, data sources, and
integrations for Cortex XDR. It also includes understanding and explaining the deployment and functionality
of components like the XDR agent, Broker VM, XDR Collector, and Cloud Identity Engine. Additionally,
it assesses the ability to configure user roles, permissions, and access controls, as well as knowledge of
data retention and compute unit considerations.

Palo Alto Networks XDR Engineer Sample Questions (Q34-Q39):
NEW QUESTION # 34 
An engineer is building a dashboard to visualize the number of alerts from various sources. One of the widgets from the dashboard is
shown in the image below:

The engineer wants to configure a drilldown on this widget to allow dashboard users to select any of the alert names and view those
alerts with additional relevant details. The engineer has configured the following XQL query to meet the requirement:
dataset = alerts
| fields alert_name, description, alert_source, severity, original_tags, alert_id, incident_id
| filter alert_name =
| sort desc _time
How will the engineer complete the third line of the query (filter alert_name =) to allow dynamic filtering on a selected alert name?

A. $x_axis.name
B. $y_axis.value
C. $y_axis.name
D. $x_axis.value

Answer: D

Explanation:
In Cortex XDR, dashboards and widgets supportdrilldownfunctionality, allowing users to click ona widget element (e.g., an alert
name in a bar chart) to view detailed data filtered by the selected value. This is achieved usingXQL (XDR Query Language)queries



with dynamic variables that reference the clicked element's value. In the provided XQL query, the engineer wants to filter alerts
based on thealert_nameselected in the widget.
The widget likely displays alert names along thex-axis(e.g., in a bar chart where each bar represents an alert name and its count).
When a user clicks on an alert name, the drilldown query should filter the dataset to show only alerts matching that
selectedalert_name. In XQL, dynamic filtering for drilldowns uses variables like $x_axis.value to capture the value of the clicked
element on the x-axis.
* Correct Answer Analysis (B):The variable$x_axis.valueis used to reference the value of the x-axis element (in this case,
thealert_name) selected by the user. Completing the query with filter alert_name
= $x_axis.value ensures that the drilldown filters the alerts dataset to show only those records where the alert_namematches the
clicked value.
* Why not the other options?
* A. $y_axis.value: This variable refers to the value on the y-axis, which typically represents a numerical value (e.g., the count of
alerts) in a chart, not the categoricalalert_name.
* C. $x_axis.name: This is not a valid XQL variable for drilldowns. XQL uses $x_axis.value to capture the selected value, not
$x_axis.name.
* D. $y_axis.name: This is also not a valid XQL variable, and the y-axis is not relevant for filtering byalert_name.
Exact Extract or Reference:
TheCortex XDR Documentation Portalin theXQL Reference Guideexplains drilldown configuration: "To filter data based on a
clicked widget element, use $x_axis.value to reference the value of the x-axis category selected by the user" (paraphrased from the
Dashboards and Widgets section). TheEDU-262: Cortex XDR Investigation and Responsecourse covers dashboard creation and
XQL, noting that "drilldown queries use variables like $x_axis.value to dynamically filter based on user selections" (paraphrased
from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetlists "dashboards and reporting" as a key exam
topic, including configuring interactive widgets.
References:
Palo Alto Networks Cortex XDR Documentation Portal: XQL Reference Guide (https://docs-cortex.
paloaltonetworks.com/)
EDU-262: Cortex XDR Investigation and Response Course Objectives
Palo Alto Networks Certified XDR Engineer Datasheet:https://www.paloaltonetworks.com/services/education
/certification#xdr-engineer

NEW QUESTION # 35 
A correlation rule is created to detect potential insider threats by correlating user login events from one dataset with file access
events from another dataset. The rule must retain all user login events, even if there are no matching file access events, to ensure no
login activity is missed.
text
Copy
dataset = x
| join (dataset = y)
Which type of join is required to maintain all records from dataset x, even if there are no matching events from dataset y?

A. Inner
B. Right
C. Outer
D. Left

Answer: D

Explanation:
In Cortex XDR, correlation rules useXQL (XDR Query Language)to combine data from multiple datasets to detect patterns, such
as insider threats. Thejoinoperation in XQL is used to correlate events from two datasets based on a common field (e.g., user ID).
The type of join determines how records are matched and retained when there are no corresponding events in one of the datasets.
The question specifies that the correlation rule must retainall user login eventsfrom dataset x (the primary dataset containing login
events), even if there are no matching file access events in dataset y (the secondary dataset). This requirement aligns with aLeft
Join(also called Left Outer Join), which includes all records from the left dataset (dataset x) and any matching records from the right
dataset (dataset y). If there is no match in dataset y, the result includes null values for dataset y's fields, ensuring no login events are
excluded.
* Correct Answer Analysis (B):ALeft Joinensures that all records from dataset x (user login events) are retained, regardless of
whether there are matching file access events in dataset y. This meets the requirement to ensure no login activity is missed.
* Why not the other options?
* A. Inner: An Inner Join only includes records where there is a match in both datasets (x and y).



This would exclude login events from dataset x that have no corresponding file access events in dataset y, which violates the
requirement.
* C. Right: A Right Join includes all records from dataset y (file access events) and only matching records from dataset x. This would
prioritize file access events, potentially excluding login events with no matches, which is not desired.
* D. Outer: A Full Outer Join includes all records from both datasets, with nulls in places where there is no match. While this retains
all login events, it also includes unmatched file access events from dataset y, which is unnecessary for the stated requirement of
focusing on login events.
Exact Extract or Reference:
TheCortex XDR Documentation Portalin theXQL Reference Guideexplains join operations: "A Left Join returns all records from the
left dataset and matching records from the right dataset. If there is no match, null values are returned for the right dataset's fields"
(paraphrased from the XQL Join section). TheEDU-262:
Cortex XDR Investigation and Responsecourse covers correlation rules and XQL, noting that "Left Joins are used in correlation
rules to ensure all events from the primary dataset are retained, even without matches in the secondary dataset" (paraphrased from
course materials). ThePalo Alto Networks Certified XDR Engineer datasheetlists "detection engineering" as a key exam topic,
including creating correlation rules with XQL.
References:
Palo Alto Networks Cortex XDR Documentation Portal: XQL Reference Guide (https://docs-cortex.
paloaltonetworks.com/)
EDU-262: Cortex XDR Investigation and Response Course Objectives
Palo Alto Networks Certified XDR Engineer Datasheet:https://www.paloaltonetworks.com/services/education
/certification#xdr-engineer

NEW QUESTION # 36 
During deployment of Cortex XDR for Linux Agents, the security engineering team is asked to implement memory monitoring for
agent health monitoring. Which agent service should be monitored to fulfill this request?

A. pyxd
B. pmd
C. dypdng
D. clad

Answer: B

Explanation:
Cortex XDR agents on Linux consist of several services that handle different aspects of agent functionality, such as event collection,
policy enforcement, and health monitoring.Memory monitoringfor agent health involves tracking the memory usage of the agent's
core processes to ensure they are operating within acceptable limits, which is critical for maintaining agent stability and performance.
Thepmd(Process Monitoring Daemon) service is responsible for monitoring the agent's health, including memory usage, on Linux
systems.
* Correct Answer Analysis (D):Thepmdservice should be monitored to fulfill the request for memory monitoring. The Process
Monitoring Daemon tracks the Cortex XDR agent's resource usage, including memory consumption, and reports health metrics to
the console. Monitoring this service ensures the agent remains healthy and can detect issues like memory leaks or excessive resource
usage.
* Why not the other options?
* A. dypdng: This is not a valid Cortex XDR service on Linux. It appears to be a typo or a misnamed service.
* B. clad: The clad service (Cortex Linux Agent Daemon) is responsible for core agent operations, such as communication with the
Cortex XDR tenant, but it is not specifically focused on memory monitoring for health purposes.
* C. pyxd: The pyxd service handles Python-based components of the agent, such asscript execution for certain detections, but it is
not responsible for memory monitoring or agent health.
Exact Extract or Reference:
TheCortex XDR Documentation Portalexplains Linux agent services: "The pmd (Process Monitoring Daemon) service on Linux
monitors agent health, including memory usage, to ensure stable operation" (paraphrased from the Linux Agent Deployment section).
TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers Linux agent setup, stating that "pmd is the service to monitor
for agent health, including memory usage, on Linux systems" (paraphrased from course materials). ThePalo Alto Networks Certified
XDR Engineer datasheetincludes "planning and installation" as a key exam topic, encompassing Linux agent deployment and
monitoring.
References:
Palo Alto Networks Cortex XDR Documentation Portal:https://docs-cortex.paloaltonetworks.com/ EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.com/services/education



/certification#xdr-engineer

NEW QUESTION # 37 
How can a Malware profile be configured to prevent a specific executable from being uploaded to the cloud?

A. Add the executable to the allow list for executions
B. Set PE and DLL examination for the executable to report action mode
C. Disable on-demand file examination for the executable
D. Create an exclusion rule for the executable

Answer: D

Explanation:
In Cortex XDR,Malware profilesdefine how the agent handles files for analysis, including whether they are uploaded to the cloud
forWildFireanalysis or other cloud-based inspections. To prevent a specific executable from being uploaded to the cloud, the
administrator can configure anexclusion rulein the Malware profile.
Exclusion rules allow specific files, directories, or patterns to be excluded from cloud analysis, ensuring they are not sent to the cloud
while still allowing local analysis or other policy enforcement.
* Correct Answer Analysis (D):Creating anexclusion rulefor the executable in the Malware profile ensures that the specified file is
not uploaded to the cloud for analysis. This can be done by specifying the file's name, hash, or path in the exclusion settings,
preventing unnecessary cloud uploads while maintaining agent functionality for other files.
* Why not the other options?
* A. Disable on-demand file examination for the executable: Disabling on-demand file examination prevents the agent from analyzing
the file at all, which could compromise security by bypassing local and cloud analysis entirely. This is not the intended solution.
* B. Set PE and DLL examination for the executable to report action mode: Setting examination to "report action mode" configures
the agent to log actions without blocking or uploading, but it does not specifically prevent cloud uploads. This option is unrelated to
controlling cloud analysis.
* C. Add the executable to the allow list for executions: Adding an executable to the allow list permits it to run without triggering
prevention actions, but it does not prevent the file from being uploaded to the cloud for analysis.
Exact Extract or Reference:
TheCortex XDR Documentation Portalexplains Malware profile configuration: "Exclusion rules in Malware profiles allow
administrators to specify files or directories that are excluded from cloud analysis, preventing uploads to WildFire or other cloud
services" (paraphrased from the Malware Profile Configuration section). TheEDU-260: Cortex XDR Prevention and
Deploymentcourse covers agent configuration, stating that "exclusion rules can be used to prevent specific files from being sent to the
cloud for analysis" (paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes
"Cortex XDR agent configuration" as a key exam topic, encompassing Malware profile settings.
References:
Palo Alto Networks Cortex XDR Documentation Portal:https://docs-cortex.paloaltonetworks.com/ EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.com/services/education
/certification#xdr-engineer

NEW QUESTION # 38 
A Custom Prevention rule that was determined to be a false positive alert needs to be tuned. The behavior was determined to be
authorized and expected on the affected endpoint. Based on the image below, which two steps could be taken? (Choose two.)
[Image description: A Custom Prevention rule configuration, assumed to trigger a Behavioral Indicator of Compromise (BIOC) alert
for authorized behavior]

A. Modify the behavioral indicator of compromise (BIOC) logic
B. Apply an alert exclusion to the XDR agent alert
C. Apply an alert exclusion to the XDR behavioral indicator of compromise (BIOC) alert
D. Apply an alert exception

Answer: C,D

Explanation:
In Cortex XDR, aCustom Prevention ruleoften leveragesBehavioral Indicators of Compromise (BIOCs)to detect specific patterns or
behaviors on endpoints. When a rule generates a false positive alert for authorized and expected behavior, tuning is required to
prevent future false alerts. The question assumes the alert is related to a BIOC triggered by the Custom Prevention rule, and the goal



is to suppress or refine the alert without disrupting security.
* Correct Answer Analysis (A, B):
* A. Apply an alert exception: Analert exceptioncan be created in Cortex XDR to suppress alerts for specific conditions, such as a
particular endpoint, user, or behavior. This is a quick way to prevent false positive alerts for authorized behavior without modifying
the underlying rule, ensuring the behavior is ignored in future detections.
* B. Apply an alert exclusion to the XDR behavioral indicator of compromise (BIOC) alert:
Analert exclusionspecifically targets BIOC alerts, allowing administrators to exclude certain BIOCs from triggering alerts on specific
endpoints or under specific conditions. This is an effective way to tune the Custom Prevention rule by suppressing the BIOC alert for
the authorized behavior.
* Why not the other options?
* C. Apply an alert exclusion to the XDR agent alert: This option is incorrect because alert exclusions are applied to BIOCs or
specific alert types, not to generic"XDR agent alerts." The term "XDR agent alert" is not a standard concept in Cortex XDR for
exclusions, making this option invalid.
* D. Modify the behavioral indicator of compromise (BIOC) logic: While modifying the BIOC logic could prevent false positives, it
risks altering the rule's effectiveness for other endpoints or scenarios. Since the behavior is authorized only on the affected endpoint,
modifying the BIOC logic is less targeted than applying an exception or exclusion and is not one of the best steps in this context.
Exact Extract or Reference:
TheCortex XDR Documentation Portalexplains alert tuning: "Alert exceptions suppress alerts for specific conditions, such as
authorized behaviors, without modifying rules. Alert exclusions can be applied to BIOC alerts to prevent false positives on specific
endpoints" (paraphrased from the Alert Management section). The EDU-262: Cortex XDR Investigation and Responsecourse
covers alert tuning, stating that "exceptions and BIOC exclusions are used to handle false positives for authorized behaviors"
(paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering" as
a key exam topic, encompassing alert tuning and BIOC management.
References:
Palo Alto Networks Cortex XDR Documentation Portal:https://docs-cortex.paloaltonetworks.com/ EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.com/services/education
/certification#xdr-engineer

NEW QUESTION # 39
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