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NEW QUESTION # 125 
In addition to defining the Rule Name and Severity Level, which step or set of steps accurately reflects how an analyst should
configure an indicator prevention rule before reviewing and saving it?

A. Filter and select file, IP address, and domain indicators.
B. Select profiles for prevention
C. Filter and select indicators of any type.
D. Filter and select one or more file, IP address, and domain indicators.
E. Filter and select one or more SHA256 and MD5 indicators
F. Select profiles for prevention

Answer: D,F

Explanation:
(Both steps together are needed for accurate configuration: "Filter and select one or more file, IP address, and domain indicators."
AND "Select profiles for prevention") The correct steps are tofilter and select one or more file, IP address, and domain
indicators(C) and then select profiles for prevention(D).
When configuring an indicator prevention rule in Cortex XSIAM/XDR, after naming the rule and setting its severity, the analyst
should:
* Filter and select the specific indicators(e.g., file hashes, IP addresses, domains) that are to be blocked or prevented.
* Select the appropriate endpoint profiles or groupswhere the rule should be enforced for active prevention.
"Before saving an indicator prevention rule, filter and select the relevant indicators (file, IP address, and domain), then assign the
prevention profiles that will enforce the rule on endpoints." Document Reference:EDU-270c-10-lab-guide_02.docx (1).pdf
Page:Page 16-17 (Endpoint Policy Management section)

NEW QUESTION # 126 
Two security analysts are collaborating on complex but similar incidents. The first analyst merges the two incidents into one for easier
management. The other analyst immediately discovers that the custom incident field values relevant to the investigation are missing.
How can the team retrieve the missing details?

A. Examine the incident context of the source incident
B. Unmerge the incidents to capture the missing details.
C. Check the War Room of the destination incident
D. Check the timeline view of the incident

Answer: B

Explanation:
The correct answer isB - Unmerge the incidents to capture the missing details.
When incidents are merged in Cortex XSIAM, custom field values from the source (secondary) incident are not always
automatically transferred to the destination (primary) incident. The recommended way to retrieve the missing custom incident field
values is tounmergethe incidents. This action restores the original incidents, including all their individual fields and context, allowing
analysts to access and capture the missing details.
"If incident field values are missing after a merge, unmerging incidents will restore the original context and custom field data from each
incident." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 45 (Incident Handling section)

NEW QUESTION # 127 
A SOC team member implements an incident starring configuration, but incidents created before this configuration were not starred.
What is the cause of this behavior?

A. The analyst must manually star incidents after determining which alerts within the incident were automatically starred
B. It takes 48 hours for the configuration to take effect
C. Starring is applied to alerts after they have been merged into incidents, but incidents are not starred
D. Starring configuration is applied to the newly created alerts, and the incident is subsequently starred

Answer: D

Explanation:
The correct answer isD - Starring configuration is applied to the newly created alerts, and the incident is subsequently starred.



Incident starring configuration in Cortex XSIAM isnot retroactive. It only applies tonew alerts and incidents created after the
configuration is implemented. Pre-existing incidents are not starred automatically and must be managed manually if needed.
"Starring configurations take effect for new alerts and incidents created after the configuration is applied.
Existing incidents are not updated retroactively."
Document Reference:XSIAM Analyst ILT Lab Guide.pdf
Page:Page 33 (Incident Handling and Response section)

NEW QUESTION # 128 
An asset is flagged in ASM for hosting an exposed RDP port. What steps might follow?
(Choose two)
Response:

A. Trigger endpoint isolation
B. Delete the asset from inventory
C. Assess for rule revalidation
D. Review asset owner and apply patches

Answer: C,D

NEW QUESTION # 129 
What is the causality chain used for in Cortex XSIAM investigations?
Response:

A. Visualizing process relationships and execution flow
B. Mapping users to devices
C. Exporting reports for compliance
D. Identifying license usage

Answer: A

NEW QUESTION # 130
......
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