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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q829-Q834):

NEW QUESTION # 829

Checkpoint Firewall logs can be viewed through a Check Point Log viewer that uses icons and colors in the log table to represent
different security events and their severity.

What does the icon in the checkpoint logs represent?

A. A virus was detected in an email

B. An email was marked as potential spam
C. The firewall dropped a connection

D. The firewall rejected a connection

Answer: C

NEW QUESTION # 830
Wireless network discovery tools use two different methodologies to detect, monitor and log a WLAN device (i.e. active scanning
and passive scanning). Active scanning methodology involves

and waiting for responses from available wireless networks.

¢ A. Broadcasting a probe request frame

¢ B. Scanning the network

¢ C. Sniffing the packets from the airwave

e D. Inspecting WLAN and surrounding networks

Answer: A

NEW QUESTION # 831

Consider that you are investigating a machine running an Windows OS released prior to Windows VistA. You are trying to gather
information about the deleted files by examining the master database file named INFO2 located at C:\Recycler\<USER SID>\. You
read an entry named

"Dd5.exe". What does Dd5.exe mean?

A. D drive, sixth file deleted, a .exe file
B. D drive. fifth file deleted, a .exe file

C. D drive, fourth file restored, a .exe file
D. D drive, fourth file deleted, a .exe file

Answer: C

NEW QUESTION # 832
Chong-lee, a forensics executive, suspects that a malware is continuously making copies of files and folders on a victim system to
consume the available disk space. What type of test would confirm his claim?

A. Static analysis

B. Dynamic analysis

C. File fingerprinting

D. Identifying file obfiscation

Answer: C

NEW QUESTION # 833
This organization maintains a database of hash signatures for known software



A. Arrerican National standards Institute

B. Institute of Electrical and Electronics Engineers
C. International Standards Organization

D. National Software Reference Library

Answer: D

NEW QUESTION # 834

We hope you can feel that we sincerely hope to help you. We hope that after choosing our 312-49v11 study materials, you will be
able to concentrate on learning our 312-49v11 learing guide without worry. It is our greatest honor that you can feel satisfied. Of
course, we will value every user. We will never neglect any user. Our 312-49v11 Exam Brandumps will provide perfect service for
everyone.
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