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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.
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Topic 2

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Topic 3
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

>> New SCS-C02 Practice Questions <<

Valid SCS-C02 Exam Testking, New SCS-C02 Test Testking
The more you practice with our SCS-C02 simulating exam, the more compelling you may feel. Even if you are lack of time, these
SCS-C02 practice materials can speed up your pace of review. Our SCS-C02 guide questions are motivating materials especially
suitable for those exam candidates who are eager to pass the exam with efficiency. And we can claim that with our SCS-C02 study
braindumps for 20 to 30 hours, you will be bound to pass the exam.

Amazon AWS Certified Security - Specialty Sample Questions (Q257-Q262):
NEW QUESTION # 257 
A company has hundreds of AWS accounts in an organization in AWS Organizations. The company operates out of a single AWS
Region. The company has a dedicated security tooling AWS account in the organization.
The security tooling account is configured as the organization's delegated administrator for Amazon GuardDuty and AWS Security
Hub. The company has configured the environment to automatically enable GuardDuty and Security Hub for existing AWS accounts
and new AWS accounts.
The company is performing control tests on specific GuardDuty findings to make sure that the company's security team can detect
and respond to security events. The security team launched an Amazon EC2 instance and attempted to run DNS requests against a
test domain, example.com, to generate a DNS finding. However, the GuardDuty finding was never created in the Security Hub
delegated administrator account.
Why was the finding was not created in the Security Hub delegated administrator account?

A. Cross-Region aggregation in Security Hub was not configured.
B. VPC flow logs were not turned on for the VPC where the EC2 instance was launched.
C. The VPC where the EC2 instance was launched had the DHCP option configured for a custom OpenDNS resolver.
D. The GuardDuty integration with Security Hub was never activated in the AWS account where the finding was generated.

Answer: D

Explanation:
The correct answer is C. The GuardDuty integration with Security Hub was never activated in the AWS account where the finding
was generated.
The reason is that Security Hub does not automatically receive findings from GuardDuty unless the integration is activated in each
AWS account.According to the AWS documentation1, "The Amazon GuardDuty integration with Security Hub enables you to send
findings from GuardDuty to Security Hub.
Security Hub can then include those findings in its analysis of your security posture." However, this integration is not enabled by
default and requires manual activation in each AWS account.The documentation1also states that "You must activate the integration in
each AWS account that you want to send findings from GuardDuty to Security Hub." Therefore, even though the company has
configured the security tooling account as the delegated administrator for GuardDuty and Security Hub, and has enabled these
services for existing and new AWS accounts, it still needs to activate the GuardDuty integration with Security Hub in each account.
Otherwise, the findings from GuardDuty will not be sent to Security Hub and will not be visible in the delegated administrator
account.
The other options are incorrect because:
A: VPC flow logs are not required for GuardDuty to generate DNS findings. GuardDuty uses VPC flow logs as one of the data
sources for network connection findings, but not for DNS findings.According to the AWS documentation2, "GuardDuty uses VPC
Flow Logs as a data source for network connection findings." B: The VPC DHCP option configured for a custom OpenDNS
resolver does not affect GuardDuty's ability to generate DNS findings. GuardDuty uses DNS logs as one of the data sources for
DNS findings, regardless of the DNS resolver used by the VPC.According to the AWS documentation2, "GuardDuty uses DNS
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logs as a data source for DNS activity findings." D: Cross-Region aggregation in Security Hub is not relevant for this scenario, since
the company operates out of a single AWS Region. Cross-Region aggregation in Security Hub allows you to aggregate security
findings from multiple Regions into a single Region, where you can view and manage them. However, this feature is not needed if the
company only uses one Region.According to the AWS documentation3, "Cross-Region aggregation enables you to aggregate
security findings from multiple Regions into a single Region."

NEW QUESTION # 258 
A company has contracted with a third party to audit several AWS accounts. To enable the audit, cross- account IAM roles have
been created in each account targeted for audit. The Auditor is having trouble accessing some of the accounts.
Which of the following may be causing this problem? (Choose three.)

A. The Auditor has not been granted sts:AssumeRole for the role in the destination account.
B. The Auditor is using the incorrect password.
C. The secret key used by the Auditor is missing or incorrect.
D. The external ID used by the Auditor is missing or incorrect.
E. The role ARN used by the Auditor is missing or incorrect.
F. The Amazon EC2 role used by the Auditor must be set to the destination account role.

Answer: A,D,E

Explanation:
The following may be causing the problem for the Auditor:
* A. The external ID used by the Auditor is missing or incorrect. This is a possible cause, because the external ID is a unique
identifier that is used to establish a trust relationship between the accounts. The external ID must match the one that is specified in the
role's trust policy in the destination account1.
* C. The Auditor has not been granted sts:AssumeRole for the role in the destination account. This is a possible cause, because
sts:AssumeRole is the API action that allows the Auditor to assume the cross-account role and obtain temporary credentials. The
Auditor must have an IAM policy that allows them to call sts:AssumeRole for the role ARN in the destination account2.
* F. The role ARN used by the Auditor is missing or incorrect. This is a possible cause, because the role ARN is the Amazon
Resource Name of the cross-account role that the Auditor wants to assume. The role ARN must be valid and exist in the destination
account3.

NEW QUESTION # 259 
A company has enabled Amazon GuardDuty in all AWS Regions as part of its security monitoring strategy. In one of its VPCs, the
company hosts an Amazon EC2 instance that works as an FTP server. A high number of clients from multiple locations contact the
FTP server. GuardDuty identifies this activity as a brute force attack because of the high number of connections that happen every
hour.
The company has flagged the finding as a false positive, but GuardDuty continues to raise the issue. A security engineer must
improve the signal-to-noise ratio without compromising the company's visibility of potential anomalous behavior.
Which solution will meet these requirements?

A. Disable the FTP rule in GuardDuty in the Region where the FTP server is deployed.
B. Create an AWS Lambda function that has the appropriate permissions to delete the finding whenever a new occurrence is
reported.
C. Create a suppression rule in GuardDuty to filter findings by automatically archiving new findings that match the specified
criteria.
D. Add the FTP server to a trusted IP list. Deploy the list to GuardDuty to stop receiving the notifications.

Answer: C

Explanation:
https://docs.aws.amazon.com/guardduty/latest/ug/findings_suppression-rule.html

NEW QUESTION # 260 
A company is deploying an Amazon EC2-based application. The application will include a custom health- checking component that
produces health status data in format. A Security Engineer must implement a secure solution to monitor application availability in
near-real time by analyzing the hearth status data.



Which approach should the Security Engineer use?

A. Write the status data directly to a public Amazon S3 bucket from the health-checking component Configure S3 events to
invoke an IAM Lambda function that analyzes the data
B. Use Amazon CloudWatch monitoring to capture Amazon EC2 and networking metrics Visualize metrics using Amazon
CloudWatch dashboards.
C. Run the Amazon Kinesis Agent to write the status data to Amazon Kinesis Data Firehose Store the streaming data from
Kinesis Data Firehose in Amazon Redshift. (hen run a script on the pool data and analyze the data in Amazon Redshift
D. Generate events from the health-checking component and send them to Amazon CloudWatch Events.Include the status
data as event payloads. Use CloudWatch Events rules to invoke an IAM Lambda function that analyzes the data.

Answer: B

Explanation:
Amazon CloudWatch monitoring is a service that collects and tracksmetrics fromAWS resources and applications, and provides
visualization tools and alarms to monitor performance and availability1. The health status data in format can be sent to CloudWatch
as custom metrics2, and then displayed in CloudWatch dashboards3. The other options are either inefficient or insecure for
monitoring application availability in near- real time.

NEW QUESTION # 261 
A company deploys a set of standard IAM roles in AWS accounts. The IAM roles are based on job functions within the company.
To balance operational efficiency and security, a security engineer implemented AWS Organizations SCPs to restrict access to
critical security services in all company accounts.
All of the company's accounts and OUs within AWS Organizations have a default FullAWSAccess SCP that is attached. The
security engineer needs to ensure that no one can disable Amazon GuardDuty and AWS Security Hub. The security engineer also
must not override other permissions that are granted by IAM policies that are defined in the accounts.
Which SCP should the security engineer attach to the root of the organization to meet these requirements?

A. A screenshot of a computer code Description automatically generated
B. A screenshot of a computer code Description automatically generated
C. A screenshot of a computer code Description automatically generated

Answer: B

NEW QUESTION # 262
......
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