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A. Pass-the-Hash
B. Kerberoasting
C. DCSync
D. Golden Ticket

Answer: D

NEW QUESTION # 125 
What are effective methods for staging data for exfiltration?
Multiple Correct Answers
Response:

A. Creating multiple copies of the data across the network
B. Segmenting the data into smaller, less detectable portions
C. Uploading the data to a public cloud storage service
D. Compressing and encrypting the data to avoid detection

Answer: B,D

NEW QUESTION # 126 
What is a primary use of a command and control (C2) server in a network intrusion?
Response:

A. To enhance the encryption of data traffic
B. To distribute malware to target machines
C. To serve as a backup server for data storage
D. To maintain communication with the compromised systems

Answer: D

NEW QUESTION # 127 
Which protocol is commonly used by attackers for C2 communications due to its ubiquitous nature and difficulty to detect?
Response:

A. SNMP
B. HTTP
C. ICMP
D. FTP

Answer: B

NEW QUESTION # 128 
When attempting to escalate privileges, why is it important to understand the network services and software versions running on the
target machine?
Multiple Correct Answers
Response:

A. To find misconfigurations that can be leveraged for escalation
B. To identify services that are vulnerable to known exploits
C. To tailor the social engineering attacks more effectively
D. To ensure compatibility with the attacker's toolkit

Answer: A,B

NEW QUESTION # 129
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