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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q605-Q610):

NEW QUESTION # 605

A company is outsourcing to an MSSP that performs managed detection and response services. The MSSP requires a server to be
placed inside the network as a log aggregate and allows remote access to MSSP analyst. Critical devices send logs to the log
aggregator, where data is stored for 12 months locally before being archived to a multitenant cloud. The data is then sent from the
log aggregate to a public IP address in the MSSP datacenter for analysis.

A security engineer is concerned about the security of the solution and notes the following.

* The critical devise send cleartext logs to the aggregator.


https://drive.google.com/open?id=1D43RWvHrWZQGBIa3ZA7pTnaWfjAN1rpO
https://www.examcollectionpass.com/CompTIA/CAS-004-latest-exam-dumps.html
https://www.prep4pass.com/CAS-004_exam-braindumps.html
https://www.pass4guide.com/CAS-004-exam-guide-torrent.html
https://www.examcollectionpass.com/CompTIA/CAS-004-exam-braindumps.html

* The log aggregator utilize full disk encryption.

* The log aggregator sends to the analysis server via port 80.

* MSSP analysis utilize an SSL VPN with MFA to access the log aggregator remotely.
* The data is compressed and encrypted prior to being achieved in the cloud.

Which of'the following should be the engineer's GREATEST concern?

A. Network bridging from a remote access VPN

B. Hardware vulnerabilities introduced by the log aggregate server
C. Multinancy and data remnants in the cloud

D. Encryption of data in transit

Answer: D

Explanation:

Encryption of data in transit should be the engineer’s greatest concern regarding the security of the solution. Data in transit refers to
data that is being transferred over a network or between devices. If data in transit is not encrypted, it can be intercepted, modified,
or stolen by attackers who can exploit vulnerabilities in the network protocols or devices. The solution in the question sends logs
from the critical devices to the aggregator in cleartext and from the aggregator to the analysis server via port 80, which are both
insecure methods that expose the data to potential attacks. Verified Reference: https:/www.comptia.org/training/books/casp-cas-
004-study-guide , https://us-cert.cisa.gov/ncas/tips/ST04-019

NEW QUESTION # 606
A company that uses AD is migrating services from LDAP to secure LDAP. During the pilot phase, services are not connecting
properly to secure LDAP. Block is an except of output from the troubleshooting session:

Which of'the following BEST explains why secure LDAP is not working? (Select TWO.)

A. The clients may not trust idapt by default.

B. The secure LDAP service is not started, so no connections can be made.

C. Danvills.com is under a DDoS-nator attack and cannot respond to OCSP requests.
D. The clients may not trust Chicago by default.

E. The company is using the wrong port. It should be using port 389 for secure LDAP.
F. Secure LDAP does not support wildcard certificates.

G. Secure LDAP should be running on UDP rather than TCP.

Answer: A,F

Explanation:

The clients may not trust idapt by default because it is a self-signed certificate authority that is not in the trusted root store of the
clients. Secure LDAP does not support wildcard certificates because they do not match the fully qualified domain name of the
server. Verified References: https://www.professormesser.com

/security-plus/sy0-401/ldap-and-secure-Idap/ , https//www.comptia.org/training/books/casp-cas-004-study- guide

NEW QUESTION # 607
An organization is moving its intellectual property data from on premises to a CSP and wants to secure the data from theft. Which of
the following can be used to mitigate this risk?

A. Additional application firewall rules specific to the migration
B. A third-party data integrity monitoring solution

C. A complete backup that is created before moving the data
D. An additional layer of encryption

Answer: D

Explanation:
The company should use an additional layer of encryption to secure the data from theft when moving to a CSP. Encryption is a



process of transforming data into an unreadable format using a secret key. Encryption can protect the data from unauthorized access
or modification during transit and at rest. Encryption can be applied at different levels, such as disk, file, or application. An additional
layer of encryption can provide an extra security measure on top of the encryption provided by the CSP. Verified References:

* httpss/learn.microsoft.com/en-us/partner-center/transition-seat-based-services

* https7/cloud.google.convarchitecture/patterns- for-connecting-other-csps-with-gcp

NEW QUESTION # 608
An organization is in frequent litigation and has a large number of legal holds. Which of the following types of functionality should the
organization's new email system provide?

A. E-discovery

B. Privacy-level agreements
C. Encryption

D.DLP

Answer: A

Explanation:

The organization's new email system should provide e-discovery functionality. E-discovery stands for electronic discovery, which is
the process of identifying, preserving, collecting, processing, reviewing, analyzing, and producing electronically stored information
(ESI) that is relevant to a legal matter. E-discovery can help the organization comply with legal holds, which are orders or notices to
preserve relevant ESI when litigation is anticipated or ongoing, E-discovery can also help the organization reduce the costs and risks
of litigation, as well as improve the efficiency and accuracy of the discovery process.

NEW QUESTION # 609

A junior developer is informed about the impact of new malware on an Advanced RISC Machine (ARM) CPU, and the code must
be fixed accordingly. Based on the debug, the malware is able to insert itself in another process memory location.

Which of the following technologies can the developer enable on the ARM architecture to prevent this type of malware?

A. Virtual memory encryption
B. No-execute

C. Execute never

D. Total memory encryption

Answer: B

NEW QUESTION # 610
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