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¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
Topic 1 Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

¢ Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
Topic 2 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

o Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
wulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses

Topic 3
ol enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.
¢ General Security Concepts: This topic covers various types of security controls, findamental security
Topic 4 concepts, the importance of change management processes in security, and the significance of using

suitable cryptographic solutions.

o Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and

motivations, explaining common threat vectors and attack surfaces, and outlining different types of
Topic 5 wulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

>>New SY0-701 Exam Cram <<

High-quality New SY(0-701 Exam Cram, SY0-701 Latest Exam Testking

CompTIA SY0-701 practice test software contains many CompTIA SY0-701 practice exam designs just like the real CompTIA
Security+ Certification Exam (SY0-701) exam. These SY0-701 practice exams contain all the SY0-701 questions that clearly and
completely elaborate on the difficulties and hurdles you will face in the final SY0-701 Exam. CompTIA Security+ Certification Exam
(SYO0-701) practice test is customizable so that you can change the timings of each session. PDFVCE desktop CompTIA SY0-701
practice test questions software is only compatible with windows and easy to use for everyone.

CompTIA Security+ Certification Exam Sample Questions (Q327-Q332):

NEW QUESTION # 327
An organization has too many variations of a single operating system and needs to standardize the arrangement prior to pushing the
system image to users. Which of the following should the organization implement first?

A. Baseline configuration

B. Mashing
C. Network diagrans

D. Standard naming convention

Answer: A

NEW QUESTION # 328
Which of the following teans combines both offensive and defensive testing techniques to protect an organization's critical systenms?

A. Yellow
B. Red
C. Purple
D. Blue
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Answer: C

Explanation:

Purple is the team that combines both offensive and defensive testing techniques to protect an organization's critical systems. Purple
is not a separate team, but rather a collaboration between the red team and the blue team. The red team is the offensive team that
simulates attacks and exploits vulnerabilities in the organization' s systens. The blue team is the defensive team that monitors and
protects the organization's systems fromreal and simulated threats. The purple team exists to ensure and maximize the effectiveness
of the red and blue teans by integrating the defensive tactics and controls from the blue team with the threats and vulnerabilities
found by the red team into a single narrative that improves the overall security posture of the organization.

Red, blue, and yellow are other types of teanns involved in security testing, but they do not combine both offensive and defensive
techniques. The yellow team is the team that builds software solutions, scripts, and other programs that the blue team uses in the
security testing, References: CompTIA Security+ Study Guide:

Exam SY0-701, 9th Edition, page 1331; Penetration Testing: Understanding Red, Blue, & Purple Teams3

NEW QUESTION # 329

You are security administrator investigating a potential infection on a network.

Click on each host and firewall. Review all logs to determine which host originated the Infecton and then deny each remaining hosts
clean or infected.

192.168.10.22

4/17 72019 | Infa Scheduled scan initiated
A 9 :3 Info Checking for update
Info No update availal
Info Checking for definition update
Infa No definition update available
Info Scan type = full
Info Scan start
Info Scanning system files
Info Scanning temporary #Filés

2819 :39 Info Scanning servi

471772019 ud Info Scanning boot Sectdr

471772019 . Info Scan copplete
Info 5 Famoved: 0
4/17 /2019 :43 Info i guatantined: @
47172019 :44  Info ror: clean
47172019 :45 Info Next “scheduled scan:
i 9 ) | Warn Scheduled scan disabled by pro
471872019 2:32 HWarn Scheduled update disabled by pro




192.168.10.37

4/17/2019
4/17/2019
£/17)2019
81272019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/17/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019

& [0 Mnan

14:30
14:31
14:32
14:33
14:34
14:35
14:36
14:37
14:38
14:39
14:40
14:41
14:42
14:43
14:44
14:45
14:30
14:31
14:32
14:33
14:34
14:33
14:35
14:35
14:36
14:37
14:37
14:37
14:38

1420

192.168.10.41

AfALfLOLT 4A5 3D
471772019 14:
471772019 14:
471772019 14:
4717/2019 14:
471772019 14:
4/17/2019 14:
4717/2019 14:
471772019 14:
4717/2019 14:
471872019
471872019
4/18/2019
471872019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
4/18/2019
471872019
4/18/2019
471872019
4/18/2019
4/18/2019
471872019
4/18/2019
471872019
4/18/2019
471872019

ianro
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Error
Info
Info
Info
Warn
Errgis
Info
Info
Info
Info
Info
Info
HWarn
Info
Info

Info Scheduled scan initiated

Info Checking for update

Info Ne update available

Ilanfo | Checking:for definition update
Info No definition update available
Info Scan type = full

Info Scan start

Info Scanning system files

Info Scanning temporary files

Info Scanning services

Info Scanning boot sector

Info Scan complete

Info Files removed: @

Info Files quarantined:
Info Boot sector: clegn
Info Next sch led n: J2019 14:30

Info Schedyle iated

Info Check update

Info No varlable

Info r definition update
Inf te available v10.2.3.4440
Info loading update

Info inition update complete

Info Scan type = full

Info Scan start

Info Scanning system files

Warn File found svch@st.exe match definition v10.2.3.4440
Warn File quarantined svch@st.exe

Info Scanning temporary files

Tomilm Crammlimm samlsns

3Can sTarc

Scanning system files

Scanning tesporary files

Scanning services

Scanning boot sector

Scan complete

Files resoved: @

Files quarantined: @

Boot sector: clean

Next scheduled scan: 4f18/2819 14:38
Scheduled scan inltiated

Checking for update

No update avallable

Checking for definitiailepdaie
Unable togmpeach didale o

Scan giypes =i Full

Scan_SEart

ScEininghsyfhen files

P 't Wost .exe match heuristic pattern 8c@9488c88d48F3k
Wable to quarantine file svchdst.exe
Scanning tesporary files

Scanning services

Scanning boot sector

Scan complete

Files resoved: @

Files quarantined: @

File guarantine file

Boot sector: clean

Next scheduled scan: 4/19/2019 14:30




Firewall [x]

Timestamp Source Destination Destination Port Application Action Client Bytes Server Bytes
471772019 6 2 19.10.9.18 57.203.54.183 443 55l Permit 6953 99427
a/1 6:01: 192.168.10.3] 57.203.54.221 g5l Permit ! 199386
19 :17:0 192.168.10.22 10.10.9.12 5 g Pe gl 75 1504
471772019 6:27: 192.168.18. 16.18.9.12 5 smbvl FErmit } 34757
4/17/2019 1 28: 19.10.9.12 192.168.160. 35 rpe gl 47N
4/17/2019 6:33: 19.10. 192.168.10.22 3 c e rmit 6 2355
4/17/2819 :35: 192.168.10.37 10.18.9.12 3 Permit 649 5644
4/1772019 }:58: 190.10.9. 192.168.10.41 Permit 128
471772819 23: 18.18.9.12 192.168.18.22 Permit 2
19.10.9. 192.168.10.37 Permit 128
19.10.9.18 2.168.18.41 Permit 87 23874
192.168.190.22 57.203.55.29 Permit € 75997
9 57.283.56.201 4 Permit 199730
4/18/2819 :31:02 192.168.10. a7, 3 93
4/18/2019 2 192.168.10. 4 57. .89 Permit 133183
4/18/ r 2 18.19.9.18 57.288 - B o0 55 Permit 1284 9102854
192.168.10.37 57.50456. 90 443 Permit 9341 9938
192.168.10.22 Ui 107913 - Permit 1874 23874
192.168.10.27 400N _ 5 .98 Permit 673 41358
10.10.9. 192 . 188, 18 3 Permit 693 1952
4/18/2019 A 10.108.9 488 OGS . 18,41 5 Permit 482 3585
471872019 3:52:57 10. 184881 8 192.168.10.22 Permit 545 L
4/18/2019 :53:0 192. 1650l 16.10.9.12 35 Permit 876
4/18/2019 :30:8 190.10.9.1% 57.203.56.231 55 Permit 9991
4/18/2019 192.168.10.57 143 3 54 Permit 18992

Permit 7




10.10.9.12

4/17/2019 14:30 Info Scheduled scan initiated
4/17/2019 14:31 Info Checking for update

4/17/2019 14:32 Info No update available

4/17/2019 14:33 Info Checking for definition update
4/17/2019 14:34 1Info No definition update available
4/17/2019 14:35 Info Scan type = full

4/17/2019 14: Info Scan start

4/17/2019 14:37 Info Scanning system files
4/17/2019 14:38 Info Scanning temporary files
4/17/2019 14:39 Info Scanning services

4/17/2019 14:40 Info  Scanning boot sector

4/17/2019 14:41 Info Scan complete

4/17/2019 14:42 Info Files removed: @

4/17/2019 14:43 1Info Files quarantined” @

4/17/2019 14: Info g BoOt.ghctal: Sleaf

4/17/2019 14: Info " NEXE sch@dliled Scan: 4/18/2019 14:30
4/18/2019 : 38 It WSché@luled scan initiated
4/18/2019 14% InfgChecking for update

4/18/2019 14558g@Info  No update available

4/18/2019 : Info Checking for definition update
4/18/2019 14:3 Info Update available v10.2.3.4440
4/18/2019 - Info Downloading update

4/18/2019 14: Info Definition update complete
4/18/2019 - Info Scan type = full

4/18/2019 14:36 Info Scan start

4/18/2019 14:3 Info Scanning system files
4/18/2019 14: Warn File found svchBst.exe match definition wi10.2.3.4440
4/18/2019 14:3 Warn File quarantined svch@st.exe
4/18/2019 14: Info Scanning temporary files

AFASIDAN 14. Tada Crmmmlmm smmisl oo




af

4

10.10.

1772019

772819 1

Info

Info

Scheduled scan initiated
Checking for update
No update available
cing for definition update

No definition wpdate available
Scan type = full
Scan start

nning em files

anning files

anning servic

anning bo

an complete

Files

Fil quaranyiives @
BEEL gmctil: Wleal
NESR s&hihled Stan: 471872819
Bchflluled” scan init
Whecking for update
No update L
Checking for definition update
Unable to reach update ser
ype
start

Scanning

14:

S8 cOBAOF




() Origin O Origin ! Origin
) Infected ) Infected ! Infected
L] Clean _J Clean ! Clean
192.168.10.22 192.168.10.37 192.168.10.41
O O { ®, J
( }
R&D Network
IntA
IntC
IntB
CompllA
Engineering Network
10.10.9.12 10.10.9.18
L) Origin _J Origin
_J Infected ! Infected
] Clean ) Clean
Answer:

Explanation:



OJ Origin ] Origin

O Infected L! Infected
iJ!Clean TJIClean
192.168.10.37 192.168.10.41

O

|
R&D Network

10.10.9.12 10.10.9.18
OJ Origin UJ Origin
O Infected \[)'Infected
i’)'Clean ) Clean

Explanation:



Origin Origin Origin

[Clinfected Infected Infected
Clean [Clciean [lClean
192.168.10.22 192.168.10.37 192.168.10.41
O O Q
L | )
R&D Network
Int A

IntC

IntB

Engineering Network

O O
10.10.9.12 10.10,9.18
Origin Origin
Infected [Clinfected
DCIean Clean

Based on the logs, it seens that the host that originated the infection is 192.168.10.22. This host has a suspicious process named
svchost.exe running on port 443, which is unusual for aWindows service. It also has a large number of outbound connections to
different IP addresses on port 443, indicating that it is part of a botnet.

The firewall log shows that this host has been commumicating with 10.10.9.18, which is another infected host on the engineering
network. This host also has a suspicious process named svchost.exe running on port 443, and a large number of outbound
connections to different IP addresses on port 443.

The other hosts on the R&D network (192.168.10.37 and 192.168.10.41) are clean, as they do not have any suspicious processes
or connections.

NEW QUESTION # 330
An employee used a company's billing system to issue fraudulent checks. The administrator is looking for evidence of other
occurrences of this activity. Which of the following should the administrator examine?

A. IDS/IPS logs

B. Vulnerability scanner logs
C. Firewall logs

D. Application logs

Answer: D

NEW QUESTION # 331
An administrator wants to automate an account permissions update for a large number of accounts. Which of the following would



best accomplish this task?

A. Vertical scaling
B. Security groups
C. Federation

D. User provisioning

Answer: D

NEW QUESTION # 332
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